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About this guide
This guide introduces Enigma NMS — Ultimate Network Management Solution for Enterprises. It describes the system

configuration, core functions, and various monitoring and reporting modules.

1.1 Who Should Use It

This guide is ideal for enterprise network managers and network engineers with various roles: support, implementation,
provisioning, and for anyone who uses Enigma NMS.
This guide assumes that the user has general knowledge of network technologies, terms and abbreviations.

1.2 Typographical Conventions

This document uses the following typographical conventions:

Form field names appear in bold type in definitions and examples. The name of the clients, network nodes and main

network properties also appear in bold.

Variable information appearing in normal type. This includes network properties' values.

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 5 of 205
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1.3 All Rights Reserved

Copyright© 1996-2018 NETSAS PTY LTD, all rights reserved worldwide. No part of this document may be reproduced by
any means nor modified, decompiled, disassembled, published or distributed, in whole or in part, or translated to any
electronic medium or other means without the written consent of NETSAS PTY LTD. All right, title and interest in and to
the software and documentation are and shall remain the exclusive property of NETSAS PTY LTD and its licensors.
Enigma NMS® is registered trademarks of the company in the Australia and/or other countries. All other trademarks
contained in this document and in the Software are the property of their respective owners.

NETSAS PTY LTD DISCLAIMS ALL WARRANTIES, CONDITIONS OR OTHER TERMS, EXPRESS OR IMPLIED,
STATUTORY OR OTHERWISE, ON SOFTWARE AND DOCUMENTATION FURNISHED HEREUNDER INCLUDING
WITHOUT LIMITATION THE WARRANTIES OF DESIGN, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL NETSAS PTY LTD, ITS SUPPLIERS OR ITS
LICENSORS BE LIABLE FOR ANY DAMAGES, WHETHER ARISING IN TORT, CONTRACT OR ANY OTHER LEGAL
THEORY EVEN IF NETSAS PTY LDT HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Enigma Network Management Solution for Enterprises — User Guide version 5.1.0
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2 Introduction to Enigma NMS

2.1 Purpose

The main purpose of Enigma NMS is to provide the most efficient and intuitive network management solution for large

multi-vendor enterprise networks.

e Development of Enigma NMS has been based on numerous years of real-life, hands-on enterprise network
management experience. We have tried to address the most common monitoring and maintenance challenges which

are faced by enterprise network managers.

¢ The main developmental approach for Enigma NMS was to build a system that would be easy to implement and
maintain on the enterprise scale. The system should have most of discovery, monitoring, reporting and alarming
functions automated. All monitoring and reporting capabilities are based upon real-life business requirements and

operational challenges.

e Extensive monitoring and reporting modules make Enigma NMS ideally suited for large enterprise, government,

infrastructure, and service providing networks with limited network management budgets.

2.2 Scope

This guide provides a detailed description of various monitoring and reporting functions of the most current version of
Enigma NMS.
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3 Describing the System

Enigma NMS consists of many monitoring systems and reporting modules.
The high level of automation reduces implementation and maintenance costs, which in other network management

systems may exceed the initial product purchase price.

3.1 Key Features

Full SNMP V3 Implementation throughout the product

e Multi-Tenant, Multi-User, Multi-Vendor functionality

e High Availability Cluster with Free Secondary License

e Polling every 60 seconds — highly detailed graphs with custom resolution and layout
e Data granularity fully preserved without roll-up for up to 5 years

e Network Performance Monitor
CPU Utilization
Memory Utilization
Temperature Readings — multiple sensors
Ping Round Trip Response
Errors
Discards
Packet Loss
Queue Drops
QoS Class Utilization
QoS Class Drops
Broadcasts
Traffic Utilization (Bits/Packets per sec)

e Environment Monitor / ANY OID
MIB Table and OID Templates
UPS Battery Status and Time Remaining
Temperature Sensors
Voltage and Current
Storage Utilization
Radio Signal Strength
ANY OID - Integers and Strings, including value ranges discovered across your entire network domain and
Monitored in minutes!

e Server Monitor
CPU Utilization
Memory Utilization
File System Utilization
Installed Software
Monitoring of Running Processes

e Application Monitor
Network Daemons
Database Statuses
Web Page Content and Response Time Monitoring

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 8 of 205
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Traffic Volume Monitor — Daily Utilizations and Traffic Volumes: All Hours, B.H. and A.H.
Exceptions Based Performance Reporting and Trending with custom thresholds

Port Monitor — Auto detection and monitoring of Layer 2 and Layer 3 trunks

CDP and LLDP Monitor — view all CDP and LLDP peers across entire network domain
Device Locator — by MAC, IP Address, and NETBIOS Name

Visibility of All Network Connected Clients — preserving info about disconnected MACs forever
Root-Cause Analysis with alerts suppression

Visibility of All VLANs, VTP and MSTP Domains, IP ARP and Routing Tables

Dynamic Physical Topology Maps

Google Maps Integration — shows network outages in real time.

Live Floor Maps — load your Site and Floor Maps and pin down your nodes

Wireless Monitor — Auto discovered WLC, LWAP, WLAN — VLAN Mapping, Mobile Clients
VM Monitor — Auto discovered VM Hosts, VM Guests, Resource utilization

Asset Manager — All Hardware and Software modules on all managed devices, history

IP Address Manager — IPv4 and IPv6

Traffic Analyzer — all versions of NetFlow and sFlow, unlimited sources, zero maintenance
IP SLA Monitor — unlimited probes, zero maintenance

VRF Monitor — VRFs, Interfaces memberships, Routing, TE Tunnels

SYSLOG Monitor — top talkers, customizable matching patterns, and actions

SNMP Trap Monitor — top talkers, customizable matching patterns, and actions

User Activity Monitor — visibility of all commands entered via CLI across your entire network
Real Time Monitor — 1-second traffic utilization stats on up to 25 interfaces.

Routing Monitor BGP, OSPF, EIGRP — detection of incorrect configuration and flapping links

Configuration Manager — vendor independent, auto config downloads and scheduled config changes on multiple
devices

SNMP Browser
Maintenance Contract Monitor — proactive notifications on contract expiration

Flexible Favorites and Custom Reports — Any view or report in the system can be saved as favorite for quick
access or scheduled execution.

Report Exporter — any report or view in the system can be easily exported as PDF or CSV

Report Scheduler — any custom or favorite report can be scheduled to be executed with result saved as HTML,
PDF or CSV and attached to the email

Telco Services Management

Overlays all Telco Services over your network infrastructure
Tracking Telco Provider Quality of Service

Reduces Outage Restoration Time

Optimize your Telco Infrastructure

Telco Bill Validation — minimization of telecommunication expenses

Incident and Change Management

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 9 of 205



Enigma NMS User Guide

e Intrusion Detection Monitor

e Cisco NBAR Monitor

e Intuitive Alert Storm Control

e Alerts with optional Custom Content.

e Alerts Forward — Northbound integration via generation of custom SYSLOG, SNMP Traps and Email messages
with custom content to multiple external Service Desk systems e.g. Tivoli OMNIbus, HP Service Now, ITSM, etc.

REST API Services — Southbound integration with Client Portals and Service Desk systems via comprehensive
REST API Services, extraction of any data including graphs.

Integration with LDAP, DNS, NTP, SMTP, TACACS, SMS

3.2 Inventory

Enigma NMS is provided by the vendor as a software product (appliance) installed on the client’s hardware or as a
network appliance.

Enigma NMS is built upon a stable CentOS6.5 that has been optimized to ensure the best performance in any network
environment. It requires full and explicit control of OS (CentOS5). We don’t recommend allowing casual user access into
the system. All system settings including configuration of CenOS5 are controlled via GUI, which is compatible with any

web browser.

3.3 Environment

Successful Enigma NMS implementation is subject to meeting the following environmental conditions:

¢ SNMP Read-Only and Read-Write community strings. These need to be configured on all managed network nodes
and Enigma NMS. On managed network nodes Access List Control for SNMP RO and RW Strings needs to be
configured to include the Enigma NMS IP address. If managed device is not SNMP-enabled, monitoring statistics will

be restricted to Ping Round-Trip Time to this node.

e Access Lists for CLI access into managed nodes should include Enigma IP Address. This is needed for certain

Enigma functions, such as configuration download.

e Itis recommended that all managed nodes must be configured to send their SYSLOG messages and SNMP Traps to
Enigma NMS, which will be processed by SYSLOG and SNMP-TRAP monitoring modules.

e FIREWALL Port Configuration. All firewalls between Enigma NMS and managed nodes should have following ports

open:
1. SSH (From Enigma NMS)
2. TELNET (From Enigma NMS)
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3. SNMP Query (From Enigma NMS)
4. SNMP Trap (Into Enigma NMS)
5. DNS Query (From Enigma NMS)
6. SMTP (From Enigma NMS)
7. NTP (From Enigma NMS)
8. SYSLOG (into Enigma NMS)
9. NetFlow Export (UDP 2055) (into Enigma NMS)
9. FTP (into Enigma NMS)
10.TFTP (into Enigma NMS)

e SMTP Gateway needs to be configured in order to allow Enigma NMS to relay its email.

3.4 Hardware Requirements

Enigma NMS performs hundreds of tasks simultaneously, including 1 minute polling for all performance and
environmental statistics. It is recommended that for enterprises with thousands of management network nodes the user

utilizes server grade hardware with SAN-connected storage.

Following table shows minimum recommended hardware requirements:

Nodes Count | HW Grade CPU(Ghz/Cores) RAM Disk Type Disk Size NIC

500 PC 2.0/2 4Gb DDR2 IDA/SATA/ISSD 100Gh 1Gbps
1000 Server 2.4/4 8 Gb DDR2 SATA-2/SSD 200Gb 1Gbps
2000 Server 3.0/8 16 Gb DDR3 | SATA-2/SSD/SCSI 400Gb 1Gbps
5000 Server 3.0/16 32Gbps SATA-2/SSD/SCSI/SAN 1T 1Gbps
10000 Server 3.0/24 64Gbps SATA-2/SSD/SCSI/SAN Al 1Gbps

Please provision additional storage (30%), if you plan to utilize Traffic Analyzer module.
* Please install additional NIC, if the user intends to use Enigma NMS as a traffic sensor (see Traffic Analyzer Section) or

if you would like to separate management LAN from monitoring LAN.

3.5 System Operations

Access to all Enigma NMS functions and features are provided through your Web browser. After completing Enigma
installation, you should be able to ping its IP Address from your PC.
Just type the Enigma NMS IP Address in your web browser, e.g. http://192.168.1.100.

The system will ask for username and password, default username/password is admin/password. This will take you to the

Main Menu:

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 11 of 205
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&EN IGMA N MS [H] Version 4.4.1 & System Admin, Wed Apr 9 08:45:11 2014 Australia/Brisbane

( MY FAVOURITES CUSTOM REPORTS ALARMS NODES INTERFACES CONFIGS CARRIER/TELCO TOOLS CLIENTS FOR MANAGERS SYSTEM/ADMIN j

The Main Menu is organized into functional categories which are visible on the left hand side of the Main Menu.
Initially Enigma NMS comes with a number of default system objects which include Node record, Client, Site, SNMP
Strings, Contact, SLA, Node Model, Node Status and others. They can be added and modified to suit the particular
environment of client networks.

Every Enigma NMS installation comes with Serial Number, Authorization Code and License Key, which are locked to
particular server Unique Machine ID (UUID).

Admin users can change Enigma NMS IP Address as needed using the provided Activation Key. If you need to move
Enigma NMS to different hardware platform or make changes to existing hardware, please contact NETSAS PTY LTD

technical support for appropriate license key, please visit http://netsas.com.au for support details.

Enigma NMS has many system settings, which can be found on the Main Menu - Tools - System Settings. While some

of them are pre-configured with default values, others need to be set during the initial configuration.

The following are System Settings, which require configuration during initial system setup:
e dns primary and secondary name servers

e ntp primary and secondary server

e sendmail smart relay (SMTP Gateway)

e sendmail masquerade as domain

e source email address

e sms source email address

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 12 of 205
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4 Quick Start Guide - Initial System Configuration, main
objects and database population

There are many different objects defined in Enigma NMS, the main objects are:

° Nodes
e Clients
e Sites

e Contacts (users)
e SlLAs
e Support Contracts

o Carriage

The more nodes Enigma NMS knows about, the more efficient and useful it becomes.

It is recommended that following housekeeping tasks are performed before populating the database with node records.

To access Quick Start Guide, please go to
Main Menu [1 SYSTEM/ADMIN--> Help—> Quick Start Guide

= ENIGMA NMS Quick Start and Configuration Guide

This quide will help you to start with ENIGMA NMS | one of the most scalable and feature rich enterprise network management solutions.
For ENIGMA NMS to be effective and powerful monitoring and management solution for your organisation, it needs to be properly configured.
Before you let ENIGMA NMS discover your network, please make sure that you configure following main objects.
Following links point to respective ENIGMA NMS functions, please login as "admin" account and use ." or + icons to modify current information.

Please familiarize yourself with relationships between main ENIGMA NMS objects.

Enigma NMS - Main Objects’ Relationships

Geo, Location L5 gt Vendor SLA
‘& o ™\ ~
State > Model
J 7\ '
Time zone Country Node c—— Maintenance Contract
Client Carriage

Enigma NMS - version 5.1.0

Copyright 2020 Netsas Pty Ltd.
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= Enigma Hostname, IP Address, Subnet Mask, Default Gateway

Please make sure that IP Address:

e Excluded from the scope of your DHCP servers
e Allowed by firewalls and access lists (ACL), which control CLI and SNMP Access

e If you have configured F— igh-Availability, please delete this configuration as you won't be able to modify Enigma Hostname or IP Address

DNS Servers ;:.« System Settings
When viewing all system settings, please select DNS category
click on dns "dns primary name server” and "dns secondary name server"” settings and modify them accordingly

*NTP Servers and System Time = System Settings
When viewing all system settings, please select TIME category
click on "ntp primary server” and "ntp secondary server” settings and modify them accordingly,
ifyou dontuse NTP Servers, use "system time", "system timezone" and "system utc" settings instead
Please note: reliable time source or correctly configured and stable system time is VERY IMPORTANT for most Enigma functions

* SMTP Server (MAIL Gateway) |Z= System Settings
When viewing all system settings, please select MAIL category
click on "sendmail smart relay" and modify it accordingly,
Also you may want to modify "sendmail masquerade as domain”, "source email address", "source email address", "source email signature” settings

Add/Modify l:- SNMP Community Strings

Please note that network devices within your administrative domain may use different SNMP community strings,
so please add all possible SNMP Read-Only and Read-Write strings.

During network discovery Enigma will auto-detect correct SNMP String and version

6. AddModify |- Countries

They will be needed for configuration of | - States

7. addModity | states

They will be needed for configuration of | - Geographical Locations, | - Sites and l:~'ﬁmeZones

8. AgdModity 5% Geographical Locations

They will be needed for configuration of [=¢ Sites and [==Nodes
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9. AddModify |- Workaroups

They will be needed for configuration of ;—r Contacts and |:.-Clients

10. s ddModify |~ - Vendors
They are normally companies which manufacture hardware/software or provide maintenance, support or carrier services.

Vendors will be referenced by =4 Nodes, = Hardware Maintenance Contracts, = Service Level Agreements and |:r Carrier Services

". Add/Modify ‘_.- Hardware Maintenance Contracts

Maintenance contracts will be referenced by = Nodes and |“rService Level Agreements

12. pdcamodity 88 Service Level Aqreements

SLA will be referenced by =4 Nodes
SLA linked to the node object controls alert generation and network/site availability calculations

13. s ddModify |~ Clients

Click on client name. In the client view, click on modify link and change client details including "Enabled Network Discovery" flag, which needs to be setto "Y".

Clients will be referenced by most objects in the system, including |~ - Nodes, = Sites, | - Contacts and | - Carrier Services

14,

Add/Modify l - Sites
Click on site name. In the site view, click on modify link and change site details.

Sites will be referenced by = Nodes, |Z~Contacts and i:‘-Carrier Services.

If you need to add many sites to Enigma you can quickly populate database with all your sites by = Adding Multiple Sites manually
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1

1

1

1

9 Add/Modify E Contacts
Contacts (Users) will be referenced by most objects in the system.
Enigma holds information about all contacts related to your network.
Please note that particular contact (user) can be limited in what he can view and modify in Enigma database.
Particular user's effective rights are controlled by following relationships

* "User" —= "Workgroup"”
* "User" —= "Client"
* "Client" =— "Workgroup™

and respective User and Workgroup attributes Modification of these relationships is limited to "admin™ user only.
User attributes include:

« Authorising Officer (AO): User can modify information

« Financial Authority (FA): User has access to financial information, e.g. carriage billing details
e Web User (WU): User can access Enigma web GUI

« Notifications Recipient (NR): Receives Enigma alerts

6. Configure ! = "Network Discovery for at least one client

Please note that Network Discovery happens regularly, every 12 hours.

If you require Immediate Network Discovery, please goto | - System Settings select Network Discovery category and modify "network discovery start now" flagto Y

In addition to network discovery you can quickly populate Enigma with all your network nodes by | 3 Adding Multiple Nodes manually

J

* Configure/Modify | - Performance Thresholds
Enigma has various default system-wide performance thresholds, which are used for auto-detection of performance exceptions.
In addition to "system-wide", you can configure "client-specific” thresholds.

Default system-wide performance thresholds are accessed/modifiedvia | - System Settings in "Performance Monitor” category

* Configure/Modify |~ - Situation Reports
Enigma generates daily situation reports, which provide summary of main events in your network in the last 24 hours.
In this form you can modify SitRep Thresholds and Recipients

9. LDAP integration, if you want to use your existing LDAP Server for user authentication,
please goto | - LDAP Configuration and modify it accordingly.

If LDAP Server is missing from Enigma database, please ;'Add Node and set "Device Type" as "Server”
When LDAP user accesses Enigma firsttime, system puts his into LDAP Users Work Group and grants minimum rights. User needs to advise "admin” user to complete "User" —= "Workgroup" and "User" —= "Client" assignment.

Following are additional explanations of certain configuration tasks:

Configure the main client record:

Click on Demo Client icon or go to the Main Menu > Client > View Client, Select Client to View and click Next. By
default the system has Demo Client, which you can use.

Then in the Client View click on Modify button:

Adjust client name and client code and make your other selections, make sure that Active Client, Admin Client and
Enabled Network Discovery flags setto Y.

To change client logo click on the Modify link in Icon File field.

By default system has at least two work groups: Unassigned and Network Management Team. Select the NMT

Workgroup, the properties of which you will be able to adjust later.

Configure Main Site record:

Go to Main Menu = Clients = Sites, Click on Demo site name link.

In the Site View click on Modify icon?” .

In Site modification form adjust values of relevant fields and save you changes
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e SNMP Read-Only and Read-Write Strings:
Go to Main Menu - Reports > SNMP Strings.

Validate available strings and use Add icons L to add SNMP RO/RW Community strings specific to your network

configuration.

e Create accounts for system users as required. These would normally include network managers and network support
engineers. You can create generic shared account for unprivileged access. Please note that password “shared”
account can be reset only by the authorized officer with no-shared account type.

To create new user account, click on Main Menu - People - New Contact.

Fill out required fields and save your changes. If you want new user to be able to access Enigma NMS WEB interface
and be able to modify objects properties, please make sure that account has valid User ID, Authorizing Officer and
Web USER flags set to “Y”. Also if you want this account to receive notification emails regarding various events set

then set Notification Recipient flag to “Y” and fill out email address field with valid value.

¢ Define different SLAs for different parts of your network. Critical network devices need to be up running 24x7, hence
you create Premium SLA, Other site manned only during business hour Monday — Friday, so you create relevant
SLAs for them.

e Support Contract: Your CORE infrastructure, which is represented by your main multi-layer switches and routers (e.g.
Cisco7206, Catalyst 6513) and can cost hundreds of thousand dollars, needs to be covered by Vendor maintenance
contract, which would protect you from hardware and software failure: e.g. Cisco Systems 24x7 SmartNet contract.
Less expensive network devices (e.g. Cisco 2960 switches, 2800 routers) can be covered by Internal Spares saving

you money on vendor maintenance.

e Create at least one Node record. Most likely default database content will have one or two node records which you
can modify with values specific to one of your core devices that are main router or MLS switch.
Go to Main Menu > Nodes > View Node, select Node and hit Next. Then in Host View click on Modify button. In
moadification form adjust node properties to match one of your core devices, the most important being node name, IP
address and SNMP community strings. Most of the values in drop down selections can be added to by using add
icon. It is recommended that before proceeding any further you select the required drop down selections and then
proceed with adding/modifying hew node record.

Once everything is done Enigma NMS will start monitoring this node.

e Configure Network Discovery Settings: Go to Client View and click on “View Network Discovery Settings” link at the
bottom of the page. This link will only appear if “Enable Network Discovery” flag is set to “Y” for this client. On the next
page click on modify icon # 10 change the settings. These settings allow you to limit the scope of network discovery
by defining the subnet ranges, SNMP Community strings and network cards vendors. This is particularly useful when
you are discovering large network but only want network devices made by certain vendors to be discovered, e.g.
Cisco, HP and 3COM. Otherwise you can end up with all devices with SNMP community string “public”, which could

include PC, Servers and Printers added to your database, which would be not what you want.
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The database can be populated with network nodes using network auto discovery or manually.

Network Auto Discovery

Once the above procedures are completed, Enigma NMS will start discovering the network automatically. This
process will involve probing of all predefined IP Subnet scopes, IP Subnets configured on network nodes, IP
Addresses found in exiting node ARP tables and visible CDP (Cisco Discovery Protocol) neighbors with all or subset
of SNMP community strings. Enigma NMS will remember result of SNMP poll per IP address/SNMP string pair. The
result of this logic is very fast discovery of new SNMP-enabled network nodes on subsequent runs. Once a week all
the results are wiped off and process repeats itself. This is done so network devices which had no configured SNMP

information or had community strings set to unknown by Enigma NMS, are eventually discovered once fixed.

Enigma runs full network discovery at least twice a day.

If you don’t want to wait you can force immediate full network discovery. To achieve this, you will need to use one of
system setting. Log into Enigma as admin user and go to

Main Menu - Tools > System Settings and select “Network Discovery” category.

The flag you looking for is called “network discovery start now”, change it to “Y”.

Above process might take some time depending on the size of the network.

On-Demand Site Network Discovery - if you have installed new equipment you can initiate immediate discovery of all
equipment at particular site. If the site record does not exist please create it first.
Main Menu - Clients > New Site.

-
R

Once created go to the Site View and click on = 2n-Demand Site Network Discovery |in o the right-hand side of the screen.

You will see following screen. Fill out required fields and click “Next”

Please note that On-Demand Site Network Discovery will start in less than 5min after it has been configured. Any
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user with “Authorizing Officer” set to “Y” can use this function.

#" @ Network Discovery Configuration for Following Client

Please note that Network Discovery happens every 12 hours.

If you require Immediate Network Discovery , please modify this ior System Settings to ™™

Client: | Demo Client, DEMO o
CLEENT: Dremo Client
Enable Auto Network Discovery: v 8 Note: I set to ™ N this Auto Network Discovery config will remain Inactive
Enable SNMP %1 and VW2c Network Discovery: v 8 nNote: 1f set to ® N SNMP V1 and V2c Network Discovery will be Disabled
All SNMP Strings Discovery SNMP Read-Only Strings: public
public_t3st
Enabled SNMP V3 Network Discovery: Il
All SNMP V3 Profiles SNMP V3 Profiles Scope: Cisco123
nmsuser

snmpv3_checkpoint
snmpv3_checkpoint_authnopriv

SCANNED IP SUBNETS SCOPE: 192.168.1.*
DISCOVERED IP SUBNETS SCOPE: Mot defined —= All Discovered Nodes will be added to the database
Discover CONNECTED Subnets: N

Note: If set to % EMIGMA NMS will try to discover
potentially UNROUTABLE IP Subnets, generating UNNECESSARY Traffic

Probe IP ARP Tables: N
Note: If zet to % ENIGMA NMS will probe all IP Addresses with configured SNMP RO Strings present
in IP ARP Tables of All Nodes, including its own IP ARP Entries (e.g. default-gateway)

Probe Visible COP Peers N

Probe Visible LLOP Peers N

IP Addresses or Subnets (C-Clazs ONLY) excluded from discovery: n/a

DISCOVERY NETWORK Vendors SCOPE: Mot defined —= Discovered nodes from all hardware vendors will be added to the database
Modified By/AtL: System Admin [ 27/04/2018 07:26:57

Please note that Network Discovery happens every 12 hours.

If you require Immediate Network Discovery , please modify this ior System Settings to ™™
SNKMP W1/2c IP Subnet Range based Network Discovery Started: 1/07/2018 02:30:01

SNMP W1/Zc IP Subnet Range based Network Discovery Finished: 1/07/2018 02:30:15

e Manual Method
Enigma NMS GUI allows very quick addition of multiple nodes. For doing that go to Main Menu --> Nodes --> Add
Node, click on the link called Multiple Additions at the upper part of the form. For this method we recommend selecting
source node, which will cause most of the attributes to be inherited from the source node. All you need is the list of
known network nodes in the format of text file consisting of one node per line:
“IP Address” “‘Node name” “Node Description”

System will add all unique and valid nodes to the database.
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4.1 Configuring System Time, Time zones and Public Holidays

Please note: It is very important that your system time is correctly configured. Many system functions heavily rely on
system time to be correct. For configuring system time you can use one of two methods, which can be found in “System
Settings”
: Main Menu --> SYSTEM/ADMIN --> System Setting - Select TIME Category
@ & [ System Settings
Note: These are System-wide Settings
Performance Thresholds System Hardware Information System IP Configuration System IP Routing Upgrade ENIGKMA NMS to the Latest Version

On-Demand Start Actions: {5k MNetwork Discovery "il-f:.:-‘ SMNMP Discovery "i'-fi:-‘ Config Download Discovery :i'-f:f-‘ MIB OID Discovery

Regions Countries States Geographical Locations TimeZones Public Holidays
Select System Setting Category: TIME w
MName Category “alue Description Changed
Mtp Primary Server  TIME 0.au.pool.ntp.org Frimary NTF Server for time synchronisation S Admin 20/12/2013 01:37:18
Mtp Secondary Server TIME 1.au.pool.ntp.org Secondary NTP Server for time synchronisation S Admin 20/12/2013 01:37:44
System Time TIME 072018 11:33:27 System Time, very important setting - Make sure th... S Admin 20/12/2013 01:38:11

This EMIGHA NMS uses following NTP Server

synchronised to NTP server {102.28.120.28) at stratum 2
time comect to within 177 ms

polling server every 1024 5

System Timezone TIME Australia/Brisbane System Timezone, very important setting - Make sur... 5 Admin 18/04/2015 21:37:17
SESTEH’I Itc TIME Y This System uses UTC, very important setting - Mak... S Admin 2092014 12:21:38

1. NTP Server (preferred method), Click on “ntp primary server” link, and then click on “Modify” iconi. Fill-out NTP
Server name and click “Next” Button. You can do the same for secondary NTP Server
2. Manually — click on “System Time” link. Please note if system time is already synchronized with valid NTP Server,

you will not be able to change system time manually.

@ & [ Single System Setting Record

Mo need to set System Time manually, This EMIGMA NMS uses following NTP Server

synchronised to NTP server (103.38.120.36) at stratum 3
time correct to within 178 ms

poling server every 1024 =
Mame: System Time
Walue: 1072018 11:34:3
De=scription: System Time, very important setting - Make sure that your system time is correct!, Use it OMLY if vou do not have valid NTP Server

Wiewr AlLL System Setting

Otherwise click on “Modify” icon i and configure the system time.
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It is also important that your time zones and public holidays are properly configured. Please make sure that States,

Suburbs (Geographical Locations) are linked to the correct time zones and public holidays. Time zones and public

holidays will affect statistical graph’s timeline and alarm generation. In Enigma the user can determine Managed Node,

correct time zone and relevant public holidays through association between Site record and Geographical Location -

State > Country. It can also determine the location of Support Workgroup though following association:

Workgroup Manager - Site > Geographical Location - State - Country.

This way all the performance graphs will have correct timeline and an alarm will be generated to the respective Support

Workgroup at relevant local time.

To configure States click on “States” link and then click on “Modify” icon

Country Name
Australia
Australia
Australia
Australia
Australia
Australia
Australia
Australia
unassigned
United States
United States
United States
United States
United States
United States
United States
United States

United States

Country Code State Mame

Al

Al

Al

Al

Al

Al

Al

Al

us

us

us

us

us

us

us

us

us

o
@ & (2] All States
* &
Countries States Geographical Locations Timefones

Select Country: | — Show States for All Countrigs — [»

State Code TimeZone Name

Australia Capital Territery ACT

New South Wales
Northern Territory
Queensland
South Australia
Tasmania

Victoria

Western Australia
unassigned
Alabama

Alaska

Arizona
Arkansas
California
Colorado
Connecticut
Delaware

Florida

NSW

NT

QLo

SA

TAS

ViC

WA

AL

AK

AZ

AR

CA

co

CT

DE

FL

Australia/Sydney
Australia/Sydney

Australia/Darwin
Australia/Brizsbane
Australia/Adelaide

Australia/Hobart

Australia/Melbourne

Australia/Eucla

nia

America/Chicago

America’Anchorage

America/Phoenix

America/Chicago

Americallos_Angeles

America/Phoenix
America/New _York
America/New _York

America/New _York

Click on Modify icon next to particular state name

TimeZone Description

New South Wales - most locations Standard Time: UTC+10 |, Summer Time: UTC+11
New South Wales - most locations Standard Time: UTC+10 |, Summer Time: UTC+11
Narthern Territory Standard Time: UTC+09:30

Queensland - most locations Standard Time: UTC+10

South Australia Standard Time: UTC+09:30 | Summer Time: UTC+10:30

Tasmania - most locations Standard Time: UTC+10 | Summer Time: UTC+11

Wictaria Standard Time: UTC+10 , Summer Time: UTC+11

Western Australia - Eucla area Standard Time: UTC+08:45 | Summer Time: UTC+09:45
n/a

Central Time Standard Time: UTC-06 , Summer Time: UTC-05

Alaska Time Standard Time: UTC-09 , Summer Time: UTC-08

Mountain Standard Time - Arizona Standard Time: UTC-07

Central Time Standard Time: UTC-06 , Summer Time: UTC-05

Pacific Time Standard Time: UTC-08 | Summer Time: UTC-07

Mountain Standard Time - Arizona Standard Time: UTC-07

Eastern Time Standard Time: UTC-05 , Summer Time: UTC-04

Eastern Time Standard Time: UTC-05 , Summer Time: UTC-04

Eastern Time Standard Time: UTC-05 , Summer Time: UTC-04

Enigma NMS - version 5.1.0
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« 43 =] [Z] Modifying Following State record

= "9 Select Country: | Australia, U e

* State Mame Long: [Que&nsland
* State Name Short: | QLD
" * Select TimeZone: | Au stralia/Brizbane, Queensland - most locations, UTC+10
Mext

Select relevant Time zone and click “Next” button.

Back to System Settings TIME Category:

Sometimes particular geographical location can be assigned to time zone different from the state it is at. You can link

particular geographical location to relevant time zone via “All Geographical Locations” link and click on “Modify” icon:

¢ uig & [ Al Geographical Locations
Sorted by: Location Name
* ," Add/Modify Multiple Locations

Countries. States Geographical Locations TimeZones

Select Country: | — Show Location for All Countries — |~

Select Sate: — Show Locations for All States — |«

Location Name PO Code County State Name State Name State Time Zone

Aberdesn NSW 2336 New South Wales NSW Australia/Sydney New South Wales - most locations Standard Time: UTC+10
Aberfeldie 3040 Victoria wic Australia/Melbourne Victoria Standard Time: UTC+10

Albany 6330 Western Australia WA AustraliaEucls Western Australia - Eucla area Standard Time: UTC+08:45
Albury 2640 New South Wales NSW Australia/Sydney Mew South Wales - most locations Standard Time: UTC+10
Alice Springs 2480 New South Wales NSW Australia/Sydney New South VWales - most locations Standard Time: UTC+10
Alice Springs WH 2460 New South Wales NSW Australia/Sydney New South VWales - most locations Standard Time: UTC+10
Ararat 3377 Victoria vic Australia/Melbourne Victoria Standard Time: UTC+10

Armadale 3143 Victoria vic Australia/Melbourne Victoria Standard Time: UTC+10

Armidale 2350 New South Wales NSW Australia/Sydney New South Wales - most locations Standard Time: UTC+10
Aspley 4034 Queensland awo Australia/Brisbane Queensland - most locations Standard Time: UTC+10
Aspley WH 4034 Queensland aLp Australia/Brisbane Queensland - most locations Standard Time: UTC+10
Atherton 4883 Queensland aLp Australia/Brisbane Queensland - most locations Standard Time: UTC+10
Auburn 1835 New South Wales NSV AustraliarSydney Mew South Wales - most locations Standard Time: UTC+10
Ayt 4807 Queensland aLo Australia/Brisbane Queensland - most locations Standard Time: UTC+10
Baimnsdale 3875 Victoria vic Australia/Melbourne Victoria Standard Time: UTC+10

Click on “Modify” link near the respective geographical location name

« &I Modifying Following Geographical Location record

* " = Select Country: = AUSTRALIA, AU (=]

* Geographical Location Name: [GCLD COAST MC

* PO Code: |42!7

*"" = Select State: | Queensland, QLD, AUSTRALIA [=]

"  Select TimeZone: (Optional) = Australia/Brisbane, Queensland - [=]

Please use this field if Location TimeZone differs from the selected state

Next

Country Name Country Code Location TimeZone

Australia
Australia
Australia
Australia
Australia
Australia
Australia
Australia
Australia
Australia
Australia
Australia
Australia
Australia

Australia
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AU
AU
AU
AU
AU
AU
AU
&
AU
AU
AU
AU

AU

Inhesited from State

Inherited from State

Inherited from State
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Inherited from State

Inherited from State

Inhesited from State

Inhesited from State

Inhesited from State

Inherited from State

Inherited from State

Inherited from State

Inherited from State

Inherited from State

Inhesited from State
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In the above form you can select country, state and time zone for particular location. If the required location is absent
from available selections, please use “Add” icon to add the country, state or time zone.

« & Adding New TimeZone

+ % Select Country: | UNITED STATES, US =)

* TimeZone Name: Selected Country:United states [Unitec states/|
Please note TimeZone Name should be in following format

Country/Location

* TimeZone Description:

—

* TimeZone Standard Time:

—

Please note only following formats are allowed:
UTC-05, UTC+05, UTC-10:45 or UTC+10:30

TimeZone Summer Time (Optional):

c—

Please note only following formats are allowed:
UTC-05, UTC+05, UTC-10:45 or UTC+10:30

Select States for Above TimeZone: 4

Back to System Settings TIME Category:

To view all Time zones, click on “All Time zones” link:

« & All TimeZones

L Y 4

* ¥ Select Country:  AUSTRALIA, AU =
TimeZone Name  TimeZone Description Standard Time Summer Time
Australia/Adelaide South Australia UTC+09:30 UTC+10:30
Australia/Brisbane Queensland - most locations uTC+10
Australia/Broken_Hill New South Wales - Yancowinna UTC+08:30 UTC+10:30
Australia/Currie Tasmania - King Island UTC+10 UTC+11
Australia/Darwin Northern Territory UTC+09:30
Australia/Eucla Western Australia - Eucla area UTC+08:45 UTC+09:45
Australia/Hobart Tasmania - most locations UTC+10 uTC+1
Australia/Lindeman  Queensland - Holiday Islands utc+10
Australia/Lord_Howe Lord Howe Island UTC+10:30 UTC+11
Australia/Melbourne  Victoria utC+10 uTC+1
Australia/Perth Western Australia - most locations UTC+08
Australia/Sydney New South Wales - mest locations UTC+10 UTC+11

Use icons at the top of the page for addition of new time zones or modification of existing:
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w £ Modifying Following TimeZone record

+ % Select Country: | AUSTRALIA, AU =

* TimeZone Name: Selected Country:Australia [Austraua/Pertn

* TimeZone Description: [Wmem Australia - most locations

* TimeZone Standard Time: [UTC+09
Please note only following formats are allowed:
UTC-05, UTC+05, UTC-10:45 or UTC+10:30

TimeZone Summer Time (Optional): [
Please note only following formats are allowed:
UTC-05, UTC+05, UTC-10:45 or UTC+10:30
Select States for Above TimeZone: =~ Australia Capital Territory - ACT ~ »
New South Wales - NSW
Northern Territory - NT
Queensland - QLD
South Australia - SA
Tasmania - TAS
Victoria - VIC
Western Australia - WA -

Next

Public Holidays are taken into account when managed node linked to non-premium SLA, i.e. not 24x7. Here is the
example of such SLA (Main Menu --> SYSTEM/ADMIN --> SLA Admin)

w1 & [ Service Level Agreements

+ &R
Countries States ‘Geographical Locations TimeZones Public Holidays

SLA Name Vendor Description (HTML) Description (ASCI) Node View Status Response Restoration Default SL& Added/Modded at/by Nodes Count Up Modes Down Nodes Mot Monitored Nodes
Custom SLA-1 NETSAS  Moen-Fri Diff Hours Mon-Fri Diff Hours Y ACTWVE  MNIA NI N 16M11/2015 075510/ 5. A, 0 0 0 0

Premium (24x7) NETSAS  24x7 24x7 Y ACTVE  N/A NiA N 1710272014 11:54:54 /5. A, 57 eﬂ Bﬁ eg
Standard SLA  NETSAS Mon-Fri: 8am - Spm Mon-Fri: 8am - 5pm Y ACTIVE  N/A NiA N 26022014 14:06:51 /5. A 1 6_1 0 0

ur igned igned ur igned (8am - Spm unassigned (8am - Spm, Mon-Fri} ¥ ACTVE  NIA NiA Y 26/04/2007 16:12:06 3 6_1 62 0

Mon-Fri}
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o B

&= &
SLA Name:
Vendor:
SLA Description:

MNode View:

MNote: If set to N this SLA WILL NOT AFFPEAR in the List of Mode SLAs in the Node View

Nodes Count

Default SLA Flag
Mote: If set to ¥ this SLA WILL BE USED when
newly discovered nodes are added to the database

Single SLA Details

Standard SLA
METSAS Camrriage Provider: M, Service Provider: Y
Mon-Fri: @am - Spm

Y

Following fields will be uzed for Escalations and Support functions

Monday:

Tuesday:
Wednesday:
Thursday:

Friday:

Saturday:

Sunday:

Public Holiday:
RESFONSE TIME:

RESTORATION TIME:

Linked Modes Summary

Up Nodes Down Nodes

L] A 0
Action

Show Linked Nodes Link to Modes

Frem 9 Hr. Te 17 Hr.

From 9 Hr. To 17 Hr.
From 3 Hr. Te 17 Hr.
From 9 Hr. Te 17 Hr.
Frem 9 Hr. Te 17 Hr.
From O Hr. To O Hr.
From O Hr. To O Hr.
From O Hr. Te D Hr.
0 Hr.

0 Hr.

Mot Monitored Nodes

0

Hide Linked Modes

To define Public Holidays, please click on “All Public Holidays” link on System Setting TIME category:
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w Viewing All Public Holidays

* 5 R
* 4 Select Country:  AUSTRALIA, AU [=]
Holiday Name Description Type Start Date Type Date Duration (Days)
Anzac Day NATIONAL STATIC 25 April 1
Australia Day NATIONAL VARIABLE 25 January 1

2014: 25 January Duration 1 days
2015: 25 January Duration 1 days
2016: 25 January Duration 1 days
2017: 25 January Duration 1 days

Click on “Modify” link near the relevant public holiday name:

« =l Modifying Following Public Holiday record

* " Select Country: | AUSTRALIA, AU =

* Public Holiday Name: [Australia Day

Public Holiday Description (Optional): [

* Public Holiday Type: | NATIONAL (=]

* Public Holiday Duration in Days 1 E]

* Public Holiday Start Date Type: = VARIABLE =
* Select Public Holiday Date: Day: 25 E] Month: | January E]

Next

Fill out text fields and make appropriate selections and click Next.

Zi Modifying Following Public Holiday record

2014 015 6 017

&

Holidays can be defined for Country, State and Geographical Location. Public holiday start day can be static or variable,

when public holiday starts on different date in different years. They can also vary on duration depending on the year.

You can define public holidays 3 years ahead.
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4.2 Enabling Statistical Collections and Monitoring of Main Performance

Parameters

Enigma NMS has various monitoring systems covering a wide spectrum of network metrics and events. System gathers
wide range of statistical data, which makes many monitoring functions to be automated. Most of the monitoring
capabilities are enabled out-of-the-box and do not need to be explicitly configured.

Extensive R&D has resulted in creation of highly efficient polling engine, including SNMP v3, which provides 1 minute
statistics for all main performance monitoring categories, which are non-aggregated and stored for up to 5 years.

The only limiting factor is the storage size. Please refer to minimum recommended hardware options for detailed
explanation.

Following are the main statistical types and categories available in Enigma NMS.

They are enabled and maintained automatically, minimizing configuration effort, required in other Network Management
Systems.

Automated maintenance includes auto-adjustment of interface index, description, speed and duplex. QoS Stats have
dynamically generated OID indexes, which can change after the reboot and are auto-adjusted.

Enigma will only graph QoS stats: Utilization and Drops when there is something to graph,

i.e. monitoring of QoS Class drops will be enabled ONLY if QoS class is actually dropping packets.

Host-specific
e CPU Utilization
e Memory Utilization
e Ping RTT (Round Trip Time)

Interface-specific
e Traffic Utilization (Bits per sec and Packets per sec) — enabled on all operationally up interfaces
e QoS Utilization — enabled on interfaces with linked QoS Policies
e QoS Drops - enabled on interfaces with linked QoS Policies, where drops occur
e Errors — enabled only on interfaces with errors present in their counters
e QDrops - enabled only on interfaces with qdrops present in their counters
e Discards - enabled only on interfaces with discards present in their counters
e Broadcasts — enabled on portion (with highest Input broadcasts) of interfaces per VLAN per network node

e Trunk port status monitoring — alarms when trunk port changes operational state

Following monitoring systems need to be configured manually. Enigma NMS GUI is optimized to simplify many

configuration tasks thus again reducing maintenance effort to bare minimum.
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SYSLOG Monitoring — enabled on all nodes with customizable alarm and notification configuration

SNMP Trap Monitoring — enabled on all nodes with customizable alarm and notification configuration

MIB OID Monitoring — this includes monitoring of custom device properties, which may include UPS Battery Status,

Temperature, Movement Sensors, Voltage, Current, Dust level and other environmental parameters.

Server Process Monitoring — monitors status of critical processes and file system and memory utilization on multiple
servers. CPU, File System and Memory Utilization monitoring are auto-added to Environment Monitor: Main Menu ->

Tools = Environment Monitor.

Environment Monitor statistics also have 1 min resolution. Enigma tracks dynamic MIB OID index changes. E.g. After
reboot index for CPU and File System can change.

MPLS VRF and TE (Traffic-Engineering) Tunnels monitor — alarms on critical MPLS events.

Default Route Next Hop Change monitor — alarms on changes or flapping conditions.

All statistical collections are monitored against configured client and host specific thresholds. Once threshold breached
this event is considered an exception which will be notified upon and stored for historical reporting. All collected statistics

can be monitored, so when they exceed configured threshold, a notification will be sent in near real-time.

Before any monitoring starts (except for basic up/down monitoring) system needs to undertake full SNMP interrogation of

network nodes in its database.

During full SNMP interrogation many node attributes are acquired, including:
SysName, Location, Interface properties, Installed modules, Model, Serial number, SW version, Memory (CPU and 10),
Cisco Stack Members, Power Supply, Fan Status, Temperature and Voltage, VLANs, MACs in forwarding database, CDP

Peers, IP Arp cache, IP Routes, and many other device properties

Following the full SNMP interrogation, Enigma NMS creates configuration records which are used for host and interface
specific statistical collections. Also system auto detects all L2 trunks and L3 interfaces and adds them to the port monitor.

L2 or multi-access trunks are detected when multiple MACs or CDP Peer visible through particular interface.
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4.3 Performance Dashboard

Enigma NMS has aggregation point for most of monitored categories — Performance Dashboard.
This dashboard shows highest reading for each statistical category. It also includes currently down node events, currently
down monitored trunks and SNMP MIB OIDs with breached thresholds.

Performance Dashboard can be accessed using different methods.
e Directly from Main Menu — click Performance Dashboard button
e From Client View. Main Menu - Clients - Select client and click next - click on Performance Dashboard button

e Main Mein - Alarms - Performance Dashboard link.

@ R
e D 1 i FRers
(=] Tkt Exclude Selected Cien Speet ]| ExcucelE] camege Tyes ey
= excuce ]
~ interfaces: Al Monitored ONLY
— = Exclude 7]
Data Average Resltime S Min. 30 Min. 1Hr. 12Hr 1Day 1Week
] Al Vendors —
[=] Vendor:| — atvendors = Delayed Stats: Inciuded Exciude
[=]

ke Prformance ok Calegors: ckdad AR Tyes:
= -
ttern: Tick for Negative Search| |

Include IP ARP Domain Peers for Selected Node

51015202530 L Thu May
Hode Specific Stats (1 Min.) Interface Specific Stats (1 Min.)

i cou i ien 1i pag i Temp i cast 11 Discars 14 agrops o i it pps

Threshoit 50 Used: 19 Threshokt: 80 Used: 15 |11 Threshoki 100 Used:262 | | Threshok:89Used:id9 | Threshod: 70 Used: 5 Thresiold: 1 Used: 0 ™

© roadside box O Lab ® © roadside_box © Lab_switen © Lab_Switen © Lab.r

{10001) 100 Mbps (10006) 100 Mbps FastEthe
; 2

© Lab_switch © Lab_switch
FastEtherneto/1 (10001) 100 Mbps_ FastEthemnet0/t (10001) 100 Mbps
e

I - ki
p i
: @ T . : s aee oo g an
»' o ¥ #
Node Alarms: 11
Node L3 Interface Status site Description T e
5 etno [ pemo office Out of 23 montored nodes 10 Down ~ AUTO DISCOVERED HOST on 20140414 (SNMP)  10:11:01 15042014 1k - attacn
192.168.1.114/256.265.255.0 30 Days 1 Hr 58 Min
etho [ pemo Office Out of 23 monitored nodes 10 Down  AUTO DISCOVERED HOST on 20140411 (SNIP)  18:07:01 11/042014 (10 - attach
192.168.1.13/255.255.255.0 33Days 18 Hr 3 Min
etho [ unassigned Out of 2 montored nodes 1Down  AUTO DISCOVERED HOST on 20140302 (SNWP) 09:46:01 11/042014 [10k - Attacn
192.168.1.108 1 255.255.255.0 34 Days 2Hr 24 Min
ethd [ Demo Office Out of 23 monitored nodes 10 Down  AUTO DISCOVERED HOST on 20131209 (SNMP) 16:43:01 191032014 [ B attach
182.168.1.104 / 255.255.255.0 56 Days 19 Hr 27 Min
OGP e nose temp 5 192168135 wa [ pemo office. Out of 23 monitored nodes 10 Down 135401 7032014 ¥ 10: 6 service P Pending - Human Error & System Ad

Above screenshot of performance dashboard has many filtering and customization options and hyperlinks to the other parts on
the system. Filters allow you to define view based upon various clients, host, interface and data properties. “Include IP ARP
Domain Peers for Selected Node” allows dashboard to be filtered to all nodes at particular IP ARP Domain (Site), without Node
-> Site association. Site records are created and linked to nodes manually. Auto Node - Site link is possible if site code is
included into the node name.

The “Currently Down Nodes” section display’s currently down nodes. Network node on Enigma is managed by single IP
Address. There are automated troubleshooting processes implemented in Enigma NMS, which help Network Support Team to
fast track network node restoration:

- When management IP Address becomes un-accessible “Down Event”, system will extract and probe all available IP
Addresses from all interfaces on affected node, which are probed by Ping and SNMP. Results of Ping and SNMP probing are
displayed in the L3 Interface Status column. The live IP Addresses on the down node could be used to gain access back into
the node to start troubleshooting and restoration procedures. If there is at least one live IP Address, the background color of this

cell will be light-green, otherwise it will be pink.
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The next column “Site” shows how many nodes out of all at particular site are actually down. This could also be used to
estimate the severity of the network outage and impact on site users.

If the site has got backup carriage, the impact of network outage will be limited only to reduced performance due to smaller
available bandwidth on the backup carrier service and most likely you will be able to access down node from the secondary

router.
Also you are able to attach multiple outages to the single incident directly from the dashboard, by clicking appropriate tick-

boxes.

From “Performance Dashboard” you can quickly view all available statistical collections per category, just click on
category header link.
Following are all available collections in Utilization category:

S Top Utilization bps (1 Min): Anl Clients

Select Performance Category: Utiization bps = [Ssiige Filters Reset Filters
@ Ciient: [+ Carriage Types (Multiple): :5’
Cluster: [+ i
Interface Type: Showing All Interfaces Show Trunks Only
Detce e =] Analysis Type: Analysing All Analyse Monitored Interfaces ONLY
Select Mode [=] Vendor:| — a1 vendors — [=] petayed stats Included Exclude
Site: [=] Sorted By: Percent Sort by Absolute Values
Node: - [+] Data Average: Real-time 5Min. 30 Min. 1Hc 12 He 1Day 1 Week
e Search Pattern{  Tickfor Negative Searchl | Selected History Action: Show Selected History Configuration
Include IP ARP Domain Peers for Selected Node |
Speed: [=] Excucel
Duplex: [+] Excuge
Interface Type: o [v] Excugel]
Showing: 1000 [+ stats Collections

Interface Description Fiter’ Check to apply filter [
Config Interface Section Search String:

[ submit
Refresh Rate: None 5 10 15 20 25 30 Last refresh: 12:13:12 15/05/2014 Records: 36 Showingupto 1< [=] 170,60 =
Nodename Interface Trunk/MAC Count Speed  Duplex IP Address Vian Status Current % (In/Out - Kops) Graphs Period: DAILY
5.7 0
© Lab_switch FastEthernet0/1 (10001} - ADSL Router via 8% 13Mbps  Full 1- default Up 102 % (13217.8/637.2) S
s
u ok PP "
I e 2en w2 o
1.0
© Lab_switch FastEthernet0/6 (10006} - Lsb Laptop \7 ;n 100 Mbps  Full 1- defsult Up 133 (738.1/13409.9) ik
s
u ok . i
I e 2t w2 o
8 6.4 0
© demo-64-slave.one-nms.com etho (2) vis 8% 1Gbps  Full 192.188.1.110 / 255.255.255.0 Up 0%(149.4/164.9) Siism
15,50
g
I oo 20 ez o
= Exy
© demo-64.0ne-nms.com etho (2) v/1488  10ombps  Full 1921681101/ 2852552850 Up 0%(1569/142.0) secal
sl
T Sramrrerra et
I e 20 ez oz
6.4 1
O enigma-32 etho (2) v 1588 1Gbps  Full 192.168.1.102 / 255.255.255.0 Up 0%(1253/1119) i
1550
b e
I e et e o
390.9 K
© enigma-65-64-binary.netsas.com.au ethd (2 vic 8% 1Gbps  Full 192.168.1.112/ 256.265.265.0 Up 0%(28/0.8) Sl

!

130.3 K

Above view have many filtering options such as client, node, device type, speed, duplex and custom interface description

string, which allows finding needed interface statistics quite easily.

Enigma NMS has many ways to access statistical data. Use graphs and icons on the right-hand side of the form for easy
access to the actual statistical graphs. If you click on the graph, you will see the historical graphs for this statistic type .e.qg.
Utilization, Discards, Errors ,etc. If you click on the graph, you will see the Combined 1 Min. graphs for particular interface.
The stats present can include some or all following types:

o Ultilization

e QoS Class Utilization

e Broadcasts
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e Errors, will be displayed only if errors are detected on this interface
o Discards, will be displayed only if discards are detected on this interface
o QDrops, will be displayed only if qdrops are detected on this interface
e QoS Class Drops, will be displayed only if drops are detected on this QoS Class
e CPU Utilization, will be present for Cisco devices (auto) and others if explicitly configured
e Memory Utilization, will be present for Cisco devices (auto) and others if explicitly configured
e Ping RTT stats from Enigma NMS to this node (auto)
Combined Graphs

£ #Combined Performance Monitoring Graphs 1 Min.
Reported Period: 13:00:00 14/05/2014 —> 13:00:00 15/05/2014 [l Hide Filters Reset Filters

Node: © Lab_switch (IP:192.168.1.70) - ONE-NMS Lab Switch Cisco3se0
Interface: FastEthernet0/1 (10001) MAC Count: 4 &8 Trunk

Config Int Description: ADSL Router

Linked Carrier Service: Telstra NN0123456 GWIP 10 Mbps

Speed 100 Mbps (ethernetCsmacd)
Duplex: Full
QoS View Show QoS Class Stats
Time Filters

Graph End Date —NOW— (]| Time: | 13:00 [=]
Hours to reportupon: | All Hours [=]
Graph Resolution: 600,180 IQ
Define Business Hours: Hour Start:  9:00 [=]| HourEnd:| 17:00 [] Day Start:| Mon [=] DeyEnd:| Fri =
Graph Type: Hourly (123456789101112131415161718182021222324) Daily(1234567891011121314)

Interface-Specific Statistics

Utilization pps - Daily (1)

258 | | . 1

13100 14356 16352 18:48 20344 22340 00136 02332 04328 06:24  08:20  10:16 123

Utiization bps (Monitored) - Daily (1)
Color Legend: Input Traffic Traffic

If you click on Traffic Utilization link or graph, you will see historical Traffic Utilization graph, which will include some
additional information, such as transmitted data volumes, also you will be able to include additional interfaces to be
displayed on the same page.
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& History for Utilization bps (1 Min.)

Graph End Date : 15/05/2014 (Thu [=] Time:| 13:00 [+] Hours to reportupon: Al Hours [«] Graph Resolution: 500,180

Define Business Hours - Hour Start: .00 [=]| Hour End: | 17.00
Graph Type: Hourly (1234567891011121314151617 1819202122

[=] Daystart: won [=] vayEnd:| Fri

2324) Daily (1234567891011121314) Weekly (12345678910 1112 Monthly (123456) Yearly
Reported Period: 13:00:00 1410512014 —> 13:00:00 1510512014

To generate graphs tick this check box [¥] and click Update Button above

Node: LT

h (1 - ONE-NMS Lab Switch Cisco3560

Interface: #¢ FastEthernet01 (10001) Trunk - ADSL Router
MAC Count: 4

Speed/Type: 13 Mbps (ethernetCsmacd)

Duplex: Full

Connected Carriage: Telstra 0123456 GWIP 10 Mbps

Total Utilization bps Input Counter (Mb): All Hours: 2225.09, Business Hours: 1201.53, After Hours: 1023.56

Total Utilization bps Output Counter (Mb):

[ [

Tx  Maximum: 637.24 Kbps ( 4.90 %)

All Hours: 645,86, Business Hours: 235.93, Atter Hours: 409.73
Legend

Maximum: 13.32 Mbps (102.44 %) Average: 21313 Kbps (1.64%) Latest: 13.32 Mbps (102.44%) (12:11:02 15/05/2014)

Average: 61.84 Kbps (0.48%) Latest: 637.24 Kbps (4.90%) (12:11:02 15/08/2014)

BN

Bits per second

. L " | .
e R BT R T
Utilization bps

Selected Utiization bps Performance Monitoring Statistics

Hode Interface Speed Duplex  IP Address Vian Oper. Status

© Lab_switch FastEthernet0/1 (10001) - ADSL Router 13 Mbps Full 1- defautt Up|

Additional Selections
Avaiable Utiization bps Performance Montoring Statistics for Ciint: Demo Client DEMO
Current Available Capacity Real-Time Values
Sorted by: Relative Values Sort by Absolute Values ~Select All Trunks
Select VAN Links
Client:| Demo Client [«]
Device Type: — Any Device Types — [
[=] Vendor:
Site:| Demo Office, , Brisbane, QLD [
Node: Lab_Switch (192.168.1.70) - ONE[w]
or Nodename Search Pattern{ __ Tick for Negative Search!_|
[+] stats Collections
Interface IP Address OR Description Fiter: [ Checko apply fiter |

Config Interface Section Search String

Modet, — Any Hodel — — AllVendors — &

Showing:  TOP 100

Carriage Types (Mutipe): 0S3
GwP

[=] Show Additional Selection: =

) (o)

Legend: 0% - 25% 25% - 50%

Nodename Interface Speed Duplex 1P Address Vian Oper. Status
© Lab_switch FastEthernet0/6 (10006) - Lab Laptop 100 Mbps Full 1 - defautt Up!
© Lab_switch FastEthernet0/11 (10011) - TM-280 NTU-A 100 Mbps Full 150 - UNIX Up.
O Lab_switch FastEtherneto/12 (10012) - TM-280 NTU-B 100 Mbps Full 150 - UNKX up
O Lab_switch FastEtherneto/2 (10002) - Canon Printer 100 Mbps Full 1- defaut up
O Lab_switch FastEthernet0/21 (10021) - runk to LWAP Switch 100 Mbps Full 150 - UNX Up
O Lab_switeh (10023) - :_box Cisco IE2000 100 Mbps Full 150 - UNKX up
© Lab_switch (10024) - Router 100 Mbps Full 150 - UNIX up
O Lab_switch 10003) - ssD 100 Mbps Full 1- defautt up
O Lab_switch FastEtherneto/s (10005) - Enigma VM 100 Mbps Full 1- defaut up!
O Lab_switeh Vian1 (1)- Dev Subnet 1 1Gbps  Unknown 192.168.1.70/286.255.255.0 up
© Lab_switch Vian10 (10) - MGMT 1Gbps  Uninown 17216.1.254/255.255.2550 up!
O Lab_switch Vian100 (100) 1Gbps  Unknown up
© Lab_switch Vian11 (11) - Service 1Gbps Unknown up
O Lab_switch Vian2 (2) - Dev Subnet 2 1Gbps Unknown  192.168.2.70 / 255.255.255.0 up
© Lab_switch Vian3 (3) - Dev Subnet 2 1Gbps Unknown  192.168.3.70 / 255.265.255.0 up

Bits per second

Bits per second

Value % Value (InfOut - Kbps) Graphs

@] i &

‘Current Value % Value (InOut - Kbps)
13 % (738.1/13409.9) [ i 3

0% (113.5/130.1) &
0%(0.0/8.5)

Graphs

0%02/7.3)
0%(08/839)
0% (4.1/89)
0%(130/20.1)
0% (149.6/167.2)
0% (2258/2233)
0% (13.1/119)
0%(0.0/0.0)
0%(00/00)
0%(00/00)
0%00/0.1)
0%(00/0.1)

Top part of the above screen shows various selections and hyperlinks, which allows graph customization. By selecting

appropriate tick boxes you can place graphs for various interfaces on the same page

Interface specific graphs will display following icon to access combined graphs.

x;#;- Link for Combined graphs for all available categories for particular interface, this could be handy when you need to

correlate various collections for particular time period:

You can easily access all available collections for particular node by clicking on node name hyperlink and on clicking on

Monitor View button:
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E# @ Per Monitoring istics (Real-Time Values)
Node: © Lab Switch (P:192.168.1.70) - ONE-NMS Lab Switch Cisco3560

Actions:  Show Delayed Stats Monitor Config ~ Show Stats Monitor Config ~ Montor Config  Hide QoS Class Stats.

Wi cpy utiization % <- monoren i Processor Memory Utiization b < MONITORED

@ performance Dashboard

Node Specific Interface Specific
licpu % limem % liping msec liBcast scast Pacets 1Ml dhpiscard Discarss 1l dbQdrops @Drops liutit s iliutit_pps pecets per second
(Used: €, Capaity: 74)  (Used: 15, Capacity: 55) (Used: 0, Capacity: 100)  (Used: 4, Capscity: 86) (Used: 0, Capacity: 1) (Used:0,Capacity: 1) (Used: 0, Capadity: 80} (Used: 32, Capacity: 22)
“ \ R/ W b | 4 E b | 4 A
\ \ Gapacity: 59 \ % / / \ /
i (10001) #; (10006) #; (10005) #; (10012) ¥ (10001
Interface 1P Address Speed Duplex Description Broadcasts (in'Out) Discarded Packets (InOut) Queue Drops (IOut) Utilization bps (In/Out Kogs) Utilization pps (In/Out Pps) Combined Graphs
FastEthemeto/1 (10001) 13Mbps Full  ADSL Router L) il (95.1 128.5) <~ monToreD il 23132 &

FastEthernet0/1 Utiization Thresholds.

10 Min SLA: Standard SLA (Mon-Fri: 8am - 5pm)
on 12:18:02 151062014

FastEthemel0/11 (10011) 100 Mbps FUl TMA280 NTUA i o) i (17186) i)

#
FastEthemst0/12 (10012) 100 Mbps Full  TM-280 NTU-B i 010 il 0.om9) i 010 &
FestEthemet0/2 (10002) 100 Meps Full  Canon Printer i oy i 01741 i o0y 4
FestEthemet021 (10021) 100 Mbps Full  trunk to LWAP Switch i 0672 i .10 &
FastEthemet0 22 (10022) 100 Mbps Full  Tronk o rosdside_box Cisco E3000 i w03 i o0y &
FesEthameio24 (10024) 100 MbpaFull Trunkto Gisco Router ill (128 188) < wonoren i g221) “
FastEthemnet0/24 Utization Thresholds

AH (%): 70 Average over: 20 Min

BH (%) 50 Average over: 10 Min SLA: Standard SLA (Mon-Fri: 8am - Spm)
FastEthemet0/2 (10002) 100 Mbps Full  ONE-NMS 84 SSD i 010y i (s5.9753.1) il 16 114) “
FastEthemat0/5 (10005) 100 Mops Full  Enigma VM i 010y i 127 n26) i a2m) &
FestEthemet0/e (10008) 100 Mops Full  Lab Laptop i 10y i oy i 295 /1086) il 3226 -
Viant (1) 192.168.1.70 / 255.255.255.0 1 Gbps n/s  Dev Subnet 1 i (130m1.8) i 2117) 4
Visn10 (10) 17216.1.264/266.266.2550 1Gops /s MGMT il om0 il 10y &
Vian100 (100) 1Gbps s i ooy i o10) #®
Viant1 (1) 1Gbos na  Service i 000y i) &

If node is QoS Enabled, above screen will also include QoS Utilizations and QoS Drop.

Note that QoS Drops are only visible if QoS Class is actually dropping anything at all.

Above view represent properly configured QoS on the router, which has been discovered by Enigma, including Policies,
Classes, Matching Statements and Queues. OID Indexes for QoS objects are dynamically generated by device and are
subject to change without warning. Enigma tracks QoS object indexes and adjusts them, when they change, relieving

network management engineers from this tedious task.
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Enigma NMS functions, systems and features are grouped into categories, which are visible on the Main Menu. Following

are the main groups:
HENIGMA NMS & system Admin

Thu May 15 12:21:41 2014 Australia/Brisbane

[ MY FAVOURITES CUSTOM REPORTS ALARMS NODES INTERFACES CONFIGS CARRIER/TELCO TOOLS CLIENTS FOR MANAGERS SYSTEM/ADMIN j

Enigma NMS has 10 menu styles, which are selected per user. To change menu style click on User icon at the top right

corner :

. & system Admin @eno)
* S o
First Name: System
Last Name: Admin
Title:
Position: System Admin - Vendor Use Only

Comment: System Admin Account - Vendor Use Only, Should never be deleted or modified

Client: Demo Client
Web Login: admin
Phone: Pending
Mobile: unknown
Fax: unknown
Email. unknown
Pager: unknown

Workgroup: Network Management Team (NMT)

Site: Demo Office (Client: DEMO)

Authorising Officer: Y
Financial Authority: Y
Web User: Y
Authentication Type: Local
Notifications Recipient: N
Escalation Level: N/A
Shared Account: N

Menu Style: 1

* ¢

Click on modify icon # and change menu style
Next few chapters will explain in detail each functional group.
All objects in Enigma NMS are tightly integrated with each other, so the changes you make in one place will seamlessly

propagate to the rest of the system.
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Enigma NMS has few unique features including Carrier Services Management System which can be found under

Carriage tag.
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5 Alarms

Main menu Nodes tag groups function primarily related to Nodes. Using available links you can view current node alarms,
create new node record, find node using many search options, manage node outages, find point of connection of all

network clients (PC, Servers, Printers, UPS etc) and other function, we will explain each of this functions in detail.

5.1 Alarms Current

This report will show you following active alarms:
e Currently down nodes

e Currently down monitored interfaces, most of them are auto detected trunks or multi-access ports

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 36 of 205



Enigma NMS User Guide

6 Nodes

Main menu Nodes tag groups function primarily related to Nodes. Using available links you can view current node alarms,
create new node record, find node using many search options, manage node outages, find point of connection of all
network clients (PC, Servers, Printers, UPS etc) and other function, we will explain each of this functions in detail.

6.1 Alarms Current

This report will show you following active alarms:
e Currently down nodes
e Currently down monitored interfaces, most of them are auto detected trunks or multi-access ports

e Monitored MIB OIDs (e.g. UPS Battery Status, Temperature, Voltage, Door Sensor etc.) which currently breached
configured threshold

[ current Alarms E ige Fiters

Clent — A Clents — [ 7 Gurent Aarms Regort Gotent
- . [ olded Exchded A Type

® E Nodes Down
Device Type: — AllDevice Types — [+

®@ ¢C Wonitored interfaces Down
Show Outages: REGARDLESS of the attached inci[x |

@ Breached Environment lionitor (Any OD) Thresholds
Show Al Avaiiable Domains, Stes and Device Types: | 11 [«

C Cisco Diagnostic, Power Supply and Fan Alarms.

Hode Alarms: 12

L3 Interface Status Description Went down at
an e DI Outof 26 nodes 11 5o1in AUTO DISCOVERED HOST on 20151200 (SHHR) 18062014 17:65
152 1661.104 265255 2650 2Days 124 2810m
O coigra st 56 onaryumunetsas coimau 1921681113 9 Root Ca 7)o Dsts Cerire D 4t o724 nades 11 Dot AUTO DISCOVERED HOST an 20140411 (SHIF) 1 a0 ) B asaon
2Daye 124022100
454 netsas com s 192 168.1.114 ¥ Root Cause I pemo Data Centre . Dl Out o124 nodes 11 Down AUTO DISCOVERED HOST on 20140414 (SHIFP) Bl atacn
3
O™ yic 1 apiop 7.0 192.188.1.152 ¥ Root Cause! roller [] Demo Data Centre , DI Out of 24 nodes 11 Down MC-Laptop 1 Attach
10 Days 9 Hr 14 Min
O oo ot by one. e com 192 168.1 108 e Dl unsssigned , WA, A1 nades Down AUTO DISCOVERED HOSTan 20140302 (st 11042014 096501 (] k- asaen
192.168.1.108 / 255.255.255.0 71 Days 21 Hr 28 Min
o = -

This screen allows you to link current multiple outages to incidents.
Enigma NMS has integrated Incident Management module which allows you to create/modify incidents and link them to

multiple nodes. Linked incidents will become visible in Network Availability report.

6.2 Viewing Node Record

Node record has special meaning in Enigma NMS. It is the main object type and most of system functions are related one
way or another to node record. Node View is one of the most important views. It has got lots of hyper links and buttons,
which you can you to access particular node report or function.

One way to view existing node records is via View Node link under Nodes group tag.

Click on the link, select the node and hit “Next”.
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Please note that there are two special node records, which you should be aware of.
e Enigma NMS node record, which represents the system itself.

e Localhost node record. Please make sure that you never delete or modify this record. It should be hidden from most of
the views, but if you still see it just ignore it.

You should not be able to modify it or delete it.

Node View will show you all node attributes with great detail, including IOS versions, Serial Number, Memory, Installed

Modules, Cisco stack members, power supply, fan, temperature and voltage status and many others.
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Host View:

i« ® Node: Lab_Switch 192.168.1.70 i

# OME-NMS Lab Swilch Cisco3560 {DE 1D: 189)

Dashboard Make Clone Modil History Config Add Config Latest Configs All Config Get Now 13 IP ARP
1P Routes 1P Subnats Msnitor Config Monitor View Ouf Thresholds i CDP Pears IP SLA Probes Live C:
Ports LLDF Peers Topology MaAP SNMP Discovery Vians Syslog SNMP Traps User Adiivity D

Mame: Lab_switch I

IP Address: 192.168.1.70 SSH Telnet Search IF Admin for Address or Subnet or Search Physics| Connedtions

Description: ONE-NMS Lab Switch Cisco3560

Operational Comment: Services Linked to this Node  Search Camiage Mew Camiage

AEnd @ Lap Switch (192.168.1.70) FastEthemetdize +» 14ZG 44RD J32BD11 EVC001 Optus GWIP 10 Mbps, CURRENT +» B-End FastEthemerd @ Lab souternetses com.au 1192.168.1.254)

BEnd @ Lob Switch (192.188.1.70) <+ D512345A Uscom DS 10 Mbps, CURRENT — A-End © Broadcom (182168 1.1
AEnd @ Lab switch (192.182.1.70) 1 NNO122456 Telstra GWIF 10 Mbps, CURRENT
Connection Comment: Interface: ethd [2). Node: @ enigma-32 (187 168 1.102) - AUTO DISCOVERED HOST on 20131208 (SNAF)
Client: Demo client DEMO) M Lo support Group: NMT &
Device Type: Switch (s) Sl Spanning Tree Ensbled Node! - This is 8 Root Bridge with ID: 80010012AB0CF500
Model catalyst258024TS
Cstalyst 3560 24 10/100 + 2 Ethernet Gigabit SFP ports fixed configuration Layer 2/Layer 3 Ethernet switch
Geoaraphic location: KEARNEYS SPRING QLD 4250 AU
Sita: DM Deme Data Centre Site Client: DEMO Address: 918-922 Ruthven St, Keameys Spring QLD 4250 8 1% [
Site sute-linking is Enabled
SLA Cover: Premium (24x7) 24 % 7 SLA Vendor: NETSAS 24 x 7 Controls Alsrt gensration
Hardware Maintenance Contract: Vendor: % 123456 (CISCO SmartNet) . Effective Period: 22108/2013 00:00:00 —> 1208/2017 00:00:00 ~ _All Contracts
Read-Only SNMP string public
Read-Write SHMP string: private
SNMP sysHame: Isb_switch
SNMP sysDesor: Cisco 105 Software, G2880 Softwars (C2580-IPSERVICESKS-M), Virsion 12. > Mors.
SNMP sysObjectiD: SHMP2-SMI::enterprises 8.1.822

SNMP sysContact:

SNMP sysLocation:

Default Route Next Hop: 192.1€8.1.1
© Broadcom (IF:192.168.1.1} AUTO DISCOVERED HOST on 20131208 {SNMF}
Mext Hop discovered on: $12(2013 15:40:07

[#] Show Details
Al data below has been updated automatically from Ihve devices, Last SHME wpdate. Sun Jun 22 060601 2014
Model satalye1IT0024TS

Cisco Syaterms
DOTLABICFS0 (CISCO SYSTEMS) Last Change at: S/12/2013 21:30.12
UOZ/201A 125740, Meson per-on Wise Al .

CATOE2AZIDN

31 aem
1200 s
48200.5 kiytes (38.00.%)
B0
20 e
1200 m
19008 9 keyten (39 58,7
Chassia Serial Number: Piaase rafer 1o Insraiied biotutes or Stack Info
e = odai an Manutacturer FRU
ws-CaseoaaTs \ WE-C3860-24TE-5 CATGRZAZION e
- AETATS - Pommr Bupply O WS-CISE0-TATE - Fower Supphy O [——— e
i3 Snapanots of Instates Mosules HW Cranges Detestest
/122013 18:04:01
o cmessmems
»ozer =n MumBar or Ports Master Starus Test Resulr
WE-CIE00-24TE CATOSZAZION 38 v ox o
L rosesweyire
#% Desorption R —
Swt. PO1 Homal, RFS NetExist mome AC
B
AN Descrpton Suans
Swnonas, Fanmt wonme
Auto Monitoring Fields
Auto Add TRUNK Ports to Statistics Collector: N
Auto Add TRUNK Ports to Event Monitor (UR/DCWN ALARMS): ¥
Aute Add ALL UP Ports to Statistics Collector: ¥
Auto Add to Environment Monitor ¥
Alarm Fields
Alarm Upon Reload: N
NOTE: Configune Node to farward SNMP Traps 1o ENIGMA NMS
Monitor UR/DOWN Events: Y TumAlarming OFF
Down Event Alarm Delay - Wait for 0 Seconds before sending the Alarm
Note: |f node comes back up within this time Alarm will not be sent
Alarm Temporarily Disabled: N
Alarm Escalation Enabled: N
Alarm Escalation Frequency (Min): 10
5YSLOG Monitor
ENABLED SYSLOG Monitor: Y
Hourly SYSLOG Message Count THRESHOLD: 20 Messages
Hourly SYSLOG Message Count THRESHOLD BREACH Never
Daily SYSLOG Message Count THRESHOLD: 100 Messages
Daily SYSLOG Messags Count THRESHOLD BREACH Never
SNMP Trap Monitor
ENABLED SNMP Trap Monitor ¥
Hourly SNMP Trap Message Count THRESHOLD: 20 Messages
Hourly SNMP Trap Message Count THRESHOLD BREACH:  Newer
Disily SNMP Trap Message Count THRESHOLD: 100 Messages
Daily SNIF Trap Message Count THRESHOLD BREACH Never
Port Capacity Monitor
ENABLED Fort Capacity Menitor: N
Host Specific Flapping Thresholds
Flapping Threshold Disily: [
Flapping Threshld Hourly: 2
Preserve Historical Stats for as long as possible: N
Default Reute Monitor: ¥ for Nofifications, please configure Sysiog Matching Pattem "WARNING - Next Hop for Default Route”
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The content of the central part of this screen will depend on the node capabilities.
If it is Cisco device you will see the above view, if it is a server you will see following screen, which contains system

information, storage, installed software and link to list of running processes:

View Linux Processes Table

05  Memory Ske Number of Usars Number of Proceses Process Monitor Notification Email Exclusive Notification

Linux 8115 Gb 3 T nia

Host CPU Details [* Show CFLU Monitor Config i View Environment Monitor Stats

Description Usage () Monitored Utilisation Threshaold {3&)

CPUA1 3 Y 90

CFU Z 4 Y a0

CPU 2 Y a0

CPU 4 ¥ 50

CFU & Y a0

CRU& Y a0

CPUT ¥ 50

CPU & Y 90

Haost Storage Details [¥] Show Storage Monitor Config . View Envirsnment Manitor Stats

Type Description Size Us=d Usage (%) Alloc. Failures Monitored Utilisstion Threshold (%)
FieadDisk ! 103.573 Gb T73.539Gb T1.00 i) Y| 80
FieedDisk /oot 101.085 Mb 12835 Mb 1250 [1] gt ]
Other Memory Buffers 2115 Gb 180.Z586 Mb 2.22 1] na nia
Ram Real Memony &.115 Gb 2619 G 3226 0 Y 85
VirtuslMemorny Swap Space 10.158 Gb 188 Kb 0.00 1] nfa nia

Show Installed Software Details

Enigma NMS designed to automatically turn on monitoring of CPU, Memory and File System utilization. Please keep in
mind that OID Indexes of CPU, Memory, File System and running processes (daemons) objects are generated
dynamically and can change without notice. Enigma tracks these changes and auto-adjusts them accordingly without any

additional maintenance.

Process monitoring involves manual configuration where processes, which need to be monitored are selected and
mapped to the multiple server records.

This feature will be explained in detail further in the document.

Set of buttons at the top and bottom of the page provide quick access to node specific reports and functions. The exact
set of buttons varies depending on capabilities of particular node.

These include:

¢ “Add New” and “Make clone” buttons. “Make clone” is very handy if you need to create multiple node records which

have many attributes the same, such as model number, geographical location, primary contacts, SLA etc.
e “CDP Peers” button will show all CDP peers visible on all interfaces of this node

e “Carrier Services” will take you to carriage linked to this node.
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e “Config Add”, “Config Latest”, “Config All” are configuration related functions. “Config Add” will let you add
configuration file manually, “Config Latest” will show the latest configuration file and “Config All” will show you all
available configs for this node.

It also will show you the config changes detalils, thus simplifying config audits.

e “Configure SNMP Config Download” allows you to add this node to automated config download method using CISCO-
CONFIG-MB. This link will only appear if this node has valid SNMP RW string and NOT already using this config
download method. Different config download methods will be explained later in this manual in “Configuration

management” chapter.
e “IP ARP”, “IP Acct’ and “IP Routes” buttons will take you relevant IP ARP, IP Accounting and IP routing information.
e “L3 Topology” will take to dynamically generated topological map.
e “Mgt Traffic Flow” link will show you the traffic path taken by traffic between Enigma NMS and this node.

¢ “Modification History” and “Modify” buttons are self-explanatory. Enigma NMS tracks all changes made but system

user to node and carrier services records. This is heeded for security and audit trail.

¢ “Monitor Config” and “Monitor View” buttons require a bit more explanation.
We start with “Monitor View”. This button will take you to the view of all statistical graphs available for this node.
“Monitor Config” allows to configure statistical collections for this node in real-time. We will explain these functions in

“Node Statistical Graphs” section.

e “Outages” will take you to availability outages report for this node, where we are able to associate multiple outages

with particular incidents and delete outages if they were false.

e “Performance Thresholds” will take you to configuration form for host-specific performance thresholds. Sometimes it is

needed to configure thresholds on the host level.
e “Ports”. This button will take you to comprehensive “Interface Report”, which will be explained later in this manual.

e “Topology” button will take you to the site-specific dynamic topological map. Site definitions for topology view are

extracted from IP ARP table for this node. All nodes which share the same IP ARP domain are display on the same
page.
e “SNMP Discovery” button will allow on-demand action resulting with the most up-to date view of all node attributes
e  “SNMP Traps” and “SYSLOG” will show you all SNMP traps and SYSLOG messages received from this node.

e “SUBNETS” and “VLANS” will take you to IP Subnet and VLAN reports for this node.

e “VRFs” button will be displayed if the node is MPLS enabled or if the upstream node is MPLS enabled.

To view all interfaces for particular node, click on Ports button from the Node View:
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This report is very comprehensive and contains a lot of data, including VLANS, CDP Peers, Port Monitor functions, Linked
Carriage as well as links to view Network Clients (MACSs) visible on particular interface, VLAN Search and available
statistical collections.

¢ & Node Interface Report

‘Snowing ALL Interfaoss
Nodename: © Lab Switch (IP: 192.168.1.70) Vians Select the Node to view Ports Information for:

Site: Demo Data Centre DM

Model: catalyst3SE024TS.

Devioe Type: Suitch(s) S3P Spanning Tree Enabled Node! This is a Root Bridge with 1D: 80010014A30CF500
Typs: Suitch

Description: ONE-NMS Lsb Switch Cisco3560

Location: KEARNEYS SPRING

Showing Ports with: Any Operating Status~ Up  Down

Last Update Z2/08/2014 08:08.01
Sorted by: Int Deso, Int Index, Oper Status, Last Changs
Actions: Show Port Monitor Gonfig ~ View Physical Interfaces Only  Show Mac Vendors  Show GDP Pesrs Show LLOP Peers  Show Visn Info  Show Ganiiage Info
Graphs Interface Ind Type e IP Address  Mask  Speed (Access/Configured) Duplex Trunk Config Description Monitored Hofification  Status Status Change Time
#orsis Vians Viant 1 propartus 2 o0uss0cesan 192 468.4.70 255.255.255.0 1 Gbes nz w438 pey Subners N Up  sozaoidiassas
#oeciose Vians Vian2 2 popartim 5 ooussicest gep 168.2.70 295.255.255.0 1 Ges = st 8% Doy Susnet 2 N Up  wmoouimors
Hrur Vians Viand s popure 0 oouamcese 192.468.3.70 255.255.255.0 1 Goes w188 Dey Subnets N Up 40320120735
£ Visns Viand0 10 propvrtusl 7 OUASOCESSS 17p1.1.254 255.255.259.0 1 Gbes s w8 wcur N Up  403a0td 1e0rss
o Vians Vantd 1 propyirtust 2 oouasocesu 1 Gbps na N/a Service N Up 4082014 1a0rss
o Vians Vian100 100 propWirtusl P oouasocesss 1 Gbps. na N/D N Up 4082014 190735
# o Visns 1 em 2 100 Mbps / 12 Mbps Ful ¥4 8% ADSL Router ¥ Events AmzmY Blup  avemnissrs
s Visns 1002 B 100 Mbps. Full ¥4 88 Canon Frnter ¥ Events AsosesY Blup  eesmonises
“Speed changed on S122013 163827
s Visns 10005 B 100 Mbps. Full ¥4 8% oNENMS 643D ¥ Events AsosesY Blup  womuims
“Speed changed on 10032014 124507
+* Visns FastEthernetd/d 10004 sthermstCsmscd &7 onisasocrsos 10 Mbps Usoown NJG N B town aoana szt
s Visns 10005 B 100 Mbps. Full  v2 8 Enigms v ¥ Events Azt Blup  zswzonismes
‘Spesd changed on ZMOV014 023
oo Visns Toos B 100 Mbps. Full  vi2 8% Lab Laptop ¥ Events AseasY Blup  iewszon o
“Speed changed on S122013 163827
* Visns FastEthernetd7 10007 sthemstComacd &0 onisasocesny 10 Meps Usone N/ N B Down sz 3sazt
+ Vions FastEthernetd/8 10005 sthemstCemasd & D0uAsoceson 10 Mops U N/ N 22014 138821
‘Speed changed on 922013 163327
'8iview carriage info=N&thst id=1698tvp dsc=Switch&action=view single switchBoperstatus=anyBiview carriage info=Y } N Blvowm sozons s

To add VLAN information to above screen, click “Show Vlan Info” link

ALL VLANs Configured on Above Node

VTP Information

VTP Domain Name  Metsas Lab_Domain
Config Revision Number &
Local Mode 2
Source of VTF Updates 132165170
Pruning State 2
Vession in use 1
Discovered at ANBI 190101
Changed at 2002014 19:45:03
Refreshed at 220204 050801
Vian D Vian Name State Type MTU Configured Ports Discavered at Refreshed
1 default operational ethemet 1500 yermace (fndeq Config Deserigtion [T p— 2206/2014 06:30:25  Z2/06/2014 06:06:01
FastEthernetd/T {10001} Trunk with traffic for vian 1 | ADSL Router Up | 21082014 15:31:37
FastEthernerdZ {10002) Trunk with waffic for vian1 | Canon Printer Up | 16/05/2014 18:28:53
FastEthernetd/3 {10003) Trunk with waffic for vian1 | ONE-NMS 64 55D Up | 4062014 14:30:43
FastEtharnetd/4 {10004) Dowm | S/022014 13:58:21
FastEthernet(y5 {10005) Trunk with traffic for vian 1 | Enigma Vi Up  |2B03/2014 18:35:25
FastEthernet(y6 {10005) Trunk with traffic for vian 1 |Lab Laptop Up | 16/06/2014 17:08:35
FastEthernetl/T {10007) Down | S/02:2014 13:58:21
FastEthernet(y/s {1005) Down | S/02:2014 13:58:21
FastEthernetd/d (10005) Down | S/02:2014 13:58:21
FastEthernetl/10 (10010) Warren Test Link Down | S/02:2014 13:58:21
FastEthernetd/ 11 (10011) Trunk with traffic for vian1 | TW-2BD NTU-A Up | 17/06:2014 10:54:02
FastEthernetd/12 (10012) Trunk with traffic for vian 1 | TW-280 NTU-B Up | 30/04/2014 16:21:36
FastEthernetO/21 (10021) Trunk with traffic for vian 1 | trunk to LIVAP Switch Up | 27/03/2014 13:46:40
FastEthernetO/23 (10023) Trunk with traffic for vian 1 | Trunk to roadside_box Cisco IE300D Up | 17/06/2014 08:45:39
FastEthernet0/24 (10024) Trunk with traffic for vian 1 | Trunk to Cisco Router Up | 20/03/2014 22:13:21
GigabitEthemetd/1 (10101) Dowm | S/022014 13:58:21
GigabitEthemet2 (10102) Dowm | S/022014 13:58:21
Vian (1) (192.168.1.70/255.255.255.0) Dev Subnet 1 |Up | S/D2/2014 13:58:24
2 PRODUCTION  operstionsl sthemet 1500 jpersce (ngeq) Contig Descrigtion Staue: | Chngedat 2206/2014 06:30:25  Z2/06/2014 06:06:01
FastEthernetd/11 (10011) Trunk with traffic for vian2 | TW-2BD NTU-A Up | 17/06/2014 10:54:02

FastEthernetl/12 (10012) Trunk with traffic for vian 2 | TM-280 NTU-B
FastEthernetl/17 (10017) Access

000472014 16:21:26

8/02/2014 13:58:21

FastEthernetd/ 18 (10018) Access UPS Connzction 8/02:2014 13:58:21

FastEthernetd/19 (10019) Access 8/02:2014 13:58:21
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FaSEETMENA T (1UU11) IFUNKWIE TATTIS 1O VSR IY (M- VI LA Up 1merans wismue
FastEtlemet0/ 12 (10012) Trunk wits raffic for vian 100 TW-280 NTU-8 Up 20042014 18:21:38
FastEtlemet0i21 (10021) Trunk wits raffic for vian 100 trunk to LWAP Swich Up 270072014 13:48:40
FastEtlemet23 (10023) Trunk wits raffic for vian 100 Trunk 1o roadside_box Cisoo [E3000 | Up  17/0812014 08:45:39
FastEtiemet)i24 {10024) Trunk with raffic for vian 100 Trunk to Cizoo Router Up 20002014 22:1321
VianiGs (100) Up 4032014 15.07:35
s uNx opertonal athemst 1500 marace mngeq P o e 220812014 08:30:25 22/08/2014 08:08:01
FastEtlemetd/ 11 (10011) Trunk with t:affic for vian 150 TW-280 NTU-A Up | 170872014 10:54:02
FastEtlemet0/ 12 (10012) Trunk wits raffic for vian 150 TW-280 NTU-8 Up 20042014 18:21:38
FastEtlemet0i21 (10021) Trunk wits raffic for vian 150 trunk to LWAP Swich Up 270072014 13:48:40
FastEtlemeti23 (10023) Trunk wits raffic for vian 150 Trunk 1o roadside_box Cisoo [E3000 | Up  17/0812014 08:45:39
FastEtbemei0/24 {10024) Trunk wih traific for vian 130 Trunk to Cisco Router Up 200372014 22:1321
1002 fddi-derauit operational i 1500 Mo ConsgureaFons 22082014 08:30:25 22/08/2014 08:08:01
1003 token-ring-default operationsl tokenRing 1500 N Corfursdfots 22/0872014 08:30:25 2210672014 08:08:01
1004 fddinetdefault  operational fENst 1500 N Corfgurearon: 220872014 08:30:25 22/08/2014 08:08:01
1005 trnst-default operational thet 1500 No Compurearors 220802014 08:30:28 22/08/2014 050001
Graphs Interface Ind Type Visns. wic IPAddress  Mask  Speed (AccessiConfigured) Duplex Trunk Config Descripton Monitored Notification  Status
i Vians Viant 1 propurus  SVIforvian: 1 P ausa0cesin 152.168.4.70 255.255.255.0 1 Gbes m 11384 Sev Suenet 1 N up
#ion Vians Vian2 »  popurtus SVIforvian: 2 P wousancesut g2 463270 2552552550 1 Gbes m Sev Subnet 2 N up
i Visns Vian3 3 propUrtus SVIforvisn: 3 P oousaocesis 152.468.2.70 255.255.255.0 1 Gbes ~ Sev Subnet 3 N up
# Vians Viant W proputus  SVIfor vian: 10 P oousancesis 472,461,258 2552552550 1 Gbes ~ sewT N up
#  Vians Viant " propurtust T P wusscesu 1 6ops ~ N0 Servies N up
n
Viars Vlan100 100 propurtust $02.4Q or 1L “runk - 1 Visns B oousscesis 1 Gbps = NiO K up
100
#nir, Visns FastEthernett/{ 10001 sthamstosmess 80240 or ISL Tunk -1 Vians P wussocesos 100 Meps /13 Mbps. Full ADSL Router v = Events amay Blup
1
i, Visns FastEthernett/? 10002 stnamstosmess 80240 or ISL Tunk - 1 Vians P wussocesos 100 Mps Full Sanon Printer v = Events amay Blup
s Speen crangeson 122013 183827
#nie Visns FastEthernetdls 1060 sthamstCamecs 80240 o ISL unk - 1 Vians P woussceses 100 Mbps Full ONE-NMS 84 55D V= Events amasy Blue
. Spees crangesen 1903201 2607
+* Vizns FastEthernetl/. 10004 sthemetCsmsct B ooussocrss 10 Mbps. Unioowe N Bl ooun
B, Visns FastEthernett/s 10005 sthamstosmess 80240 or ISL Tunk -1 Vians P wussocesor 100 Mps Full Zrigma VM v = Events amay Blup
‘Speed changadon 240R20U D221

For visible CDP Peers,

Graphs _Interface

#ois Vians FastEthernett/z1 1oazt strrstcsmaca £ oriusscesi
“#uirs Wians FastEthernet0rz3 1mezs sthamsicsmacs & arusscesis @,

0w Vians FastEthernet0r2a. oaat strnstCsmaca & oovsaocesia Oy

Ind Type

Devies Type:
Type:
Desorpton:
Loraton:

‘Shouing Ports with:

©Lab Switch (IP: 192.188.1.70) Visns Ssiect the Node to wiew Ports Informstion for

Demo Data Centre DI

catalystas6024TS.

click on “View CDP Peers” link

(& Node Interface Report
[S—

Lab,_ Suiteh (192.188.1.70) - O|

Such(s) 8 Spanning Tree Enabld lodel This -2 ool Brdge with I3 B0T001ICTS00

Suiteh
ONE-NIS Lsb Suitch Cizco2520
KEARNEYS SPRING

Any Operateg Status Up Doun

LastUpdate: 22082014 09.08:01
Sorted by Int Dese, Int Index, Oper Status, Lest Change
Actons: ‘Show Port Moritor Confla  View PhysicalInerfsces Only  Show MaoVendors Hige CDP Pesrs ShowLLDP Peers  ShowVianInfo Show Cariage Info (Show Forts for Selecied Node.
MAC  COFNeighbours 1P Address Mask Speed (Access/Cenfigured) Duplex Trunk Config Deseription Monitored
Cor—rr v P o 100 Mops Full Y7288k to Lwap Switch Y Evenis amany
L e 2200812014 08:20:01 S s 70N 120275
cEm 100 Mops Full Y7288 Trunk to radside_box Ciscn IE3000 Y = Events Asmana Y
Lot s 22.08/2014 02:20:01 S cmgas o 120N 144585,
S, 100 Mops: Full Y7188 Trunk to Cisco Router Y Events amany

Lot e 2210872014 032001

S cgs o0 000U 24555,

Click on MACs link to view network clients appearing on particular interface:

Status Change Time

sz 13824

o 193

Lot 19738

Lot 19738

Lot 19738

4oE0ne 19738

21052014 1317

15052014 122953

Lo 143043

sozaie 133821

a0 32

Notifieation Status Status Change Time

Bup mosame s

Bup mosancsss

Bup moannnn
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Client:
MNode:
Intarface: #L

|fIndes:

(% MACs visible on Following Interface

Config Description:

Int MAC Address:
Int MAC Count:
Trunk:

Monitored:
Spesd:

Type:

|F Address:

Operational Status:

Deme Client

© Lab Switch (IP:152.168.1.70) OME-NMS Lab Switch Ciscol580
FastEtherneti23 (10023

10023

Trunk to readside_bex Cisco |IE3000

0014ABDCFE12

288

hd

A

100 Mbips (10000000}

ethemetCsmacd

up

Operational Status Changed at:  17/08/2014 08:45:33

Mazcimum number MACs shown: 1000

VLAN Mo VLAN Mame P Address

1

1

detuR

detaul

MAC VENDOR
w211c30Fss1 4 CISCO SYSTEMS

152162171 ¥ roadside_box AUTO DISCOVERED HOST on 20140511 (SNMP) 1 CIFECY ‘5 CISCO S5YSTEMS

METBIOS Name Timestamp

20504 DE3ES

22052014 0525

Lower part of the above report contains “old” MACs, which were visible up to 7 days ago.
Or on VLANS link to see VLANS Report.

E VLAN Re port for NODE: ® Lab _Switch {IF: 132 188 1.70) ONE-NMS Lab Switch Cisco3580

VTP Domain Mame

Config

VTP Information
Matsas_Lab Domain

Revision Numbsr &

Local Mode 2

Sowrce of VTP Updates

152.168.1.70

Vian ID

Form where you can quick find VLANS for other interfaces or nodes.

Pruning State
Version in use
Discovered at
Changed at
Refreshed at
Node / Vian Count:
Vian:

Interface:

2
1
8/12/2013 19:01:01
20/03/2014 19:45:03
22/06/2014 06:08:01

Lsb Switch (152.188.1.70) - O [

— SHOW ALL VLA

FastEthernetliZ1 (10021} trund | -

VLAM Information
Following are VLANs with configured Switch Ports

Vlan Name

Interface [Ifindex)

MNew Search

For the available statistical collections, click on \LE icon.

Conf Description

Status Changed At
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& #Combined Performance Monitoring Graphs 1 Min.

Mode: @ Lab Switch (IP: 132 168 1 70) - ONE-NMS Lab Swhch Clscaised
Interfacs: FastEthernst)i24 (10024] WAC Count: 1 8% Trunk

Config Int Description:  Trunk to Cisco Router
Linked Carrier Service: Optus 147G 44RD J328011 EVCO0 GWIF 10 Mbps

Spesd: 100 Mbps (ethernetCsmacd)
Speed changed on 200032014 224503

Drunpilese: Full

QoS5 View: Show QoS Class Stats

Utilzation pps - Daily (1)
55

a4 -
2=
e

. e e

Utilizstion bps {Monttored) - Daity (1)
Color Legend: Input Traffic  Cultput Traffic

Ik K

257.3 K |-

93K =

K-

B K

i i [l i i i 2 i
'I.'I.EM (EEL - gz o0 LhiE? 1584 20251 Faed [FEL1] L FiE 4 L ELS [ EE ] BHLEE =
Mode-Wide Statistics
CPU Utilization % {Monttorsd) - Daily (1)

: | |
|

Above screen-shot shows all the available statistics for this interface, including QoS Classes Utilization and QoS Queue

Drops. You can show or hide QoS graphs using link at QoS View

IP Arp Report will show you all IP Arp entries for this node
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[ IP ARP Entries - Found 17 IP ARP Records
Clien;

Node:

Site: | — A

Show Network Neighbouss ONLY:

Sertzd by: Node, MAC, IP Address, Interface.

Hode 1P Address  MAC Vender Interface Int Status  Change TST Updated
©La (P12 188.1.254) 10.20.105 mapped to OLab 102-188.1 284 cisco svsTEMS FasiEthamat0.2 (IP: 192.169.2 2541265.255.255.0) 220812014 080548
10301010  0DUBBESBOEID Duplicate MAC see above mapped to @ Lab_router netsas.com.au (IP152 168.1.954) CISCO SYSTEMS FastEthermst0  (IP: 10.30.20.10/255 255.255.0} 2200812014 08.05.48
10302010  0D0BBESBOEID Duplicate bove mapped to @ Lab _router netsas com.au IP152 168 1 954) CISCO SYSTEMS FastEthermst0  (IP: 10.30.20.10/255 255.255.0) 2200812014 08.05.48
1051284  QOOBBESEOEID Duplicate bove mapped to @ Lab_router.netsas.com.au {IP:192.168.1.254) CISCO SYSTEMS FastEthemata.1 (IP: 192.168.1.254/255.255.265.0) 2210812014 08:05:48
182.165.1.254 000BBESEOEID Duplicate bove mapped to ¥ Lab_router.netsas com.au (IP:152.168 1.254) CISCO SYSTEMS FastEthemet0.1 (IF: 192.168.1.2541265.265.266.0) 2210612014 06:05:48
192.188.2.254 QUUBBESBUEID Duplicate bove mappes to 0 Lab_router netsas com.au (1P152 168 1 284) CISCO SYSTEMS FastEthemet0.2 (IP: 192.168.2.254/265.265.255.0) - MIK TEST 20110603 - AkA 2200812014 06.05:48
152 168.3.254 Q00BBESGOERD Duplicate ove mapped to @ Lab_rovternetsas.com au (IF:182.168.1.254) CISCO SYSTEMS. FasiEthemet0. IP: 192.168.3.2541255.255.255.0) 22082014 06:05:48
152 168.5.254 000BBESEOE2D Duplicats WAC see above mapped 1o @ Lab router netsas.com au (F:192.168.1.254) CISCO SYSTEMS FesiEthemeto.4 IP: 192.168.5.2541205.255.255.0) 22082014 06:05:48
192.185.6.254 0UUBBESBUEID Duplicate bove mapped to @ Lab_router netsas.com.au (IP152 165 1 254) CISCO SYSTEMS FastEthemet0.5 (IP: 192.168.6.254/255.255.255.0) 2210812014 06:05:48
192.1€8.1.40 mappes o O 192.188.1.40) VMWARE, INC. FastEthemst0. 1 (IP: 192.168.1.254/265.255.255.0) 2210812014 08.05:48
192.185.1.70  0014ABOCF540 mapped to ) Lab_Switch (IP:192 168170 <ISCO SYSTEMS. FasiEthemstd. 1 {IP: 192.168.1.254/255.255.255.0) 2200812014 08.05:48
192.1€6.1.75 001306CB9240 mapped 1o ¥ lab_switch_Iwapp (IP:192.188.1.75) CISCO SYSTEMS FastEthemst0.1 (IP: 192.168.1.254/2565.255.255.0) 22/06/2014 08:05:48
162188148 0800271C4BAL ‘CADMUS COMPUTER SYSTEMS FasiEthemei0.1 [IP: 182.168.1.2541255.255.255.0) 220812014 06:05:48
162189.1.85 02002764DAB2 CADMUS COMPUTER SYSTEMS FasiEthamei0.1 {IP: 192.168.1 254/255.265.255.0) 220812014 080548
182.185.1.110 08002768514 mapped 12 O 192.188.1.110) CADMUS COMPUTER SYSTEMS FastEthemet0. 1 (IF: 182.168.1.2541268.266.255.0) 2210612014 06:05:48
192.168.1.102 mapped to O 182.168.1.102) CADMUS COMPUTER SYSTEMS FasEthermstd. 1 (IP: 192.168.1.254/255.255.255.0) Up- 20032014 2211240 221082014 06:05:48
192.165.1.100 082E5F313F5 mapped 1o . 1.100) HEWLETT PACKARD FastEthemst0. 1 (IP: 192.168.1.254/255.255.255.0) Up - 200372014 221240 2200612014 06:05:48

Drop down selections at the top allow you to see other nodes/sites/clients IP ARP entries.

IP Routes will take you to IP routing report

2 IP Routing Report
Found Total 8 IP Routes
Found 8 UNIQUE IP Routes

VWarning: Due to possibly very |large size of IP Routes table, please select at least one of the following:
Site, Node or Nodename pattern, Unigue IP Route or IP Route search pattern with at least 2 valid octets.

CLIENT:  — All Tlients —

NODE: Lab_routernetsas.com.au {

or Nodename Search Pattern:| Tick for Negative SearcE
SITE:  — ALL SITES — B
IP ROUTE / MASK: | — ALL IP ROUTES — E|
or IP Route Search Pattern: use * as wildcard - Tick for Negative Search |
or Next Hop IP Address Search Pattern: use * as wildcard - Tick for Negative Search |
Showing up to: | 500 |Z| Routes
Refresh
Node IP Route Mask Interface Next Hop Type  Protocol Age Updated

9 Lsb routernetsss.com.su (IP: 192.168.1.254) 10.20.10.0 2552552550 FastEthemet0. (12) 152.168.3.254 ' Lab routernetses com.su - Self disct(3)  hcsl(Z) 0 Z20S2014 05:05:48
10.5.1.0 255.255.255.0 FastEthemet0.1(10) 182.168.1.254 © Lab routernetsas.com.su - Self direct(3) locs{Z) 0 Z206/2014 05:05:48
18216810 2552652650 FastEthernet0 1 (10) 192.168.1.254 ' Lab routernetses.com.ou - Self direct(Z) local(?) 0 22082014 08:05:48
192.188.20 2552652550 FastEthemnet0.2 (1) 192.168.2.254 ' Lab routernetses.com.su - Self direct(2) localll) 0 2200802014 08:05:48
192.188.2.0 2652552550 Fastthemnet0.3(12) 192.168.3.254 © Lab routernetses.com.au - Self direct(2) local(l) 0 220802014 05:05:48
18216360 2552552650 FastEthernet0 4 (13) 192.168.5.254 © Lab routernetses.com.ou - Self direct(Z) local?) 0 22082014 08:05:48
192.168.6.0 2552552550 FastEthemet0.5(14) 192.168.6.254 ' Lab routernetses.com.su - Self direct(?) locall®) 0 22082014 05:05:48

203.100.100.0 255.255.255.0 0 192.168.1.1 ' Brosdoom indirect{4) localZ) 10 2Z2/06/2014 06:05:48

Fields at the top allow you to further customize it.

“L3 Topology” button will show you the inter-node relationships.

Cell colors are linked to node current status and linked carrier services will also be shown.
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Vian VLANE —

=

Site: | Demo Data Centre, DM, KEAR [

3 Demo Deta Centre, DM, 916.922 Ruthven . Keam:

s IP ARP Domains (Topology Deptn Levelsy: =

= Network Topology
FOUND 13 NODES
Al Clients Topology

[+] come lient oEwO)

Spring OLD 5350 KEARNEYS SPRING 4350 OLD % Site Networt Ciients Count: 47

[

B Teisva nn0123456 GUiP 10 Mbps.
FastEthemet0/1(Net Cients: 4) 0%0%

© Lob switcnADSERB

eI, Uscom D§12245A D53 10 Mbps

hit. Clanis 19, FESIEtNSeIOI23(Net Cionts: 2) 0%/0%
Trunk 1o rosdside_box Cisse I£3000
8= Optus 1476 44RD J32BD11 EVCOO1 GUNIP 10 Mbps
FastEthemet0/24(Net Cisnts: 1) 0%/0%
Trunk 1o Cisco Rower

(Net Ciants: 4) 0%0% (et Ciants: 3) 0%00% [Net Ciants: 3)0%0% [NetCiants: 2) 0%0%

et Cants: 1) 0%40% (Net Shents: 2) 0%0% Net Ciants: 3) 0%00%

[Nat Ciants: 2) 0%0%

(Net iants: 200105

+
Uecom DS12345A DS3 10 Mbps ] ] -] L] ] ]
* o FastEnamen. | FastEnamsnzs GigsstEmamatyi Davis umned st 07000 916
h BF Optus 1826 44RD J32BD11 EVCO01 GWIP 10 Mbps. ‘
. . © crimasssssesmona: @ et Crmote: 1) e 192,108,175 © wctapiopiro 528,170
® demo.0e-siave. onenms.com enigmezp | -evismeSSSinebescomey © g routernenss comau i, Chnats 520811521 ot Cimaiz
© Brosgeom 52,108,110 sz 110 (52810 5208 1250 e et Ciens €5) e
(192.188.1.1) {Met. Glients 5) (Net. Clents 14) (et Clents 14) Net. Giients 1) |
‘ Realtak PCle GBE Family Controller
<0 (et Clnis: 21)
(Net Ciients: 5) 0%/0%
[}
]
[} AMD PCNET Family PC| Ethemat Adapter
. =
Modification History:
|22 Medification history for
NODE: @ Lsb Switch {192 188 1.70) ONE-NMS Lab Switch Cisco3560
Modified by At Modification Details
Systern Admin 18/06/2014 09:37:58 Field Old Value New Value
Modename is inherited from SNMP-MIB SysName N Y
Systern Admin 18/06/2014 09:37:21 Field Old Value New Value
Modename is inherited from SHMP-MIB SysName ¥ N
System Admin 12/08/2014 14:47:22 Field Old Value Hew Value
Geographical Location BUNDALL KEARNEY 5 SPRING
Site External Site Demo Data Centre
System Admin 12/06/2014 12:34:56 Field 0ld Value New Value
Geographical Location KEARMNEYS SPRING BUNDALL
Site Demo Data Centre External Site
Systern Admin 12/08/2014 12:25:05 Field Old Value New Value
Site External Site HMB Demeo Client Demo Data Centre DM Demo Client
Systern Admin 12/06/2014 12:26:30 Field Old Value Hew Value
Geographical Location KEARNEYS SPRING BUNDALL
Site Demo Data Centre External Site
System Admin 28/02/2014 08:25:22 Field Old Value New Value
Mode |P Address 182.168.1.71 192.168.1.70
Alarm Escalation Frequency (Min) 10
Systern Admin 26/02/2014 09:12:43 Field Old Value New Value
FPage Delay Pericd (Sec) 480 a
Systern Admin 26/02/2014 09:11:04 Field 0ld Value New Value
Mode IP Address 192.188.1.70 192.168.1.T1
Systern Admin 26/02/2014 05:10:05 Field Old Value New Value
Alarm Escalation Enabled M Y
Alarm Escalation Frequency (Min) 15 10

“Monitor Config” button will take you to manual configuration screen for statistical collections.

The content of this page is filled out with real-time on-demand SNMP poll:

Enigma NMS - version 5.1.0
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HODE © Lab_switch - 192.188.1.70
‘Description ONE-NMS Lab Switch Cisco3560
Site Demo Data Centre KEARNEYS SPRING
SHMP RO String public
Max Processor Memory 120.0 b
Type of SNMP Collections Collection Name Interface Specific Configurable OID
[¥] epu utitization % n CPUOID: .1.3.6.1.4.1.9.2.1.58.0
Following sre CPU OIDs auto verified by the system
13.6.1.4.1.8.2.1.58.0 for Cisco 105 Software
1.2.6.1.6,1.9.9.205.1.1.1 for Cison NX-OS Software
[7] Ping Response Time msec n
[ Processor temory Uiizstion Wb {lax Frocessor Memory: 120.0 Mb} u ME OID: 1.36.1.61.8.9.48.1.1.1.5.1
Fellowing are MEM ©IDs autoc verified by the system
13.6.1.41.8.9.48.1.1.1.5.1 for Cisco 106 Software
13.6.1.4.1.9.9.305.1.1 2.0 for Cisco NX-OS Software
Temperature u

Linked CARRIAGE (A-End) NNO123456, GWIP, 10000 kbps, Priority: Primary

IMindex beast diseard util Tick util_pps Description Oper Status Type ‘Speed (bps) Service Number

Label

_
NNO 123488 - GWIP - 10000 ke[ |
L |

0123456 - GWIP - 10000 K[z

service

NNO 122458 - GWIF - 10000 KI

" E— Kl _

Please make your selection and click on "Complete" button.

fanto ]

“Performance Thresholds” button will let you configure the host-specific performance thresholds, which are dictated by

your operational requirements:

1« 2l Node-Specific Peformance Thresholds
‘ Labk_ Switch (192.168.1.70) - ONE-NMS Lab Switch Cisco3560

Please note: thresholds should be INTEGERS OMLY

Monitoring Type Configurable Threshold Default Threshold
Broadcasts Threshold: > (70 Beast Padets 70

CFU Utilization % Threshold: = (30 % 70
Discarded Padets Thresheld: = [p  Discards 0

Ermar Rate Threshold: = (g Emors 0
Frocessor Memory Utilization Mb Threshold: » (70 % 80

Fing Response Time msec Thresheld: > (200 msec 300
Queue Drops Threshold: » (o QDrops 0

Q0S5 Class Dropped Padeets Thresheld: = [p QoS Class Dropped Padets 0

Q05 Class Post Policy Utilization Threshold: = (30 % 80
Temperature Threshold: > [s0  Degrees C &0
Ltilization bps Threshold: = (20 % 20
Litilization pps Threshold: = (10 padkets per second 100000000

[#] Show additional nodes selection
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“IP Subnets” button will show you all configure IP subnets on this node:

2 9 SUBNETs found for Clients:

Demo Client
{1 Hodes)

Subnet Mask Nodes per Subnet Model Client Site Interface Description IP AddriNetmask ‘Oper Status Changed at
10.20.10.0 255.255.2550 @ 1ab routernetsas com.au cisco1721 Deme Client DM Demo Data Centre F 2 10.20.10.5 | 255.255.255.0 Up 20/03/2014 22:12:40
10.30.10.0 255.255.255.0 @ 1ab routernetsas com.au cisco1721 Deme Client DM Demo Data Centre F 8 10.20.10.10 | 2! up 20/02/2074 22:12:40

@ Lab routernetsas com.au cisco1721 Demo Client DM Demo Dats Centre T 10.30.10.10 | 2 o Up 200/03/2014 22:12:40

@ Lab routernetsas com.au cisco1721 Demo Client DM Demo Dats Centre 8 10.30.10.10 | 255 255 2550 Up 200/03/2014 22:12:40
10.20.20.0 255.256.255.0 @ 1ab routernetsas com.au cisco1721 Deme Client DM Demo Data Centre: 8 10.20.20.10 | 265.266.255.0 up 20/02/2014 22:12:40

D 1ab routernetsas com.au cisco1721 Dems Client DM Demo Data Centre: 7 10.30.20.10 | 255 Up 20/03/2014 22:12-40

©Lab routernetsas.com.au cisco1721 Dems Client DM Demo Data Centre 8 10.30.20.10 | 255 Up 20/03/2014 22:12-40
10.5.1.0 2552552550 VLab routernetsas comay ciscol1721 Demo Client DM Demo Data Centre F 5 10.5.1.254 | 255.255.255.0 Up 20/03/2014 22:12:40
192.168.1.0 255.255.255.0 Plab routernetsas com.au cisco1721 Demo Client DM Demo Data Gentre F 1 192.168.1.254 | 255.255.255.0 Up 20002/2004 22:12:40
192.168.2.0 255.255.255.0 ’lab routernetsas com.au cisco1721 Demo Client DM Demo Data Centre F 2 MIK TEST 20110803 - AAA 192.168.2.254 | 255.255.255.0 Up 20002/2014 22:12:40
192.168.3.0 255.255.255.0 @ 1ab routernetsas com.au cisco1721 Deme Client DM Demo Data Centre F 3 192.168.2.254 | 255.255.255.0 Up 20002/2004 22:12:40
192.168.5.0 255.256.255.0 ¥1ab routernetsas com.au cisco1721 Deme Client DM Demc Data Centre 4 192.168.5.254 | 256.266.266.0 Up 2002:2014 22:12:40
192.168.6.0 255.256.255.0 ©1ab routernetsas com.au cisco1721 Deme Client DM Demo Data Centre: 5 192.168.6.254 | 256.266.266.0 Up 20/02/2014 22:12:40

“Monitor View” will show you all available statistical collections available for this node.

£ # @ Performance Monitoring StatistiCs {Real-Time Values)
Hode: © Lsb routernetsss com.su (IP:192.188.1.254) - AUTO DISCOVERED HOST on 20131209 {SNMP)

Actions:  Show Delayed Siats Menitor Config ~ Show Stels Moniter Config ~ Meniter Config  Hide QoS Class Stats

Refresh rate (Min.): No Refresh 5 10 15 20 25 30 Last refresh at: Sun Jun 22 11:12:02 2014

i cpu utilization % <~ ili_Processor Memory Utilization Mb < MONITORED

PPerformance Dashboard

Interface Specific

liping meeo I piscard

lidkeror nos 1k qdrops arops

: 4, Capacity: 8)  (Used: 0,

(Used: 0, Gapasity: 10)

k ol o | il il | ;o
— sl i i i . |
Capacitus 63
\ Copacity: 993989
i w #  # @ # 1 # 110y
Interface 1P Address Speed Duplex  Description  Discarded Packets (InOu) Error Rate (InOut) Queue Drops (InOu)  Utilization bps (In/ut Kops) Utilization pps (In/Out Pps) Combined Graphs
FastEthemetd (4) 100 Mbps Full i oo i oo i o 10) < monorep i (157 /12.4) di 17017 &
FastEthernet0 Utilizstion Threshclds

- 5 Min
5 Min SLA: Premium (24x7) (24 x T)

FastEthemstd.1 (10) 10 5.1.254 / 266, 266.265.0 100 Mbps Full i (25 125) &
1.254  265.255.265.0

FastEthemstd 2 ( 165.2.254 / 255.255.255.0 100 Mbps Full  MIK TEST 20110803 - ARA 0.1) i o0 *

FastEthemetd 3 (1Z) 1020.10.5 / 266.266.265.0 100 Mbps Full i .10 i 0 10) &

FastEthemetd. 4 (1 100 Mbps Full i 0.0 10,0y &

FastEth 100 Mbps Full i oo 0.0 &

FastEthemetd 5 (15) 1937,10.10/ 255, 255.285.0 100 Mbps Full i ooy &
10.30.20.10 / 285 255.255.0

FastEthemat). 7 (18) 10.30,10.10/ 255.255,265.,0 100 Mbps Full Al oo 0.0y i oo *
10.20.20.10/ 285.255.255.0

FastEthernat0 & (17) {0 20.10.10/ 255 255, 285.0 100 Mbps Full il 0,000y i 010) &

10.30.20.10 / 255.255.285.0
Ping Response Time msec

This is where you enable additional statistical monitoring via Show Stats Monitor link:

Just check the required tick-boxes and click on Commit button. Once configured, statistical collections will be checked
against configured system-wide, client-specific and host-specific thresholds.

Exceptions will be notified upon in near-real time.

If there is a known issue with particular interface, rectification of which can take some time, you can Delay Stats to monitor
for the required period — up to 365 days. These delayed stats will be excluded from affecting the dashboard and also from

triggering alarms when threshold is breached:

Select required tick-boxes, selected exclusion period and click Commit button.
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6.3 Finding Node Records

Enigma NMS has very comprehensive search engine.
Main Menu -> Nodes - Find Node. Search capabilities include details of installed modules, such as SFP and XFP,
switching and routing modules, DSP modules, Cisco Stack Members, etc.

At first you're presented with “Simple Search” screen, which contains the main fields:

|22 searching Active Nodes
Reset All Fields Search Deleted Nodes Search

Number of records: 1000 (=]

Search string [

AUX Search string (Optional): [

Interface |P Address or Desoription Search String (Optional): [

If you =re locking for installed medule details, e.g. SFF Sarisl Number
Flesse use [ Extended Search and select Show Nedes with Modules OMLY tickbox st the bottomn of the form

Client: —Search through ALL- tick for NEGATIVE ssarch ||
Cluster —Search through ALL-
Site ~ Search through ALL — ik for NEGATIVE szsrch ||

or Site Search string:|

Geographic location: —Search through ALL— tick for NEGATIVE search D
Device Type: —Search thr tick for NEGATIVE search D
Lodked Device Type: —Search thr tick for NEGATIVE search D
Read-Only SNMFP string: —Search thr tick for NEGATIVE search D

Read-Write SNMP string _Search thr tick for NEGATIVE search ||

SLA Cover: —Search thr tick for NEGATIVE search D

Hardware Maintenance Contract: —Search through A tick for NEGATIVE search D

Admin Status: — Search through ALL —
NOTE: For Decommissioned Status
Flease use Search Deleted Nodes Link

Operational Status: — Search through ALL —
Model (Configured Manually) —Search through ALL— tick for NEGATIVE search ||
Vendor (Make): tick for NEGATIVE s=arch ||

Locked Vendor: tick for NEGATIVE search D
Network Hardware Vendor:

Node MAP Status:

Search All Hardwsre Snapshots: Yes

HHHHEEDE BEMOEBEED (EEE

Search All Devicss (Inc. Decommissioned] Yes
Extended Search
Reset All Fislds  Search Deleted Nodes Search

“Extended Search” has got many more searchable fields and additional search criteria:

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 50 of 205



Enigma NMS User Guide

tick for NEGATIVE search [

Nodename is inherited from SNMP-MIB SysMame: —Search through ALL— EI

HOST-RESOURCES-MIE Info Fresent: —Search through ALL—- EI tick for NEGATIVE s=arch I:l
Auto Add TRUNK Ports to Statistics Collecton: —Search through ALL— EI tick for NEGATIVE ==arch D
Auto Add ALL UP Ports to Statistics Collector: —Search through ALL— EI tick for NEGATIVE s=arch I:l
Auto Add TRUMK Ports to Event Monitor (UP/DOWN ALARMS): —Search through ALL— EI tick for NEGATIVE search I:l
Auto Add to Evircnment Monitor: —Search through ALL- EI tick for NEGATIVE s=arch I:l
CDP Enabled: —Search through ALL— EI tick for NEGATIVE s=arch D
LLDP Enabled: —Search through ALL—- EI tick for NEGATIVE ==arch D
IF SLA Enabled: —Search through ALL- EI tick for NEGATIVE s=arch I:l
MPLS VRF Enabled: —Search through ALL— EI tick for NEGATIVE search D
MPLS TE Enabled: —Search through ALL- EI tick for NEGATIVE ==arch D
HR-RESCURCES-MIB Enabled: —Search through ALL- EI tick for NEGATIVE search I:l
SysTime Rolled: —Search through ALL— EI tick for NEGATIVE =s=arch D
Preserve Historical Stats: —Search through ALL- EI tick for NEGATIVE =2arch D
Default Route Monitor: —Search through ALL— EI tick for NEGATIVE search I:l
Default Route Mext Hop IF Address: —Search through ALL— EI tick for NEGATIVE s=arch D
Default Route Mext Hop P Address Pattern { ™ - wild card): -

Search All Hardware Snapshots: Yes EI

Search All Devices {Inc. Decommissioned): es EI

[T Routers with low NVRAM - Less than (5 % of TOTAL NVRAM

[ Routers with low free MEM - Lessthan (5 % of TOTAL GPU RAM

[Tl Show Nodes HOT-Accesible via SNMF | never [+
[Tl show Nodes WITHOUT ANY Configs in the DB

D Show Modes, which Configs FAILED to be downloaded at Ieast for the past 2 days

[7] Show todes, which were rebooted | ez than [=] 1Day [+] a0
[ Show Nodes located at
Sites with | mare than EI 0 MNodes EI of| — Any Vendor — B of| —Any — B RIS

D Show Modes, which were REBOOTED AND had CONFIG CHANGE in the past 48 hours.
D Show Modes, which were REBOOTED in the past 48 hours.
I:l Show Modes, which had GONFIG CHANGE in the past 48 hours.
D Search Modes by either Site or Node Connecled Camiage Type
— Any — B
D Show Nodes with Modules OHLY - Use it if you are locking for installed module details, e.g. SFF Serial Number

I:l Show Duplicate Nodes [Could be in the database under different IP Address)
NOTE: Detection is based upon duplicate 5/N of installed modules
A Search will return the result of a LOGICAL AND for all the above fields.

El Simple Search
Reset All Fields Search Deleted Nodes

The search result will be “Logical AND” function of all selected positive or negative criteria.

6.4 Node Outages

Main Menu - Nodes - Node Outages:

This link will take you to Node outages report. Please see sample Node Outages Report below:
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Zlviewing Node Outages:

Found 12 Open Outages and 30 Full Outages
REGARDLESS of the attached Incident = Hige Filters
5 Incident Search/Management
Disconnect Incident %

Select the Client:
Select the Site:

Select the Node:

Select the Model:
Select the Vendor: — All Vendors —

Select the Device Type: | — All Device Types —

Select the Year: 2014

Select the Month: June

Select the Day: All Days in Selected Month
Select the Hour: All Hours in Selected Day
Select the Minute: All Minutes in Selected Hour

Max Number of cuteges: 100
Outages longer than 0 Min

Show Qutages: REGARDLESS of the attach.

N N A | K

Show Cument Outages: v
Refresh

Reported Pericd: Sun Jun 1 00:00:00 2014 —> Tue Jul 1 00:00:00 2014
Listing outages longer than 0.0 Min

Following NODES are currently

Sorted by Down Timastamp

[ Link Multiple Outages to Incident |

Node IP Address  Site Down Since Select Al Incident Adtion
2 @ cnigma-rhel-8484.netsas com.au 182.168.1.114 Demo Data Centre , DM 12082014 17:48:01 | [}~ Attach
2 @ .igms-Ad-binary netsas com su 192.168.1.104 Demo Data Centre , DM 18/08:2012 17:48:01 || Ul Attach
A © cnigma-85-64-binary-vmw netsss coim.su 192.168.1.113 Demo Data Centre , DM 18/08:2012 17:48:01 | Ul Attach
2@ o LaptoniTTo 192.168.1.152 Demo Data Centre , DM 1108:2014 22.00:01 | Hb - Attach
B @ yemo84-binary.one-nms.com 192.168.1.108 unsssigned , NiA 10e2014 09.48:01 [ Bl Attach
N
@& 9. oo temo 3 192168.1.33 Demo Data Centre, DM 7/02/2014 12:54:01 ¥ ip: & Service Dest # 443322 CF# Pending - Human Emsr 5 System Admin &
&P O ooe emp 7 192.168.1.37 Demo Data Centre, DM 7/02/2014 12:54:01 [ 10: & Service Desk # 443322 CP# Pending - Humen Eror & System Admin &
&0, i iemp s 1921188134 Demo Dats Centra, DM 7/02/2014 13:54:01 ¥ ip: & Service Dest # 443327 CP# Pending - Human Emor & System Admin &
.
[ P 192188136 Demo Dats Centra, DM 7/02/2014 13:54:01 ¥ 1D: & Service Desk # 443322 CP# Pending - Human Error & System Admin &'
.
[ 192168.1.32 Demo Data Centre, DM 7/02/2014 12:54:01 ¥ 10 & Service Deck # 443322 CF# Pending - Human Ermor & System Admin &
AR e . .- 467 480 4 BE  Pamc Mobn Packe ARG TA2AA44 A2.EAAA B in A o mt # 489390 ADE Dandine Lo S 54 Secbem Adin &

Using this page you can quickly find node outages occurred in particular period, link them to incident or delete superficial
outages. Once outages are linked to particular incident they will become visible in the Network Availability Report.
Select single or multiple outages and click on “Associate”

[ You are attaching following outages to the same, single Incident
Node IP Addr Description Down Time Up Time Duration (Min)

enigma-84-binary.netsas.com.au 182,188 .1.104 AUTO DISCOVERED HOST on 20131209 (SNMP) 17:48:01 18/08/2014 5till Down 53709

enigma-65-84-binary-vmw.netses. coim.au 192.168.1.113 AUTO DISCOVERED HOST on 20140411 {SNMP) 17:48:01 18/08/2014 5till Down 5370.2

enigma-rhel-84-84 netsas.com.au 182 188 .1.114 AUTO DISCOVERED HOST on 20140414 (SNMP) 17:48:01 18/08/2014 5till Down 53709
MC-Laptop-i7-To 192.168.1.152 MC-Laptop 22:00:01 110842014 5till Down 15196.9

Please Select the Incident from the following list
Displaying up to 500 latest Incidents ({sorted by rewverse creation time)
Tick this button to disconnect from Attached Incident O

% Create New Incident or [_Cliok to Aftach or Disconnedtt |

s} Service Desk # Camier Ref Incident Type Pricrity Comment Created by On Linked to Select
11 SDE75E845 Power P1 X System Admin Thu Mar 8 08:54:02 2014 Show Linked Outages " !
- Power Failure
Link to more Outages
G 4432322 Pending Human Emror P1 i Systemn Admin Wed Feb 25 09:17.28 2014 Show Linked Cutages !
- Test Incident
Link to more Sutages
5 12345 Mot Applicable Cariage P1 Systern Admin Sat Feb 8 08:42:44 2014  Show Linked Gutages' !

Telstra line failure

Link to mare Qutages

| Click to Attach or Disconnect |

+ Create New Incident Cumrently Down Modes

You can select from existing incidents or create the new one and reload the page.
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6.5 Finding Visible Client IP or Hardware Address (MAC)

Enigma NMS allows you to find the exact connection point for all connected devices in the network, such as PCs, Servers,
Printers, basically anything with IP Address which is active on the network.

This eliminates the need for having additional documentation regarding the network connection points. Quite often, it's
very hard to validate and maintain.

Main Menu - Nodes - Find MAC/IP. The page will ask you to define MAC or IP Address, you are searching for or you
can view ALL network connected devices, visible on all network nodes in Enigma NMS database. Just click on

appropriate button. Below is a sample report.

Z Live Network Con:
Stouing WACs WITH

ound 47 snoe Fiies
et 1P asress

View Live sy
mac IFADDRESS  NETEIOS RAME

[IECRR]

o @b rousenstian com,

26032014 124001 22087014 084001

VIHARE. INC

o0aczoEnaAsT mapes 1o ® enigma.55.64 netsas com.au 1P 1 ISCOVERED HOST St Dar Daia Gans 13203000

27032014 130732 40030:20

& oisco sysTEms

0014ABOCFSAT m
0014AB0CFS13 m

0014A80CF 40 m 1ez .m0
ootaa JUTEFE & cisco sysTEMS

s8I & csco sysTEMS
0014ABOCFS43 FLTTERTY £ cisco sysTEmMS
001906C3218 m £ cisco svsrems
001906CRI240 m msLn L asco sysrems

1rwsLIs CLENT WICRO-STAR INTERNATIONAL C0.. 1D,

rscans Das Cene Chings Sie 1o Osma Data Cents 15143.1.45 & canon mc

062H1CI0FIBY = & cisco sysems
00211C30FECH m 17 Lo

1ez s em zure

nuen
01605E0000FE neoum 4124008 28022014 184002
o1008E0CO0FT nuem 14124008 4 150002
o1esE0000FD 2
o100nE010101 L
01005 so0mar
01BUSETFFFR a2 ssn

Following screenshot will show network connection details for IP: 192.168.1.154

MAC: 30469A12CE10 NETGEAR is visible on Following Nodes/Interfaces
Sorted in Reverse MAC Count Order

Network Client (MAC) Details

MAC: 30469A12CE10
Vendor: NETGEAR
IP Address: 192.188.1.154 / 255.255.255.0

HETBIOS Name:
First Discovered At 28/04/2014 00:20:20

MAC IP Address NODE INTERFACE (ifindex} Status / Changed at MAC Count Config Description VLAN First seen at At Last seen at
20489A12CE10 © roadside_box - 192.188.1.71 - AUTO DISCOVERED HOST. . 4 GigabitEthernet1/1 (10101) up / 1T/06/2014 08:45:35 n 1 28i04/201400:31:07 22/08/2014 08:30:28

20489A12CE10 D Jab_switch_lwapp - 192.168.1.75 - AUTO DISCOVERED HOST... # FastEthernet0/23 (10023)  up / 27/02/2014 13:44:38 M 1 28i04/201400:30:21 22/08/2014 08:30:28

* Following Interface is the Access Port for above MAC Address *

30485A12CE10 o Lab_Switch - 192.168.1.70 - ONE-NMS Lab Switch C.. ﬂfnﬂﬁlmﬂﬂ (10001) up / MI062014 15:31:37 7 ADSL Router 1 28/04/2014 00:30:20 22/08/2014 08:30:25

Report not only shows the point of network connection, but also all physical links where this particular MAC is visible.

Enigma NMS count MACs present on all physical interface, making possible the discovery of the exact layer 2 topology,
which can very useful in troubleshooting of network node failures and determining the root cause for multiple

simultaneous failures.
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6.6 Network Topology

Enigma NMS knows everything about inter-node relationships (see previous section).
Main Menu - Nodes - Network Topology - Next - click on Comprehensive Topology View:

2 Network Topology
Founn 32-noves

]
#

'

System uses various data sources to determine the exact physical topology. These include IP Arp entries, IP routes,

forwarding tables, CDP peers etc.
The topology will also include connected carriage. All node names and carriage are hyperlinked along with status color

codes.
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6.7 Network Inventory
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Main Menu - Nodes - Network Inventory. This report allows you to compile custom table of all network node attributes.

Network Inventory

Clients (Multiple)

Site:

Vendors {Multiple)

Models {Multiple)

SysChjedtiD (Multiple)

Device Types (Multiple)

Ownership (Multiple)

Host Aftributes Search String.
Tick to spply to node name enly [

Interface Description Search String:

Show OMLY Nodes with Hardware Inventory Data present:
Show OMLY Nodes with Software Inventory Data present:
Include DECOMMISSIONED Nodes:

Show Action Celumn

Configurable Fields

1P address

- First tias

- second Aliss

[ Node Desaription

- Mode contact

- status

- site

- site code

[ site Class

[C]- site support

D - Geo. Location

- peviee Type

D - SNMP RO String

[ shme rw string

[T sLa cover

- state

- country

[ asset Number (Manusl}

[ serial Mumber (Manusi)

- oper comment

- cwnersnip

- Reported Flag

[ Hardware Maintenznce Contract
- viendor

[ Auto Add Trunks to Port Monitor
[ auto Add Trunks to Statistics Collector
[ auto Add UP Poris to Statistics Collecier
[T atsrm upon Relosd

[ Menitor DOWNILE events

- Paging Temp Excluded Flag
7. alarm Escalstion Enabled
[ ey Frequency

[ naTed 1P Address

D - Connection Comment

Deme Client A
Extemal Manitoring Domain

Gold Cosst -
— Al Sites — [=
Canon A
Gisco Systems

Linux

Microsoft

unassigned -
— Show All Models — -

Canon MF4360-4390 /P - mepf[ ]|
catslyst358024PS - mapped to —
catslyst358024TS - mapped to

cisco1721 - mapped to SysObje +

— Show All sysObjediD — -
mapped to Model: unassigned [
NET-SNMP-MIB:netSnmpAger —
SNMP2-SMI::enterprises. 1602

SNMP2-SMI::enterprises. 1697, +

Printer
Router
Server
Switch
unassigned -

unassigned

AR EE

Yes
Select Report Attributes

Auto Populated Fields

[ Moger

[Z]- v serial Mumber (sonfigursd on the devics)
[T Last Rebost Time

[T Reboct Reasen

[T 105 vession

[T 105 pessiption

[7]- 105 Feature Set

- cPu Ram Size

10 ram

l:‘ - TOTAL RAM

D - Flash Size

[T wvram size

D - Total number of interfaces

[ snuae version

] snuP sysame (canfigured on the devics)
7] snuP sysLocation (sonfigured on the devics)
71 snup syscontact (sonfigured on the device)
[T snuP syspesaription

[T snuap sysojectin

[T snmp chassis sm

[T snuP Retresh Time

- mac

[T miive ¢

[7]. config Change Date/Time

[T NetFiow Ensbled Flsg

[T intertace B4bit Countess Ensbled Flag

[T]- MPLS vRF Ensbled Fisg

[7)- MPLS TE Enabled Flag

[T nstalled Modules
Opticnal filter string |

7] Power Supply Info - Status Filter String: - show 4 statuses

[T]- Fan Info - Status Filter Sting: — shon ot seatises —
7] rempersture nfo

[T veitage 1nfo

D— Tick to include Module Headers

[+] Exclude Non Fan Enabled Nodes: v

B Exclude Mon Fower Supply Enabled Nodes: v

[=]
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This report is extremely customizable; you can select any number of fields and limit your view based upon various filtering

options. Please see above screen-shot.

L Network Inventory
WOTE: Shaving CHLY Hoses with inco kmvenory ata present
e Mok Inveory Rapert
Demo Chent Exfernal Monerina Domain Gok Coast
S A

Vemsen Camen Civ Systems

Asions Primary Hodename i e Mo imated Modies
4 ah_rouiernetsa com au 142 88 1244 Qe e, ameee 50 e 1721 chassis, b Seriad: 3038TIATAA, H Revision: 05100 s 3 FOCITIANOA (R38TI47) Chzo Mo
womer  wcist  mum Chzo Tea
Lab_swho 2 2ama 13:522 Ruihvses 51, Kaaenss Ser 350 eatalriBe024TE aresezind s st camsuzios
WSCIHUTS - Power Suppy 0 oomensr
© iat_switeh_buape s wicmirss caremzLec Ho
WECHGHPS Power upphd  OTwesers
rmadside_box . Focrzszm e
Modula i set 1 Mageio § - Wedule n slot | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ADSAFF P8 A3 IR MM 23AFF T
wasiosre: s P it o7 Hotesson PG KHUNLKG  Hewenfciars T

(=)

Resulting table can sorted by selected attributes.

This table can be easily copied into the MS Excel for further processing or presentation.

6.8 Live Network Connections

Main Menu - Nodes - Live Network Connections
This report provides you with comprehensive information about all network connected clients. Various filters allow further
customization.

mac Fiest found ST List sasa TST
0004£0ED1811 mapees = @ Broaacom 1192 15,1 1) Sw Dame Data Ganys [ORCEE) BILLION ELECTRAC 0. D) 5122013 15:01.18 22082014 08,4001
mazped 1o @ iah 157 180 1 2841 - AUTC DISCOVERED HOST See: Damo Daia Canve. 12468428 £ cisco sysTEMS 2122013 190142 22082014 084001

rest

a2

ez
e

e s

La

42968470 & cisco sysTEMS
82T 4 csco sysTEMS 5122013 150118 22082014 08,4001
AT & osco sysTEms 2014 084001
s £ c1sco svsTems 2084001

& osco sysTems

13 cuswT

Osta Garwe Ghangs Si v Qo Oata Gentre 18L168.1.45

B0241CIOFER

©0211C30FEC0 massed 1o ruadside_bax (F. 182.188,1.71) - AUTO DISCOVERED HOST Sae: Damy s

sozsoacraara e

61008£000004

210058000015 s

This report can be extremely useful for asset tracking, site verification as well as security audit and other purposes.

Click on the link at the top of the page to view Connected Devices Summary:

6.9 Layer 2 Trunks

Enigma NMS auto detects all physical trunks and multi-access ports. All auto-detected trunks are enabled for port
monitoring. Normally trunk is an inter-switch connection, which should be monitored. Trunks are considered quite
important links, failure of which can result in potentially large part of enterprise network to be isolated from the rest of the

network. Due to their importance it is good practice to have redundant physical connections on all main trunks which will
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ensure network connectivity in case of failure of particular physical link. If you have redundant physical layer 2 connection
between two switches, spanning-tree protocol will block all but one link to ensure loop-free physical topology.
Implementation of rapid spanning tree allows nearly instantaneous convergence in case of link failure. The challenge here
is to detect primary link failure.

Enigma NMS has built-in automatic mechanism for such monitoring.

To view all discovered L2 trunks go to Main Menu - Interfaces - Layer 2 Trunks

Sortzd by: Node, Interface.

ELayer 2 Trunk (M1 ccess) Ports Report

Clenc =
Node =
Speed =

Nodzname Filter String: [
Interface Name Filter String [

Intesface IP Address OR Desaiption Filter String:

‘SHOV VLAN INFO  VIEV CDP PEERS  VIEW LLDP PEERS

Hode Graphs Interface (index) wAc IP Address / Subnet Mask  Speed  Monitored Flag It Gonfig Desoription Operacmin Status. Since
© demo64-binary.onenms com +  wacsemopy 080027858900 192.168.1.108 /255.255.2550 1Gbps Y Eventlog  eth0 ue 230312014 224813
9 gemo-5a-siave.one-nms.com & DB0027EBSF14 192,168,110 12552552850 1Gbps ¥ Evertlog  ethd e 270512014 08:21:10
© demo-54.0ne-nms.com & DB2E5FB313FS 192.188.1.101 50 100 Mops ¥ Eventlog  =ih0 w 21ne2014 223502
52.168.1.10
© coigmaz2 & 080027E7047F 192.188.1.102. 1Gbps  VYEventlog  eth0 w 1410812015 20.55:04
© cnigma.64-binarynetsas com au + 16ops  YEwentlog et ue 1210112014 13:48:24
© cnigma 6564 binany-vmw.netsas coim.au &7 182.180.1.112 1Gtps  YEventleg  =ih0 w 271172012 20:08:52
© cnigma 65 84 binarynetsas.com.au & 080027E88738 182 188.1.112 1Gops  YEventleg  et0 w 1200412014 12:26:20
9 enigma 5564 netsas. com.au & 0D0C29EB0AST 192.168.1.40 1 10Gops ¥ Eventlog  eth0 e 9057201 07:25:50
© cnigma-thel-64.64 netsas. com au + 0300273BDAES 192.188.1.114/ 255, 1Gtps  YEventleg  =th0 w 130412014 1457:38
O Lab_routernetzas.com.au #  FastEtherneto (4 ooossEss0E3D. 100 Mops ¥ Eventlog  FastEthemeto e 90672015 130830
© Lab_rovternetsas.com.au # VLANS yaCs FastEthemetn.  (10) 0008BE30E3D. 152 168.1.2: 100 Mops ¥ Eventlog  FastEthemeto.1 w 200372014 22:12:60
05125
9 Lab_switch * s FastEthernet0/1 (10001) 100 Mbps Y Eventlog  ADSL Router ue
© Lab_switch & FastEtemet0r11 (10077) 100 Mps ¥ Eventlog  TWL2E0 NTUA w
© Lab_switeh & FastEthemet0r2 (10007) 100 Mops ¥ Eventlog  Canon Frinter e 1610512014 18:28:53
© Lab_Switch & FastEthemet0/21 (10021) 100 Mops ¥ Eventlog  bunk o LWAP Switch w 270202014 13:48:90
© Lab_switeh & FastEthemet0r23 (10023) 100 Mbps ¥ Eventlog  Trukto roadside_box Cisco IE3000 e 1710812014 08:48:38
 Lab_switch & FastEthemet0r2a (10024 100 Mops ¥ Eventlog  Trunk to Gisoo Router e 200302014 2211321
O Lab_Switch & FastEthernel0’3 (1003 100 Mops ¥ Eventlog  ONEHNMS 82 SSD w 0812014 14:20:42
O Lab_switeh & FastEtemet0/s (10005) 100 Msps ¥ Eventlog  Enigmaun e 2810212014 18:39:25
 Lab_Switch & FastEthernet0!s (10005) 100 Mops ¥ Eventlog  LabLspiop e 1610812014 17:08:38

Enigma NMS - version 5.1.0

Copyright 2020 Netsas Pty Ltd.

Page 58 of 205



Enigma NMS User Guide

6.10 Layer 3 (Configured IP Address Info) Interfaces

All layer 3 interfaces can be accessed via Main Menu - Interfaces - Layer 3 Interfaces

(& Layer 3 Ports Report
Ciient: — Al Glients —
Node
Spesa:

Nodename Filter String: f

[ERJEN|EN

Intesface Name Filter String: I

Interface IP Address OR Description Filter String:

SHOW VLAN INFO  VIEVY CDP PEERS  VIEVY LLDF PEERS.

Sart=d by: Node, Interface

Hode Graphs Interface (iindex] mac IF Address { Subnet Mask Speed  Monitored Flag Int Config Description

 canonmep 4+ Fasteternet () 001EBFOB48A2 192.168.1.45 / 285.268.2560 100 Mbps N FastEthemet

® demo-84-binary.one-nms.com +  wczemo 080027858900 192.168.1.108 /25252550 1Gbps  YEventlog  etnd

® demo-s4-binaryone-nms.com lo (1) 127.0.0.1 /255000 10 Mbps N o

® demo-52-slave.one-nms com #  vians macs etho ) 0800276BSF14 192.188.1.110 /2582562850 1 Gbps Y Eventlog  ethd

© demo-84-s1ave one-nms com 1o (1) 127.0.0.1/ 256000 10Meps N o

© uemo-64.one-nms.com # vians pacs emo 2 082E8F8313F8 1921881101/ 2662862650 100 Mbps ¥ Eventlog  etn0
182.188.1.100 1 266.266.285.0

© demo-54.one-nms.com lo (1) 127.0.0.1/ 255000 10 Mbps N o

O enigma-32 & VLANS MACS ethd (2) 080027E7047F 192.168.1.102/ 2852552550 1 Gbps Y Eventlog  ethd

O enigma-32 Io (1) 127.0.0.1/ 255000 10 Mbps N [

® cnigma-64 binarynetsas.com.au +  vansmecs emo 030027AFSASE 192.168.1.104 /2052552550 1Gbps  YEwvenilog  etn0

® cnigma-64 binarynetsas.com.au o (1) 127.0.0.1/ 256000 10Meps N o

® cnigma 6564 binary-vmw netsas.coimau ¥ MACs et ) 000C29525187 192.188.1.113 /2682562850 1 Gbps  YEventlog  ethd

® cnigma-65-64-binary-vmw.netsas.coim.au o (1) 127.00.1/200000 10Mops N o

O enig com.au # vians wacs eth0 2) 030027ESB726 182.168.1.112/25256.2860 1Gbps  YEvenilog  ethd

' enigma 65 64 binary netsas.com.au lo (1) 127.0.0.1/256.000 10 Mops N [

9 enigma-65-64.netsas.com.au # vians wacs eth (7) ODOCZSEBDAST 1S2.188.1.40 /255.255.2550 10 Gbps YEwentlog  eth0

' enigma-65-64.netsas com.au o (1) 127.00.1/255000 10Mbps N o

® cnigma rhel 64 64.netsas com.au +  vianswacsetho @ 0800273BDAES 192.188.1.114 /2552552550 1 Gbps ¥ Eventlog  ethd

Various filters allow view customization.

OperiAdmin Status Since

dormant 31022014 18:47:25
up 23022014 22:48:13
up 230022014 22:48:13
up 271052014 08:21:10
up 271052014 08:21:10
up 21082014 22:35:02
up 211082014 22:35:02
up 120812014 20:55:04
up 120812014 20:55:04
up 1200112014 13:48:24
up 120112014 13:48:24
up 3011172012 20:05:53
up 2011172012 20:05:53
up 130412014 13:24:29
up 130412014 13:24:29
up S/05/2014 07:25:55.

up 9/05/2014 07:25:58.

up 130412012 12:57:39

6.11 CDP Interfaces

Main Menu - Interfaces > CDP Interfaces

This report shows all interfaces with visible CDP peers.

£ Ports with CDP Peers Report
Client: — All Clients — =
Node: — Al
Speed: — Any Spesd — E|

Nodename Filter String: [

Interface Name Filter String; [

Interface IP Address OR Desoription Filter String: [
Refresh
SHOW VLAN INFO VIEW COP PEERS VIEW LLDP PEERS

Sorted by Node, Interface
Hode Graphs Interface (lfindex) MAC
VLANS MACs FastEthernet0.1 (10)

IP Address / Subnet Mask Speed  Monitored Flag Int Config Deseription
© Lab_router netsas com sy # 182.168.1.254 / 265.255.265.0 100 Mbps ¥ Eventlog  FestEthemet0.1

10.5.1.254 / 255.255.255.0

© Lab_switch " VLANS MACs FastEthernet0i21 {10021)  0D014AB0CFS17 100 Mbps ¥ Eventlog  trunk to LWAP Switch

© Lab_switch # WLANS MACs FastEthernet/23 (10023)  0014AB0CFS19 100 Mops ¥ Eventleg  Trunk to resdside_tox Cisco IE2000
O Lab_switch # VLANS MACs FastEthernet0/24 (10024)  0014AB0CFS1A 100 Mbps Y Event Log Trunk to Cisco Router

O 1ab_switch_twapp # VLANS MACs FastEthernet0i23 (10023)  001508CBS21% 100 Mbps ¥ Eventlog  FastEthematd/23

© roadside_box o WLANS MACs GigabitEthernet!/1 (10101) 00211C20F881 100 Mbps ¥ Eventleg  GigsbitEthernettil

Oper/Admin Status Since

up 20022014 22:12:40
up 27/02/2014 13:48:40
up 17/06/2014 08:45:39
up 20/02/2014 22:13:21
up 27022014 13:44:38
up 17/08/2014 08:45:35

6.12 LLDP Interfaces

Main Menu = Interfaces = LLDP Interfaces

This report shows all interfaces with visible LLDP peers.
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i« & Ports with LLDP Peers Report
Client: — Al Clients — [=]
Node: — All Nodes — [+
Speed: — Any Speed — B

Modename Filter String: [

Interface Mame Filter String: [

Interface IP Address OR Deswiption Filter String: |

SHOW VLAN INFO VIEW COP PEERS VIEW LLDP PEERS

Node Graphs Interface (Hindex) MAC IP Address / Subnet Mask Speed Flag Int Config De iptie Oper/Admin Status Since
O Lab_Switch # VLANS MACs FastEthernet0/21 (10021) 0014AS0CFE17 100 Mbps Y Event Log trunk to LWAP Switch up 27/02/2014 12:48:40
L] Lab_Switch P WLANS MACs FastEthernet0/23 (100223) 0014AB0CFE18 100 Mbps ¥ Event Log Trunk to readside_box Cisco IE3000 UP 17/06/2014 08:45:29

6.13 IP Routes

Main Menu - Nodes - IP Routes
This report will show you all IP Routes available in the network,

Set of filters allows you to customize your report

1P Routing Report
Found Total 72 IP Routes
Found 28 UNIQUE IP Routes

CLIENT: | — All Clignts — [+
NODE: | — All Nodes — [~
or Nodename Search Pattern] Tisk for Negative Searchl |
SITE: | — ALL SITES — [=]
IP ROUTE /MASI: | — ALL IP ROUTES — [~
or IP Route Search Pattern: use * as wildcard - Tick for Hegative.
or Next Hop IF Address Search Fatter: use * as wildeard Tick for Hegative Search|_|
Showing upto: | 500 E Routes
Hode: 1P Route Mask Interface Hext Hop Tpe Protocol  Age Updated
& canonmrP {IP: 192.188.1.45) 0000 0000 2 19216841 @ Breageom indirect(4) local(2) o 3140372014 17:10:08
169.25400 25625600 2 0000 dieot(t) boa® 0 3110872014 17:10:08
19218810 2552852550 2 0000 diecty)  beal® 0 VM 17:10:03
1821881220 2852882850 3 0000 drecf mosiz) 0 02014 17:10:08
© emo-84-binaryone-nms.com (IF: 182.168.1.108) 00.00 0000 &th0 (2) 18216311 '@ Brosdoom indirect(4) localf) O 1170412014 08:03:49
169.25400 25525500  ethd (2 0000 diecty) beal) 0 1170412014 08:03:49
19216810 2652562550  ethd (2) 0000 dieot(t) boa® 0 11/0412014 06:03:48
© demo-62slave.one-nms.com (IF: 192.168.1.110) 00.00 0.000 ethd (2) 152.1681.1 ' Brosseom indirect(4) local?) O 2210872014 08:05:42
169.25400 25525500 et (2) 2000 grcty) bea@ 0 2210872014 0:05:42
19216810 2652562550  ethd (2) 0000 dieot(t) boa® 0 2210872014 08:05:42
© demo-62.0ne-nms.com (IF: 182.168.1.100) 00.00 0000 &th0 (2) 18216311 O Brosdoom indirect(4) localf) O 2200872014 02:08:27
169.25400 25525500  eth0 () 0000 diecty)  beal® 0 2200872014 02:08:27
18218810 2852852550  ethd (2) 0000 drecf mosiz) 0 2200872014 08:08:27
© cnigma-32 (F: 152.168.1.102) 00.00 0000 &th0 (2) 18216311 '@ Brosdoom indirect(4) localf) O 2200872014 02:05:55
169.25400 25525500  ethd (2 0000 diecty) beal) 0 2200872014 02:05:55

6.14 IP Multicasts

Main Menu > Nodes - IP Multicast Routing Info
This report will show you all IP Multicast Routes available in the network along with multicast destinations, sources, RP

and other relevant data.
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IP Multicast Routes and RP: Found 76 Multicast Routes

CLENT: [ — ALL CLENTS — ~|
NODE/RP: [ — AlL NODES — H
Wiew Option: | Detailed v |
Multicast IP Address Search Filter l—

Refresh I
iF MUiﬂIcaa ﬁoute gource ﬁpaream No‘ae Frotoco' m Facieg Eoute Fresent §‘mce ‘upaatea at 'ﬁode lnteﬂace

224.0.1.40 0.000 10.191.255.245 8 [} 0 10:07:06 13/01/2008 15:45:10 13/03/2009 Router (IF:192.168.1.254 NiA
224.16.32.1 0000 10.191.255.245 8 1 1 10:07:06 13/01/2002 15:45:10 13/03/2009 Router (Ip-192.162.1.254 NiA
224.3.0.145 0.000 10.191.255.245 8 il 1 21:27:23 13/09/2008 15:45:10 13/03/2009 Router (IF:192.168.1 254 NIA
224.3.0.145 10.163.2.10 0000 8 155121 155121 21:27:23 13/09/2002 15:45:10 13/03/2009 Router (ip:192.168.1.254 NiA
224.3.0.146 0000 10.191.255.245 8 4 1 21:27:23 13/09/2008 15:45:10 13/03/2009 Router (IF:192.168.1.254 NiA
224.3.0.146 10.163.2.10 0.00.0 8 155804 155804 21:27:23 13/09/2008 15:45:10 13/03/2009 Router (IF:192.162.1.254 NiA
224.3.0.182 0.000 10.191.255.245 8 1 1 10:40:32 24/09/2008 15:45:10 13/03/2009 Router (IP:192 168 .1 254 NiA
224.3.0.182 10.163.2.13 0.000 8 146669 146669 10:40:32 24/M09/2002 15:45:10 13/03/2009 Router (IF:192.162.1.254 Nif
224.3.052 0.000 10.191.255.245 8 u} 0 12:44:48 13/03/2008 12:44:48 13/03/2009 Router (Ip:192.168.1.254 NiA
224.3.052 10.163.2.10 0000 8 2344 2344 12:44:48 13/03/2009 12:44:42 13/03/2009 Router (IF:192.168.1.254 Nif
224.3.053 0000 10.191.255.245 8 o 0 12:44:48 13/03/2008 12:44:48 13/03/2009 Router (IP:192 168 .1 254 NiA
224.3.053 10.163.2.13 0.000 8 234 2341 12:44:48 13/03/2009 12:44:42 13/03/2009 Router (IF:192.168.1.254 NiA
224.3.054 0000 10.191.255.245 8 ) 0 12:44:48 13/03/2009 12:44:48 13/03/2009 Router (Ip:192.168.1.254 NiA
224.3.054 10.163.2.12 0.000 8 23498 2348 12:44:48 13/03/2009 12:44:42 13/03/2009 Router (IF:192.162.1.254 NiA
224.3.055 0.000 10.191.255.245 8 [} 0 10:49:47 13/03/2008 10:49:47 13/03/2009 Router (IP:192 168 1,254 NiA
224.3.0.55 10.163.2.10 0.000 8 1661 1661 10:49:47 13/03/2009 10:49:47 13/03/2009 Router (IF:192.168.1.254 Nif
224.3.0.56 0000 10.191.255.245 8 u} 0 12:44:48 13/03/2008 12:44:48 13/03/2009 Router (Ip:192.168.1.254 NiA
224.3.0.56 10.163.2.11 0000 8 2348 2348 12:44:48 13/03/2009 12:44:42 13/03/2009 Router (IF-192.168.1.254 Nif
224.3.057 0000 10.191.255.245 8 u} 0 12:44:48 13/03/2008 12:44:48 13/03/2009 Router (IP:192 1681 254 NiA
224.3.057 10.163.2.13 0.000 8 2346 2346 12:44:48 13/03/2009 12:44:42 13/03/2009 Router (IF:192.168.1.254 Nif
224.3.058 0000 10.191.255.245 8 u} 0 12:44:48 13/03/2009 12:44:48 13/03/2009 Router (IF:192.168.1.254 NiA

6.15 Multiple Nodes Modification and Deletion

Sometimes there is a need to modify attributes of multiple nodes, e.g. re-assign SLA Cover, SNMP RO String, Client etc,
or decommission multiple nodes.

You can do it with ease in Enigma NMS

Firstly you need to use “Find Node” function, in order to find the subset of nodes, which you need to modify or delete
(decommission).

Links for multiple node decommissioning and modification are visible in the resulting screen of the search function.
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Click on “Modify Multiple Nodes” or “Delete Multiple Nodes” links at the top of the form.

For modification, you need to select the attribute you are changing and after page reloads, select the new value, select
the nodes by ticking the check-boxes on the left and click on the button to complete the change.

“Modify Multiple Nodes”

NODES Table Search Results: {Returned 5 records)

A piease select the Node Attribute, which you wauld like to Madify for Multiple Nodes
Please make sure that this is what you want to doll

Select the Attribute Name:  [She B

Ste: [Demo Office. Demo Client =1
WARNING: if you proceed further, Selected value for Above Atribute will be applied to following selected
nodes
W you make a mistake, Multiple Noda records will be affected, passibly with serious consequences
You actions will be recorded, PLEASE VALIDATE!

9~ MODIFY ow |

Vondor Type WODEL STA T Bescription 108 Ver 108 Image | Configs Status | Sysbwscripion | SysLocaton " Woniored

Systame 3

# ¥ canonre CANONMFP 192.168.1.45 B Rouer SNMPL2- unassigned AUTO Mo Cartigs perationsl Canon MFA360-4390
SMienterpises 160247 [ Bam-Spm DISCOVERED 5 3
MonFr)  HOSTFOR i *
CLEN
2 F snismsameaemconsy enigma 1921601100 A & sener NETSNP- unassigned Enigms Engine - Mo Cortis Oparational Linux enigma- Unknown (edit
nms.netsas.com.au 8 MIB:nelSnmaAgentODs 10 (Bam - Spm  Mandatory Syst nms netsas comay  fetc/snmp
Man-Fr) it U 2618194.65# S /snmpdcon), Contact
s Root (configure
fetc/snmp.
fsnmp local conf)
#' F LAB.SERVER -Down since 001301 24102010 LAB-SERVER 192.168.1.124 & serer SNMP2- unassigned AUTO o cortios Oparational Hardware: 585 Famiy v
SMientopises 31111311 Bam-Spm DISCOVERED Windows [ oo o & Model 15 Stepping
Monfi)  HOSTFOR T 11 ATIAT
CLEN
# P 1ab switch lab_switch 192968070 Gk @ Switch catalysIEHOUTS unassigned AUTO 122(80)SE1 C3560- Mo Conties Operational Cisco [0S Satware,
(Bam - Spm DISCOVERED IPSERVICESKI-M C3560 Software
Monfi)  HOSTFOR (C3660-PSERVIC
CLEN
#' I Linksys ADSL Router Linksys ADSL_Router 192.166.1.1 @ Sever NET-SNMP- unassigned  AUTO o Contigs Operational Wireless-G ADSL  unknown, Contact
MIB::natSnmpAgentOiDs 10 Bam - 5pm  DISCOVERED Home Gateway unknown
MonFr)  HOSTFOR ol iyt
CLEN

Please note that your actions are being recorded by the system and any changes you make will be visible in the node
modification history.
“‘Delete Multiple Nodes”

MNODES Table Search Results: (Returned 4 records)

4 WARNING: You are about to Decommissaned Multiple Nodes
Please make sure that this is what you want to dolll

Once dolotad they tll con be accessed via functions far Nodes
& e iy P o 67 Risgmon o aros act i I
ETE |
"TIeR AT NAWE Syelame " Vendar Type on jor 0o e Statn ezeription ocation onitore
® 1 canonmer CcanONMEP 192.460.1.45 B Roer SP- unassignod  AUTO o ontign Operational Canon MFA360-4390 v
SMi-enterprizes 160247 (Ham-Spm CISCOVERED I3 »
MonFr)  HOSTFOR
cuen
‘eniama nms.netas, com.au 192.168.1.100 6 & Server NET-SNMP- unassigned  Enigms Engine - Mo cormgs Operationsl Linux emgms- Unknown (edit
4 MIB: notSmpAentOIDS. 10 Bam - Sgm  Mandatory Syst s netsas com au  fetc/snmpssnmpd conf)
Mon Fr) Linux RAM. 1927 Gb 261819405 S Contact. Root (confgure
retcrenenp
Jsnmp lacal cont)
% ™ LABSERVER . Down since 031001 ausasoro LAB-SERVER 142.168.1.124 & soner SNMP- unassignad  AUTO Mo cartige Operational Hardwars: ¥ Family v
SMi-enterprizes 31111311 Bam-6gm DISCOVERED  Windows Y  Model 15 Stepping
MonFr)  HOSTFOR  NT FANCALES 0k 1 ATAT
cuen
K b switeh Tab_sweitch 192168070 ik @ Switch calsha136EI24TS nassigned  AUTO 12260)SE1 CasEo- e corig Operationsl Cisco 10 Softwara, v
(Bam - Spm - 3550 Software
MonFr)  HOSTFOR (C3560.PSERVIC
cuen
1 Linkeys ADSL Router Linksys ADSL_Router 192.168.1.1 & server NET-SNMP. unassigned  AUTO o Contige Operational G ADSL unknown. Contact v
MIB: netSnmpAgentOIDs. 10 [Bam - 59m  DISCOVERED oway unknown
Monfr)  HOSTFOR  Other O
cuen
LETE

When decommissioning multiple nodes, you will need to provide SD (Service Desk) reference or the reason for your

actions.
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7/ CONFIGS (Configuration Management)

CONFIGS Function Group:

This group contains functions related to configuration management, including configuration downloads and various search
functions. Having latest configuration file is very important so normal operational functions of network are restored as
quickly as possible. Search functions are quite useful when you are tracing for configuration changes or looking for
particular configuration sample.
Enigma NMS has three configuration search features:

- Search Latest

- Search All

- Search Negative

7.1 Search Latest/All/Negative Configuration Files

Main Menu - Configs > Search Latest/All/Negative

This function allows you to search through latest configuration files, all available config files.

Negative config search allows you to find config files, which DO NOT contain certain string patterns, for example find all
nodes WITHOUT OSPF routing.
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1w £ search through the configs (Latest Versions Only)

Reset All Fields Search

Number of records: | 1000 EI

Type the search string: [

Type the additional search string: [

Megative flag for the above pattern: | Mo El
Both Patterns are on the same line: | Mg EI
Section Search: | Yes EI

All defined patterns should be present within the same section of the config

Section Search Pattern #1: [interface

Section Search Pattern #2: [de-s.cription

Section Search Pattern #3: [ip address

Secticn Search Pattern #4: |

Section Search Pattern #5:

Section Search Pattern #ES:[

Section Search Pattern #7: [

Excluded Secton Sesroh Patien|

Show matched content: | Yes

Client: | —Search through ALL-
Match Type: | Loose
Device Type: | —Search through ALL-
Model: | —Search through ALL-

Vendor: | —Search through ALL—

Modename Search Pattern: | Tick for Negative Searc:

[ | K& R[] E]

Is the Above pattern for ERT Search™: N
Select "™, if you don't know what ERT is.

Output Format: | HTML EI
A Search will return the result of 8 LOGICAL AND for all the above fields.

String patterns are mandatory.

Reset All Fields Search
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1 £ search through Latest Configs for () has returned 2 records
Current Report Url  New Config Search

Back to Search
Hame IF Addr Model Site Cfg download time Action
© Lab_routernetsas.com.au 192.168.1.254 cisco1721 DM Demo Data Cenfre Mon Jun 9 13:45:15 2014 | View Config
e Lab_Switch 192.188.1.70 catalyst358024TS DM Demo Data Centre Sun Jun 22 01:05:24 2014 I~ View Config
Back to Search

7.2 Adding Configuration File Manually & HSRP Groups

Sometimes you can't have permanent access to the network node or no access at all.

It is still beneficial to have its configuration file in the database. Also system will show all configured HSRP groups in all
network devices. This function is available via

Main Menu - Config Add (Manual) and HSRP Groups.

7.3 Configuration Download Using CISCO-CONFIG-MIB

Main Menu - Configs - Config Download SNMP-TFTP

This method simplifies configuration download from compliant Cisco devices as it does not need login credentials. It is
subject to valid SNMP RW string configured on the device with ACL, which includes Enigma NMS IP address and TFTP
traffic need to be allowed between Enigma NMS and managed node.

For all Cisco network nodes with configured SNMP RW strings, system will create these configuration records

automatically:

1 2] Nodes with SNMP Based Config Download Deme Client ENIGMA NMS
Total of 2 Modes configured for nightly config download via SMMP (2 records)

S
Node Last Download Tst Added/Moded By/At Download Activated Action
© Lab_routernetsas.com.au [IF:182.188.1.254) | 22/08/2014 00:05:01 S A st 6/08/2014 12:55:22 Y Stop P ot Config Now
© Lab_Switch (IP:192.188.1.70) |~ 22/06/2014 00:05:07 S A =t B/06/2014 12:55:32 ¥ Stop Poet Config Now
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Click on ¥ to add a new record:

% Adding New SNMP Config Download Record

VWARNING: SNMP-TFTP and CLI-Based Config Download methods are mutually exdclusive.
If it exists in the EXPECT-Based Config downloads table IT WILL BE DELETED there.

Please maks sure that you understand what yvou you are doing, If in doubt, please STOP here!!!

* Select the NODE: <
MOTE: Only production Cisco devices,

which are HOT ALREADY in the downlocaded list i
included in this selection

SNMP RO and RW Strings or SMMPw3 configuration should also be valid

* Activate Record: Y B

7.4 Config Download using CLI-based Access methods — TELNET/SSH.

Main Menu - Configs > Config Download TELNET/SSH

Devices which for some reason can't be handled by CISCO-CONFIG-MIB can still get their configuration files download
using TELNET or SSH access methods.

This method will require valid login credentials i.e. Usernames and Passwords.

Also command, which displays current running configuration is needed.

If your network devices are configured for TACACS or RADIUS, it is recommended that you create special account on

TACACS server, which is allowed to display configuration file

%/ Nodes with CLI-Based Based Config Download Demo Client ENIGMA NMS
Total of 3 Nodes configured for nightly config download via EXPECT

+ 4R
Client:  — Al Cliznts — [=]
Nods:  — All Nodes — E
Nodename Search Pattern: | Tick for Negative Searchl |
site: — =
Device Type: — =
Vendor: — 5 [=]
Model: — 5 [=]
SysObjedtiD:  — Show E
Show nades with possibly failed config downloads Only: | 1y =
Refresh
Show Credentials Lock Config
Hode Site Last Download Tst Added/Moded ByiAt Download Activated Access Method Username Command  Credentials Lock Temp Action
© Lab_Switch (1P:192.188.1.70). 1sb_switch, catalyst358024TS Demo Data Centre DM |~ 22/08/2014 01:05:24 5 A at 5/08/2014 02:05:01 ¥ telnet show running N Stop
© jab_switch_iwapp (IP:192.168.1.75), catsiy=t356024°  Demo Data Centre DM |~ 22/ 401:08:18 5 A at 28/03/2014 02:05:01 ¥ telnet show running N Stop
© roadside_box (1P192.188.1.71). ciscolEI0008TC Demo Data Centre , DM |~ 22/08/2014 01:05:48 S A at 11/02/2014 12:28:07 ¥ telnet show running N stop

Click on # to add a new record:
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(% Adding New CLI-Based Config Download Record

VWARMING: CLI-Based and SNMP_TFTP Config Download methods are mutually exclusive.
Modes defined in current download method will be excluded from the other one
PLEASE MAKE SURE THAT ¥OU KNOW WHAT YOU ARE DOING.

IF IN DOUBT DONT BE A HERO AND STOP HERE!!!

All Device Types — E|

Select Device Type:  — Show
Sel=ct Sits:

Select Viendor:
Select Model:

Sslect SysObject|D:

« Select the NODES (Multiple):
NOTE: Showing ONLY OPERATIONAL and MANAGED Rowters and Switches
VWHICH ARE NOT ALREADY IN THE DDVWNLOADED LIZT

* Enable Auto Config Download:

If set to N Config Download from this node | v [=]
will be temporarily suspended
= Access Method: | teinzt =
Username {Optional): | or | — Szlect from aleady conf ;E| If =elected takes preference!

* Exec PASSWORD: |

- Enable PASSWORD: |

Command to View Config: |sow runming
« ACTIVATE RECORD: | E|
Note: |f you set this flag to "N”, config downloads won't happen until this flag set to ¥!

= Credentials Lock: | M E|
If =&t to ¥ EMIGMA NMS won't try other known credentisls

in cas= of config download failure

It is recommended for the purpose of CLI-based config download, that you create special user account on your TACACS
or RADIUS Server, with limited number of available commands, needed to produce configuration file from all managed
network nodes. These could include “show running” or “show start” commands for Cisco devices or “display current” for
H3C etc. We recommend creating long and hard to remember usernames and passwords. There could be more than 1
set of user credentials, across the network infrastructure due variations in the authentication methods and legacy
configuration.

In order to simplify addition of multiple configuration records and at the same time complying with security requirements,
system will show available user credentials displaying only 3 letters of usernames and password, which should give you
idea, which credentials you, need to choose.

Also Enigma NMS has ability to automatically add new network nodes to configuration download module, as well as repair

existing but failed configuration download records.
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Firstly system is going to try to utilise SNMP-TFTP based method, which will apply to Cisco devices with valid SNMP
Read-Write Community string. In case of unsuccessful config download, system will test all available combinations of CLI-
based user credentials and access methods — TELNET and SSH.

The successful combination will be used to subsequent configuration download attempts. In case of consistent
configuration download failures, system will again try to test all available user credentials and access method in the
attempt to fix failing download.

This approach allows intelligent configuration management with the least human input.

If the node is not capable of config file downloads, you can excluded from configuration download system so it does not

trigger false alarm
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8 Clients

“Clients” tab groups functions related to clients, vendors, sites, situation reports, sales executives (account managers) and
services managers.

Clients are administrative domains within Enigma NMS. Example - you could have number of government departments,
with its own set of nodes, contacts sites etc. To manage all of them you will need to create a corresponding number of
clients. Multiple clients can be managed by the same or various support teams, e.g. Network Management Team A,
Network Management Team B etc.

8.1 Viewing/Adding/Searching Client Records

Client records are the second most important objects in Enigma NMS. This is where you configure client data as well as
links to various client-specific reports and configuration settings.
To get to Client specific functions please, go to Main Menu - Clients, these are

- View Client: Viewing existing single client record

- New Client: Creating new client record

- Find Client: Searching through existing client records

- All Clients: Displaying all available client records.
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Carier Services Users Dashboard Documents Modify Network Discovery Settings  Network Topology
Nodes Performance Thresholds Sites Situation Reports SHMMP Traps Syslog Vians

&2 # Client Record

" @ Client Name: Demo Client

Client Code: DEMO

SAP Code: DEMO

Service Code: DEMO
Operational Comment:

Support group: Network Management Team

— | All Sales Executives This Client Sales Executive: unknown unknown Linked Clients

— | All Service Managers This Client Service Manager: unknown unknown Linked Clients

Support Escalation Levels
HELPDESK Phone Number (BH): Pending

HELPDESK Phone Number (All Hours): Pending

‘& Authorising Officers
&'S):stem Admin
Active Client: v

Admin Client Flag: Y

aild Your Company Logo

Web Site:

. Enabled Network Discovery: ¥ — Network Discovery Settings

“Client View” contains number of action buttons, most of them are self-explanatory
“‘Documents” button will take you to Enigma NMS document management system.
This system component lets you store all relevant client documentation in one place. These could be any type of

documents: spreadsheets, word or pdf documents, visio diagrams etc
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1+ & Client Documents: pemo Client

0+ =

Current Folder: Client Root

Name Size Date
L-.J‘i-\.ﬁ.EEEt 4 KB ATM22013 20:08:18
|.-._'|2-A.Ll:lit 4 KB ATM22013 20:08:18
u.?rChaE 4 KB 17122013 20:06:18
Dmmam 4 KB ATM22013 20:08:18
Dﬁ-DEEigI'I 4 KB 1722013 20:08:18

u&Maintenanne 4 KB 17M12/2013 20:08:18
D T-Procedures 4 KB 171122013 20:08:18

|_J 8-Reports 4KB  17/12/2013 20:06:18
I 3-Projects 4KB 171202013 20:06:18

There is default directory structure, which is always present. You can create or delete new folders and upload documents

Enigma NMS has built-in automated network discovery mechanism. Network discovery is configured on per-client basis.

Click on Network Discovery Settings link.

# @ Network Discovery Configuration for Following Client

Client: | Demo Client, DENO [=]
CLIENT: Demo Client
= Al SNMP Strings DISCOVERY SNMP READ-ONLY STRINGS SCOPE: public
public_t3st
SCANHED IP SUBNETS SCOPE: 192.168.1.*
DISCOVERED IP SUBNETS SCOPE: Not defined —= All Discovered Nodes will be added to the database
Discover CONNECTED Subnets: N

Note: If setto Y ENIGMA NMS will try to discover
potentially UNROUTABLE P Subnets, generating Unnecessary Traffic

Probe IP ARP Tables: N
NHote: If set to ¥ ENIGMA NMS will probe all IP Addresses with configured SNMP RO Strings present
in IP ARP Tables of All Nodes, including its own IP ARP Entries (e.g. default-gateway)

IP Addresses or Subnets (C-Class ONLY) EXCLUDED from discovery: na
DISCOVERY NETWORK Vendors SCOPE: Mot defined —= Discovered nodes from all hardware vendors will be added to the database
AddedModified By/At: System Admin [ 20/0212014 14:48:12

#

You can limit the scope of your client network discovery by configuring Scanned IP Subnets Scope, Discovered IP
Subnets Scope, SNMP Community strings and vendors of network equipment. When network discovery is properly
configured, you are assured that only network devices which are within your administrative domain are discovered.
Otherwise you can end up with hundreds of useless node records, where “public” SNMP string is used. Also you can

exclude some IP Address range from network discovery.
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If you need to change client logo, please click on modify (pencil) icon # and click on “Modify” link in the “Icon File” field,

select your new logo and click on “Upload File” button:

- & Changing Icon File for pemo client

Current lcon File: Your Company Logo

* Please Select New Icon File to Upload: Mo file selected.

* Please Specify Destination File Name: [

Upload File

To view client-specific performance threshold configuration, please click on “Performance Thresholds” button in the Client

View.

' &2 Performance Thresholds for Client: bemo Client

Hote: following are Effective Performance Thresholds
They will be used for identifying performance exceptions and logging them into database
If you have mizzed some performance monitoring type, default thresholds will be applied

"Per-Node" Performance Thresholds will overwrite relevant (Client-wide Thresholds)
Client:| Demo Client E|

Client: Demo Client DEMO

"3
# con figure "Client-Wide" Performance Thresholds
= View Al "Clugter-Specific" Performance Thresholds

— ! 'Wiew Al "Site-Specific" Performance Thresholds
= View Al "Node-Specific" Performance Thresholds

Broadcasts Threshold: > 70 Bcast Packets
CPU Utilization % Threshold: > 50 %
Error Rate Threshold: > 10 Errors
Processor Memory Utilization Mb Threshold: > 80 %
Ping Response Time msec Threshold: > 100 msec
Utilization bps Threshold: = 30 %
flapping threshold daiby Threshold: = &
flapping threshold hourhy Threshold: = 3

8.2 Vendors

Main Menu - For Managers - Vendors
Vendors are normally clients which provide network hardware or carriage. These are normally will be properties of Node

or Carrier Services records.
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[ All Vendors
e
3 Upload NEW oui txt Network Vendors MAC Prefixes)

Vendor Description Vendor lcon Vendor Number Carriage Prowvider Wendor Search and Adjust String Vendor SHMP SysObjectiD Nodes Count

Canon N Canon 1602 1
Canon
Cisco Systems sil e N cisco ] 12
cisco
Dell L N Dell na
HP (5& N HP nia
Juniper Juniper N na
Linux a N Linux 9
Microsoft N Microsoft 2
» 4 2
NETSAS N na
e’ ,
Dptus J"o"us Y n'a
Schneider Electric S‘L“"{Sﬂ N n'z
Telstra m Y nia
Ueccm Yernnm Y nia
unassigned N 2
Vendor SNR N nia
Field Hame Explanation
Carriage Provider If ==t to Y, this wendor will appear in drop down sslections in Carrier Services Management System forms

Vendor Search and Adjust String  This string will be ws=ed for swtomatic sdjustment of Vendor field in Node reconds.
Pattern matching will be done against SysDescription, which iz acquired sutomatically via SNMP Interrogation process.
For adjustment process to work all not-empty strings in the above table should be unique

H Upload NEW oui.txt {Metwork Vendors MAC Prefixes)

Vendor number field is for future implementation only.

Enigma NMS has Network Equipment Manufacturers information for over 13,000 MAC Address prefixes loaded in its
database. If Enigma has direct access to the Internet, then every night it will try to refresh Network Equipment
Manufacturers information. If Enigma is blocked from accessing the internet, it is recommended that you do a manual

refresh at least every 6 months. For manual refresh, please use link at the bottom of above screen-shot - Refresh

oui.txt (Network Vendors MAC Prefixes)

We will need to download file called “oui.txt” from following location
http://standards.ieee.org/develop/regauth/oui/oui.txt

Save the file somewhere on your local drive which is accessible from the web browser, which you use to access Enigma
NMS.
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1] Refreshing Network Vendors MAC Prefixes
Please note: oui.txt provides mapping between MAC Address Prefix {first 8 HEX digits of MAC Address) and Metwork Equipment Vendor Name
oui.txt can be found at oui.txt Sawve Link As or Sawve Target As
If ENIGMA NMS has access to the internet it will downlcad this file
and refresh information in database automatically.
Otherwise please download this file from abowve site or find it elsewhere and use this form
to Refresh Metwork Equipment Vendor MAC Prefixes manually
* Please Select ouitxt File to Upload: Mo file selected.

* Destination File NamE:I':-_i.t.".t

Upload File

8.3 Sites

Main Menu - Clients - All Sites Summary

Site is another quite important object in Enigma NMS simply because you really need to know where your network
infrastructure is located at.

Having exact and validated site information is critical for restoration, troubleshooting, provisioning, spares etc.

Enigma NMS site configuration item has very comprehensive set of fields.

Also Site can be configured as store room locations, which are used in Spares Register, which will be described in detail

further in this manual

& client Sites

+
Client| — 5 =
Site:| - =
Site Class
Site Status [=]
Site Search Pattem String
Affacted Linked Carrier Services
Carriage Types to Include into report (Multiple]: AD
AT
Carriage Types to Exclude from lockup (Multiple):| A
| Tickto hide Sites with Excluded Carriage Typesl ]
Maximum number of records to show:| 2000 [=]
Show Linked Carriage Details: (] - Site Caniape details
Hote: Summary view when nothing selected
Google Maps Adtion: Hide L=
Shaw Sites with Currently Down Nodes Only:| [ Tick to Show Sites with Un-Acnowledged Outsges Only [
J: Mo Refresh & 10 15 20 25 30
Found and Shawing: 16 Sites
Site Code  Sita Class Site Support Street Addrass Primary Contact Secondary Contact Fax Spare Site Linked Objects
ARMO a N
ATWT  na wa N
a1z N
AT s wa . unassi gned 0000 N
A2E s wa unassigned 0000 N
BKFM N
rEKTX  a Cisco Systems 122455 CISCO Smariet fadfgdigdf Fending N
BLRE s we o unassi gned 0000 N
BoC a wa ™ 217 Edward Steet Brisbane 4000 QLD Brisbane 4000 QLD AU Pending N BEnEp &

cHOW e unassi gned 0000 N

You can also have Google Maps displayed on the same page, please set “Google Maps Action” to “show”
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Click on the site name to get to site record

2 Viewing Site

B4 e % 4 P Bao Ry T Ohosods ®iboes  Ewieewotbost  Srioo | SWEToes | Usechctriy S 0nDunnd Ste Neteoeh Discorary 3o Dosuments 4
Somtin. e Orta e
o o
Swseveecow  DoC
et Demo Chent t0EN0)
Sta Gl vt
S sagon ‘oo Sysms 12428 CISCO Smarven
M
NEARMEYS SPRING QLD €300 A
Py o Pang

S Commasenrg e A
e Comce stk ssbnan. - Weh i b1,
Wostas oy S ddme WA

S e e

i (i Son) . © i som e €
"o

pszus # 0 g e <> 1z o83 10m5s

o mul @ X Zsevw  Emeswen et - -
e wweaen 287 nosTeo 3
© g0 6430, 00805 s0m musire po0 ) %sew  wsswe unusaned  ONEAWS ansary Wecowgs  Cpeatons v oce: @
S tieroAgiO0s 10 Mamodem  Node Reco - - acemILILIME  iaemod cond) Contact Aot M) Lo Butch 10188 10
Wonfd
© gemo con oms com i gm0 B B seww P £ Sngma 13 Wocomrgr  Cpmatonsl © gemets-
S rasraA0 10 Moy Nes w4 m AN PR awmtcoe Comice Rot  necwd sarmseams o 118801
e et g yamg s ont)
© anignaz2 muiR e § Biew e Urr o o contan v Noda: ®
WS neSrmeAgeniiO 10 HOSTes 2032 e - A2 e g cont), Contacs: Rset Mecwm S b Setch 132188119
fsentigure.
:m-n—n-—m e ar w1 e - M ®
oot Caer [t Mot W et
20181540 P ——
L P e Ll i i v -

To see all available fields, please click on modify icon i
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+ & Modifying Following Site
Mandatory Tisid ans marksd with astarisk *

Click for Bulk Site Add/Edit

Pleass firsthy check that there is 3 requested client and location present in the drop-down selections
if you can’t find what you need, plesse use links below to add Client and Location and reload this form after addition
alternatively you can choose "unassigned” options and modify record later

"+ Site Client:

* Gite Mame:

* Site Code {no spaces allowsd):
Site Service Code (Optional):

* Site Owner:

¥ * Site Class:

¥ * Site Support:

* Strest Address:

¥ * Geographic location:

Primary Contact/Phone Numbser:
Secondary Contsct/Phone Mumber:
Fa:

Comment:

Access |nfoc

Power {UPS/Genaratory Infio:

* Site Commissioning date:

* Site Status:

Demo Client, DEMO [=]
[Briztane Data Centre
[BDC
[soc
Dema Glient, DEMO [=]
unassigned EI
unassigned EI

[31? Edward Street Brishane 4000 QLD

[

Brishane, Quesnsland, 403 EI
[
[Pending

[

oow-0-00  Allowed DATE formats are Y-MM-DD, Y Y Y Y-MM-DD Y Y MMDD

Faollowing fields below are Optional

" Select Site Contact:
|5 it 3 Spares Storage Room:

Secondary Site Contscts {Multiple):

Active EI
unknown, DEMO EI
N (=]
Billy Smith - SRT -
GoldCoast User - GC

Guest Account - DEMO

John Smith - GC

System Admin - DEMO

wnknown unknown - DEMO -

Most of Enigma NMS reporting functions have site as a selectable filter.

Enigma NMS has ability to modify attributes for multiple site, this could be useful when importing/updating site information

from external document source, e.g. Excel spreadsheets/

This function is available via Click for Bulk Site Edit
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& Adding or Modifying Multiple Site Records

Use Following Field When adding or modifying MULTIFLE Sites

Please be careful as your actions will affect MULTIPLE records

One Site per line. see lines below for allowed figld formats

Please make sure that lines are defimited by "TAB" and thers should be AT LEAST TWO COLUMNS
Also plesse note, in order to prevent possible damage to production dats,

onhy valees in your input, which are COMPATIBLE with destination field type will be processad
“ou may have to normalize the data, so it's compliant with selected figd type

Please note: Site Code should be AT LEAST 3 Chars long and should have no white spaces
Please select the Site Fiel for the second column:

VALIDATE SELECTED FIELD!!

GE MULTIFLE SITE RECK

| _ Plazzz Sel=ct Site Figld for | o |

— Please Select Site Fiel for the second column —
Site Name (Type: WVARCHAR)

Basikding Mame (Type: "WARCHAR")

Street Adress (Typs: "VARCHAR")

Geographical Location (Type: WVARCHAR™)

Primary Contact (Type: VARCHAR™)

Fax (Typs: "VARCHAR")

Comment (Type: VARCHAR")
Access Info (Type: "VARCHAR™)
Power/UPS Info (Type: WVARCHAR)
Linked Modename (Type: "VARCHAR™)
SME_COCE_ L  wvalue_4

* SELECT Site Owner | — Fleass chooss one — [=]
* BELECT Site User | — Flease choose one — [=]

Following are fields, which can be selected for bulk edition:

8.4 Clusters

Main Menu - Clients = All Clusters
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Enigma NMS has many different ways to group various objects.
Cluster is very powerful grouping tool, which allows you to create custom groups for Sites, Nodes, Interfaces, Running
Process, Applications and Users.

Once configured Clusters can be used as filtering options in Performance Dashboard and Top Stats as well as group to

Z Al Clusters
s x

Cluser Ooseription Cluntr Code Crart Linked s Linked Hoden [ Cinked Processen

+ 7%
7 Kaery Chustr e Dams Cloet - © 152.968..0 1470 0300NEALD 08T om0

.
7 “Romcwstwes T Dano Cieer

paw—"
# CSNRTESTChamc  Swwst  DamoChw Extemat s

-,
#  secunny eam ntetaces ST Dang i
# st Business Seoien 725 Rano Qe

-

- s  Eatenat e

Click on Cluster Name to view single cluster properties:

& Single Cluster
= _All Clusters %27 Thresholds

=S % FR

Cluster Description: ~ Test Business Service
Cluster Code: TBS
Client: Demo Client
Linkad Sites: nz
Linked Nodes: 9 demo-64-slave one-nms. com (152 1631 110) ONE-NKS Mandstory No_

2 demo-64. one-nms.com (197 153.1.100) Enkama NS Wandsion

© enigma-32 (192 165.1.102) AUTO DISCOVERED HOST..

® cnigma-64-binary.netsas.com.au (132 164.1.104) AUTO CISCOVERED HOST on 20131208 (SN1T)

¥ Lab router.netsas.com.au (152 1551 254) AUTO DISCOVERED HOST on 20131208 [(SNME)
0 Lab Switch (137 163 1 70, ONE-NMS Leh Sl Clacndssd

O yC-Laptop-iT-To (152 1851152 MC-Lamim

© netsas com.au (173 250 7822 Metsas Web Ske

Linked Interfzces:  STEST-YQFLBAIASHT (192165.1.115) - = AMD PCHET Family PCI| Ethernet Adapter 100 Mbps, Oper Status: up |F: 152, 168.1.115
Linked Processes:  grond ) demo-B4-slave.one-nms.com {152 165.1.110) ONE-NIS Mandzion No_

crond ) demo-B4.one-nms.com (152 165.1.100) Enigma NS Mandsior,

crond © enigma-32 (192 1651 10%) AUTO DISCOVERED HOST

crond 0erlii_:&l:linal’_!j:.rie‘ts-as.lbi:lﬂ'l.au {192 168.1_104) AUTD DISCOVERED HOST on 20131208 [SNMWF)

mysqgld  demo-64-slave.one-nms.com {152 168.1.110) ONE-NIMS Mandsiory Mo

mysqld Ueni 192,168,118 AUTO DISCOVERED HOST._

mysqgld ueniMbimr_‘[.m‘tsas.m.au {192 1681104} AUTD DISCOVERED HOST on 20131208 [SNMFY

wininitexe O MC-Laptop-i7-To (192 1651152 MC-Lamo

Linked Applications:  FTp FTP Sener 11 O MC-Laptop-iT-To (152 165 1.157) MC-Laion
Web Page - httpoiinetsas com.auwhomel O netsas.com.au (173 254 TE.27) Mstsas e She
SEL Catatiase Sener 3305 ® cnigma-64-binary.netsas.com.au (152 163 1 104) AUTO DISCOVERED HOST on 20131209 [SNWS)
Linked People: & s aomin DEMO
Status: up

Status Changed at:  never

AddediModed by/at: &4/ ZWORIEI41505:29

To modify cluster click on “Pv
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i & Single Cluster
= ANl Clusters  “2F Thresholds

+ & R
Cluster Description: FE Test Business Service
Cluster Code: TES
Client: Demo Client
Linked Sites: &
na
Linked Nodes: #

© demo-64-slave.one-nms.com [192.168.1.110) ONE-NMS Mandsiory No..
© demo-64.one-nms.com {152 168.1.100) Enbkgema MIMS kandshory
© enigma-32 (152 1831107, AUTO CISCOVERED HOST

.enimhin&r_{. netsas.com.aw (132 165.1.104) AUTO DISCOVERED HOST an 20131209 (MM}
O Lab router.netsas.com.au (192 1681 254) AUTO DISCOVERED HOST on HH31X08 (SN}

o Lab Switeh (192 168 1.70) ONE-NMS Lan Swikch Cl5c03560

& yCLaptop-iT-To (121851152 MC-Laoi

© netsas.com.au (173254 T8.27) Metsas Web She

Linked Intarfaces: 4
) TEST-YQFLBSAS0T (152 1851 15) - ) AMD PCNET Family PCI Ethernet Adapter 100 Mbps, Oper Status: up |F: 192.188.1.115

Linksd Processes: f

crond © demo-64-slave.one-nms.com [192.168.1.110) ONE-MMS Mandsiory Mo

crond & demo-64. one-nms.com (152 165.1.100) Enkyma NS Wandsior;

crond am—:ﬂ (192 1681102} AUTO DISCOVERED HOST.

crond .eniwbimr}mﬁas.m.au {192 168.1.104) AUTO DISCOVERED HOST on 20131208 (SMMP)
mysqld O demo-B4-slave.one-nms.com (1502 168 1.110) ONE-MKS Mandsiory Mo

mysqgld ﬁ‘w [192.168.1.102) AUTO DISCOVERED HOST..

mysqld .eniMbimr_‘[.m‘tsas.m.au [192.168.1.104) AUTO DISCOVERED HOST on 20131208 (SMMP)

wininitexe & WC Laptop-i7-To (192 1851157 MC-Lamog

Linked Applications: &

FTP FTE Saner 21 .HC—LamntiT—Tn [192.168.1.152) MC-Lm000

Web Page - hitpuiinetsas.com.au/homel O netsas.com.au [173 254 TE.27) Metsas el She

My30RL MyS0L Datatese Saner 3306 .eniMhinar_wi.neisas.m.au [192 168.1.104) AUTO DISCOVERED HOST on 20131209 [SMMP)
Linked People: &

&3 aamin DEMO
Status: up
Status Changed at:  never

Added/Moded by/iat: 54 [ 23022014 15:05:29

Click on “#™ within particular object area e.g. Linked Nodes:

Linked Modes: © demo-64-slave.one-nms.com (152 1551 110) ONE-NAS Wiandstor No_
© demo-£4.one-nme.com (192 168.1.100) Enlgma MKS Mandston..

© gnigma-32 (192 1651102 AUTO DISCOVERED HOST.

® cnigma-64-binary.netsas.com.au {152 153.1.104) AUTO DISCOVERED S0ST on 2131208 [SNKE)
© Lab_router.netsas.com.au (192 168 1.254) AUTO DISCOVERED HOST on 20131209 [SMMP)

O Lab Switch (182 168 170) ONE-NME Lz Swien Cricassn

@ WC-Laptop-if-To (192 165.1.152) MC-Lapion

© netsas.com.au (173 254 78.22) Netsas Wed She

d X N XX NNXNX

Use “#” to add more nodes or “%” to remove node from cluster.

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 79 of 205



Enigma NMS User Guide

For cluster thresholds click on “=” Thresholds link:

Ik N
= Cluster-5Specific Peformance Thresholds
Test Business Service TES

Please note: thresholds should be INTEGERS ONLY

Meonitoring Type Configurable Threshold Default Threshold
D Brosdcasts Threshold: = (70 Broast Packets ™

D CPU Utilzation % Thresheld: = (70 % Ta

I:l Discarded FPackets Threshold: = |'3_ Diiscards ]

Error Rate Threshold: = [10 Emors ]

D Processor Memony Utilization Mb - Thresheld: > (30 % &0

D Ping Responss Time mesc Threshold: > [0 msec 00

D Queuws Drops Threshald: > [a QDrops ]

D Q05 Class Dropped Packets Threshol: = |'-3_-T.1:-E- Class Dropped Packets @

I:l QoS Class Post Policy Utilzation Threshold: = (20 % =0
Temperaturs Threshold: > [0 Degrees © 5]
(7] utitzation bps Threshold: = (@0 % -]
[T wtiization pps Thresheld: > (100000000 packets per second 100000000

8.5 Situation Reports

Main Menu - For Managers - Situation Reports

Enigma NMS auto-generates Situation Reports every morning which provides a summary of network availability,

performance exceptions and other critical network events, which have occurred within 24 hour period (7am - 7am). Itis a

management information tool for the purpose of performing a simple network health check each morning.

System saves generated situation report in its own database.

Situation reports have set of their own configuration parameters.

= ANl Clients with enabled Situation Report

&+ & R
Client Name Client Code Action
Demo Client DEMO Recipients Sawved Situation Reports View Configuration
Gold Coast GC Recipients Sawved Situation Reports View Configuration

Situation report can be sent to other stakeholders, people who are not directly involved in operational network support,

these could include particular client service manager or client own network manager. Situation reports are sent to Support
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workgroup manager (see Client Record) and on-call engineer and team members who are configured to receive

notifications.
To configure situation report recipients, click on Recipient link in the above screenshot.

To configure what events are included into Situation Report, please click on “View Configuration” link.

= ANl Clients with enabled Situation Report

&+ & R
Client Name Client Code Action
Demo Client DEMO Recipients Sawved Situation Reports View Configuration
Gold Coast GC Recipients Sawved Situation Reports View Configuration

Set of situation report threshold is needed to filter out new network exceptions from existing and known “noise”.

To view saved situation reports, please click on “Saved SitReps” link.

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 81 of 205



Enigma NMS User Guide

£ view Situation Report for Client: cems Client ([DEMO)
Generated on 22/08/2014 08:00:02 {Sun)

To: supporti@netsas. com.au

From: supporti@netsas. com.au

Rephy-to: supporti@netsas. com.au

Subject: DEMO CLIENT Situation Report (ALARMS PRESENT, CONFIGS CHANGED WARNING, REBOOT WARNING) for (Sun Jun 22 08:00:02 2014)

This report provides detsils on network availsbility and
utilisation owver the preceding 24 hour peried {Tam - Tam). Itis a
management information tool for the purpose of performing

3 simple network heslth check each morning.

Maote: The availsbility dsta is based on & min poliing intervals
by EMIGMA Network Mansgement Server.

The outages from a client’s perspective could be slighthy
shaorter {up to Smin} than those displayed.

DatesiTime displayed in this Report is Australian Eastern Standard Time (AEST)

MO |SDN Backup Calls Found During the Reported Period
For ISDN Report, please click on the following
hittp:/ 192, 168. 1. 100/ cgi-bin/protected'manage _isdn.cgifaction=view_logPost_id=2

Following AVAILABILITY OUTAGES were registered in the past 24 Hrs.

Faor the online Outages Report, please click on the following
hittp:// 192, 168. 1. 10/ cgi-bin/protectediavail_report_db.cgi?cst_id=2

—> Qutages for Nodes with SLA: Premium (24:x7) (24 x T)
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9 Users

Main Menu —> Clients —> Users
This section contains links relevant for user and workgroup management.
Functions include:

- My Account

- User Groups

- AllUsers

- New User

- Find User

Enigma NMS is user based role system. Access to Enigma NMS features and functions depends on user attributes
including client and workgroup membership.
System can hold records for

- Actual system users — people who access system GUI and perform various configuration and reporting tasks.

- Client contacts, which are used as attributes for other object types, such as Hosts, Clients, Sites etc.
While number of system users can be limited to Network Management Centre staff, there could be hundreds of client and
vendor contacts.

Now we discuss user attributes, which are shown in the following screenshot:
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L System Admin peEmo)
+ 5
First Name: System
Last Mame: Admin
Title:
Pasiticn: System Admin - Vendor Use Cnly

- .
Lomment: o ctem Admin Account — Vendor Use Only, Should never be deleted or modified

Client: Demo Client
Web Login: admin
Pheone: Pending
Maobile: unknown
Fax: wnknown
Email: unknown
Pager: unknown

‘Workgroup: MNetwork Management Team (NMT)

Site: Demo Data Centre (Client: DEMO}

Authorising Officer: Y
Financial Authority: Y
Web User: Y
Authentication Type: Local
Motifications Recipient: N
Escalation Level: N/A
Shared Account: N

Menu Style: 1

+ 4

There are two contact attributes, which determine that user is allowed to access system GUI, which are: “User ID” and
“Web User” flag.
If it is set to “Y” and User ID is not empty, you will be prompted for password on the next page, which will be used for
system access via the web browser.
“Authorizing officer” flag has dual meaning:

- For system user, who accesses it via GUI, if the flag is set to “Y”, then the user will have addition, modification and

deletion privileges. If set to “N”, the user will be able only to view objects attributes.
- For non-system user, this is purely informational flag.

“Notification recipient” flag controls who are going to get emails generated by the system.
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“Shared Account” flag controls password change for shared accounts, which can be changed by workgroup manager
only.

9.1 User Groups

This link will take you to workgroup management.

2] All Workgroups

Workgroup Hame Code Email Admin Flag Manager ‘On-Call Email25M5 SM5 Mobile Members

Admin Work Group Admin hd No Members

Gold Coast Local Workgroup GCLW N GoldCoast User Client:GC Mo Members

MC Test Workgroup McTw M unknown unknown Client:DEMG System Admin Client: DEMO 1 Members

Network Management Team  NMT A System Admin Client.DEMO Guest Account Client.DEMO 3 Members

Unassigned unassigned M unknown unknown Client:DEMO 2 Members
+ New Workgroup

Click on Workgroup name:

E Wnrkgrnup: Network Management Team [NMT]

S + &
Workgroup Name: Network Management Team
Workgroup Code: NMT All Clients for NMT

Workgroup Mgr:  System Admin
Admin Flag: ¥
Workgroup Email Addr:
Workgroup Email-2-5M5 Address:
Worgroup On-Call: Guest Asecount

Workgroup On-Call Mobile Number:

Flease note: Mutiple numbers could be used,

need to be separated by ™", """

If configured it will ower-write system-wide setting

Please note: 5MS Phone numbers are not configured and hence
5MS5 suppression is not applicable

| View Another WG |

NOTE: Wordgroup Members with MR {Motification Recipient) Flag set to Y will be receiving Notification Alarms
SMS Members with email address similar to 0412345878@maildomain.com will be sent Brief Event Desoription via SM35
Also for SMS notifications make sure you configure “sms source email address™ in Tools — = Systemns Settings

“You need to be logged as "admin" user to be able to MODIFY this Wordgroup

The same workgroup or Support team can be linked to multiple clients, via the client view. Normally large enterprise
networks are split into management domains i.e. client subset of all nodes present in the network..

Each management domain (client) is supported by one workgroup (support team).
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Out of all support team, there could be one which is going to oversee the support functions of all other teams. For this
main workgroup you set “Admin Flag” to Y. Authorizing contacts, who belong to this workgroup will have all rights and
access to all others workgroups managed clients, which other workgroups, can only access subset of objects, which
belongs to the clients they manage. Client contacts, which don’t belong to the management workgroup, will only have
viewing rights to their own client’s data.

Enigma NMS allows highly customizable notification mechanism, via ‘Workgroup Email Address”, associated Workgroup
Manager, On-Call Engineer and workgroup contacts.

Click on 1 to view work group contacts:

EZ Listing All Users, Found: &
Legend: AD - Authorising Officer, FA - Financial Authority, WU - Web user, NR - Notifications Recipient

Client: | — All Clients — B

Workgroup: | — All Workgroups— B
First Hame Surname  Web Login Client Workgroup Phone  Mobile  Email AQ FA WU NR
ZBilly Smith B52 SRT NMT unknown ¥ Y Y ¥
2 GoldCoast User CLogin GC unassigned unknown ¥ N Y Y
2 Guest Ascount guest DEMO NMT N N ¥ N
2 John Smith jsmith GC MCTW unknown ¥ N Y Y
& System Admin admin DEMO HNMT Pending unknown unknown ¥ Y Y N
Sunknown wnknewn unknown_1 DEMO unassigned M N N N
+ &
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10 Carrier/Telco

Carriage is very important part of any WAN/MAN as it provides the actual physical connectivity between network nodes at
various geographical locations and sites. Effective restoration procedures require quick access to accurate and validated
carriage information.

Basically when there is connectivity issue to/from remote site, 90% chance is that there is a problem with carriage to this
location.

Almost anything can be treated as carriage. E.g. It can be ADSL link between HO and remote site or Fibre link between
two buildings in the Campus LAN.

Enigma NMS, being Enterprise Network Management Solution has comprehensive Carrier Services Management
System.

This Enigma module allows management of all carrier services, including following objects:
- Carriage Types
- Bandwidths
- Tariff Zones

- Service Assurance Level, include response and restoration times and service provider rebates

Carriage can be linked to Network Nodes/Interfaces, Sites, Exchanges and other Carriages.

Enigma NMS carrier service management system is fully integrated with the rest of system, e.g. Node Port report,
Topological maps, interface-specific stats collections.

Enigma NMS Carrier Services Management System is very unique, because it is highly customizable to particular
carriage types and client-specific requirements.

Some carriage type might have fields, which are not relevant for other carriage types, e.g. DSL versus Satellite, versus
ISDN carriage types.

When properly configured it allows minimal chance for human errors.

It is recommended, that before populating database with carrier services records, you do some preliminary configuration,
which will save you a lot of work later on.

First create all carriage types, bandwidths, tariff zones and link them with each other. Compile the list of common custom

fields and fields specific for particular carriage types using Custom Carrier Service Management System.
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10.1 Carriage Inventory

Main Menu - Carriage - Carriage Inventory
This report allows you to compile custom reports for all available carriage fields.
Search function available in this report finds carriage records not only based upon field content but it also searches the

content of all linked object’s fields, e.qg. linked Sites, Nodes, etc.
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« &l carrier Services Inventory

| All Carriage Provider Bills | Validate Latest Bill | Carriage Rates

Camiage Providers (Multiple):

Clients (Multiple):

Camiage Types (Multiple):

Bandwidths {Multiple):

Tariff Zone:

Search Pattern:

Strict FNM Search ({Camiage Stod-take Validation):
If Selected search will be done against FMN related fields Only

and Missing Search Patterns will be shown
Include Cancelled Camiage:
Show Duplicate Camriage Cnly:

Show Acticn Column:

Optus -~
Telstra
Ulecom -

Mot linked

Demo Client

Mot linked -
o553
GWIP

Mot linked -~
10 Mbps
20 Mbps
50 Mbps

Mot linked -
A

No =

No
Mo

No

[ ][]

Select Report Attributes

| Generate Report |
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Static Fields Custom Fields
Primary Service Number [FHN) I:l -VC D

I:l - Camiage Provider I:l - 053 Circuit 1D

D - Camiage Cwner D - Modem 1D

I:l - Camiage User

I:l - Camiage Type

I:l - Down Bandwidth

D - Up Bandwidth

I:l - Tariff Zone

[C] - user Priority

I:l - A-End Node

D - A-End Interface D IF Address OMNLY
I:l - B-End Node

I:l - B-End Interface I:l IP Address OMLY
I:l - Installaticn Date

D - Cancellation Date

I:l - Status

I:l - Orwhner Ref

I:l - Comment

D - Service Assurance Level

I:l - Record Update Timestamp

I:l - A-End Site

|:| - A-End Site Network Clients Mame Filter: |
D - B-End Site

I:l - B-End Site Metwork Clients Name Filter: |'
I:l - Billing Frequency

D - Billing Caost Billing Detsils Filter: |

I:l - Install Charge

I:l - Rental Charge

I:l - Fee for Service Charge

D - A-End Linked Camiage

I:l - B-End Linked Camiage

I:l - A-End Exchange

I:l - B-End Exchange

[ Generate Report ]

There are couple of fields, which need additional explanation:
A-End/B-End Site Network Clients and NETBIOS Name Filter: If this field is selected the resulting report will also show the
number of discovered network clients, like PC, Servers, Printers etc. If Name Filter is filled out, it will be applied against

the NETBIOS Name of discovered client. This is useful if you need to see how many Network Clients are using particular
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carriage. The resulting report may be sorted by the selected attributes.
If selected attribute is linked object, such as site, node, etc. they will be turned into hyperlinks, which allows easy access
to their properties.

10.2 New Carriage

Main Menu - Carriage - New Carriage.

Some fields could be carriage type specific, so firstly you have to select “Carriage Type”

2 Adding New Carriage Record
Mandatory fields are marked with =
MOTE: If you can not find values you need in Camiage Types, Bandwidths or Zones, please use following links to add more selections.
Also use them if you need to change what Bandwidths and Zones are available for what Camiage Type.

Carriage Types Bandwidths Zones Bulk Carriage Edit
#F + Saizct Camisge Type | Doz [=]
Camiage Ststus | CURRENT [=]

* Primary Service Mumber (FNN or Curcuit 1D} |
dF + Select Primary Bandwidth (Acozss) | 100 Mbes (=]

Mote: Showing All avaizble Speeds Show Mapped to DE3 OMLY
3 * Salect Tariff Zone | — Flezss chooss one —
dbr saect Cariage Provider | — Flease choose one —
dk+ Seizct Camisge Owner | — Fleass choose one —
L Select Carriage User | — Please choose one —
* Install Date: | — Flease sslect Install Date -
= Carriage Priority | Primany
* Link this Carriage to Modes v
* Link this Carriage to Sites v
* Link this Carriage to other Camiage N
EG. DAR can be linkad o 2M FEEDS, FR PYE o FR TRUINK eic.
* Link this Camiage to Exchange N
Show Deleted Modes | N

* Cost Billing Frequency | Monthhy
Install Charge (5)
Rental Charge 8y [
Fes for Sarvice Charge (3)

Cueriime, Canling s

Camiage Owner Ref #

N A O A T R N

[l

COMMENT
~ Custom Carrier Service Fields ype
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The above page will contain standard carrier service fields as well as custom ones, which are defined by the client’s staff.
Their properties will depend on particular client operational and business needs. These fields can be carriage type

specific, like in the above screen-shot; MAN Termination Point is specific for “Fibre Managed” Carriage Type;

10.3 Carriage Types

Main Menu - Carriage > Carriage Types
This function allows managing carriage types.
& All Carriage Types USED in the Carriage Billing Rate Compilation and Bill Validation
o &

SHOW All Zone/Bandwidths Infe HIDE All Zone/Bandwidths Info

Carriage Type Applicable fones Dual Bandwidth Added/Moded by/at
ADSL Show Fone and Speeds N 5. A 20N 2019046
ATM FVC Show Fone and Speeds

ATM TRUME Show Fone and Spesds N

AR Show Fone and Spesds |

053 Show Fone and Speeds M 5. A/ 100014 05051028
FRAME-RELAY PVC Show Fone and Speeds b

FRAME-RELAY TRUNK Show Fone and Spesds M

GWIF Show Fone and Speeds M 5. A TR0 23014
I1SDN Show Zone and Speeds N

Satellite Show Zone and Speeds M 5. A F0NNI014 14:12:50

. .. . D .
To modify current association, please click on #" icon.

10.4 Bandwidths

Main Menu - Carriage - Bandwidths

This function allows managing bandwidths, associating them to particular carriage types.
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' & All Configured Bandwidths
+* &

Show Carmiage INFO
Bandwidths [Kbps)

4 Kops
128 Knps
192 KDps
256 Kops
384 Kops
512 Knos
B4 Kops
1024 KIps
2048 Kops
1ms
4096 Kops
&1 K
10 Migs
20 Mips
50 Mips
100 Mips

10.5 Tariff (FNN) Zones

Main Menu - Carriage > Tariff Zones

This function allows managing tariff or Full National Number (FNN) zones, associating them to particular carriage types.

: & Tariff Zones
%= & K
Show All Carriage Types  Hide All Cariage Types

Zone Name Fone Code Applicable Carriage Types Added/Moded byfat

MiA MiA = apsL FHENIT 12:4038
ATM PV
ATM TRUNK
DAR
D53
FRAME-RELAY PVC
FRAME-RELAY TRUNK
BWIP
ISON
Satellite

This object will be used for carriage provider bill validation (currently in development).
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10.6 Carriage Service Assurance Levels

All business grade carrier services are provided with various SAL or SLA — Service Assurance Levels, Service Level
Agreements.

SAL specify the terms for provided carriage including restoration and response time and also rebates when these times
are not met by service provider

It is important to have accurate records of all applicable SLAs.

Main Menu - Carriage - Service Assurance Levels

ik .
=IAll Service Assurance Levels
* &

Select Carriage Type: — Show SLAs for All Carris, ;5E|

Show Applicable Camiage Types

Service Assurance Level Site Classification Carriage Provider Carriage Type Charge p.a. Charge p.e. Response Time Repair Time Hours of Coverage  Added/Moded by/at
Default Rebates METRC Telstra Carriage Types nia nia 45 Min. 1 Hr. 45 Min. Standard SLA Mon-Fri: Bam - Spm 5. A / Z208/2014 14:13:29

Click on the Rebates link to view rebates linked to this SAL.:

Tk u u
=/ Carriage Provider Rebates for
Service Assurance Level: Default: Telstra, 50. per anum, $500.00 per event

+ #
Restoratoen Time (hours) Premium PPE Rebate Added/Moded by/at

# =4 =12 525000 S, A THEI014 140232

10.7 Custom Carrier Service Fields Management

The main challenge in carrier service management is effective data management and integration with relevant parts of
network management solution.

This is function allows you to define custom fields for all your carrier services. These fields can include any information
related to carrier service, which dictated by your organization business and operational requirements.

Some fields can be applicable to all carriage types, while others can be relevant only to one or more carriage types.

Main Menu > Carrier/Telco - Custom Carrier Service Fields Management

Following screenshot shows all defined custom fields along with all their attributes, including order number, field type and
properties, associated carriage types and mandatory flag.

& Custom Carrier Services Fields
* R

Custom Carriage Field Name Display Order Field Type Type Properties Carriage Type Specific Mandatory FNM Searchable Summary View SitRep View Added/Moded by/at

vC ID 0 VARCHAR |ongw 100 ¥ Agpilcable Types ¥ N N N S. A/ 2002014 141326
Sateliite

D53 Circuit ID 1 WBRCHAR Length 50 ¥ Agailcatie Types N ¥ M N S A/ 19mo0n mazs
Ds2

Modem 1D 2 VARCHAR |engih 100 ¥ Agpilcable Types ¥ Y Y N S. A/ 2002014 202042
ADSL

)
To add new custom field click on 4 “Add” icon or on & “Modify” icon to change field definitions.
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L
= ¥ Adding new Custom Carrier Services Field
Please start with Carriage Type Specifie, followed by Field Type Selection

* Field Description: |

* Carriage Type Specific: | N E|

For Drop-Down Selections, please select "TENUMT Field Type

* Field Type: | VARCHAR [

* Belect Field Length: | 100 E|

* Mandatory Field | E|

* FNN Szarchatle Fisd | [

* Incluede in Summary View | N E|
* Inclede in Sitwation Report | M E|

Display Order: | 'VC D
The ORDER where this field will appear | ! D53 Circuit 1D
in the Carrier Service View | ! Modam D
ﬁ Next Display Order

If “FNN Searchable Field” field set to Y, it will be included in the search function.

If “Include in Summary View” field set to Y, it will be included in the carriage summary in the Site View.

Caution needs to be exercised when you are modifying particular field. You modification might affect existing data which
will not comply with new field definitions. If new field definitions are conflicting with existing data, the system will not let

you proceed until all conflicting data is modified to be compatible. Please see screenshot below:
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«wE# Modifying Following Custom Carrier Services Field

* Field Description: |52 Cirowit ID

= Garmriage Type Specific: | v El

* Select Applicable Carriage Types (Multiple): | ADSL "
ATM PYC
ATM TRUNK
DAR
D53
FRAME-RELAY PVC
FRAME-RELAY TRUNK
GWIP
ISDN
Satellitz >

Far Drop-Down Selections, please select "ENUMT Field Type
* Field Type: | VARCHAR
= Select Fiel Length: | 50
* Mandatory Field |
* FNM Sesarchable Fisld | v

* Include in Summary View | N

[ [ & AT R [

* Include in Situation Report | N

Display Order: () wc 1D
The ORDER where this field will appear 'E' D53 Circuit 1D
in the Carrier Service View (| jiodem IO
(70 Last in order

Once custom fields are defined, they will be shown at the bottom of the carrier service addition/modification form.
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10.8 Viewing/Modifying Existing Carrier Services

Main Menu - Carrier/Telco - Find Carriage

‘& search Carrier Services

Client: | — Search through ALL —

Linked Mode: | — Search through ALL —
Site: | — Search through ALL —

Provider: | — Search through ALL —
Camiage Type: | — Ssarch through ALL —

Carriage Zone: | —Sear

[x]

h throwgh ALL—

Sarvice Assurance Level:

[ & & B R R E

Carriage Status:

Service Number (FNN) Search Figld:

ALL FIELDS S=arch String: |

Bandwidth: | — Search through ALL — |1
Operator for Line Bandwidth Selection: | — N/A — E'
Onhy applicable when Bandwidth SELECTED

Number of records: | 500 EI

== in addition you can specify Carrier Completion Date below ==
Sslect the Year: | A EI
Select the Month: | & [

A Search will return the result of 3 LOGICAL AND for all the above fizkds.
String patterns are mandatony onhy if none of the other fields are selected.

Search

Define search selection criteria and click “Search” button. To view all available records don’t define anything, just click on
the Search button.

The resulting table will contain main field.

‘& Search has found 9 Carrier Services Records

¥ New Carriage

Primary Service Number [FNN or Curcuit ID} Status  Carriage Type Bandwidth (Primary] Provider Owned by Used by A-End Node AEnd Interface Site

NNO123456 CURRENT GWIP 10 Mops Telstrs  DEMO DEMO DLab_ Switch {IP:152 168.1.70) F /1 Up A-End: Demo Data Centre
14ZG 44RD J32BD11 EVCO0M CURRENT GWIP 10 Mops Optus  DEMO DEMO  “'Lab Switch pp:1s21e5.1.70) F V24 Up A-End: Demo Data Centre
DS123454 CURRENT DE2 10 Mops Uecom GC GC Y Broadeom {IP:152 168.1.1) B-End: Demo Data Centre
DE123458 CURRENT D=2 10 Mops. Uszcom GC GC

D512345C CURRENT D353 20 wops Uscom  GC GC

05123450 CURRENT DS3 20 Mops Uscom GG GC

DSA2345E CURRENT DE2 10 Mops Uecom GC GC

D512345F CURRENT D353 20 wops Uscom  GC GC

D5123456 CURRENT D353 50 wops Uscom  GC GC

New Search

To view particular carrier service click on each Number (FNN).
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S
Click on # to modify carrier service details.

The content of some drop-down selection will change depending on the particular carriage type.
These fields include “Carriage Sub-Product’, “Bandwidths”, “FNN Zone (Tariff)” and all custom fields, which we were

discussed earlier in this chapter.

The next screen will prompt you to select nodes/interfaces and sites and link them to A-End (remote) and B-Ends of this

carriage. It is recommended that you link them properly as this association will be critical when this carriage experiences

outage or other issues.

Quick identification of physical location of carriage termination points is important for speeding up restoration procedures.
You might need to contact the site for assistance with NTU, etc.

Enigma NMS records all changes to carriage records for asset audits and for billing inquiries.

To see modification history, click on “Modification History” link in the header of the Carriage View screen.

ik . - -
=l Modification history for
Carrier Service: 147G 44RD J378011 EVCOM SWIF 10000 Optus

Modified by At Medification Details
System Admin 17/02:2014 21:25:41 Field Ofd Value New Value

A-End Interface FastEthernetD/12, 10042, lab_switch, 152.168.1.70 FastEthernetdi24, 10024, lab_switch, 192.168.1.70
System Admin 17/02:2014 21.25.07 Field Old Value New Value

B-End Nede 1} Lak_router.netsas.com.au, 192.168.1.254

B-End Site 1] Dema Office

B-End Interface 1} FastEthernetl, 4, Lab_router.netsas.com.au, 192.168.1.254

10.9 Modifying Multiple Carrier Services

Sometimes you need to modify attributes for multiple carriage records.
To access this Enigma feature, please go to
Main Menu - Carriage - New Carriage > Click for Bulk Carriage Edit

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 98 of 205


cgi-bin/protected/manage_carriage.cgi%3fservice_status=CURRENT&carriage_type_id=16&action=add_service&action=multiple_service_action

Enigma NMS User Guide

& Adding or Modifying Multiple Carrier Service Records
Carriage Types Bandwidths Zones
Carriage Status | CURRENT [=]

Use Following Field When adding cr moedifying MULTIFLE Carrier Services

Flease be careful as your actions will affect MULTIPLE records

Oine Carrier Service per line. see lines below for allowed fizld formats

Please make sure that lines are delimited by "TAB" and there should be TWO COLUMNS ONLY
Alzo please note, in order to prevent possible damage to production data,

onhy valwes in your input, which are COMPATIBLE with destination field type will be processed
“fou may have to normalize the data, so it's compliant with selected field type

Please select the Camier Service Figld fior the second column:

i — Pleaze Select Canrier Eer'.'i:l - |

Required Input Format (delimited by TAB)
OR tick to use Custom Delimiter |:| #
“Primary FNN™ TuB ~valws for 3electsd Abowe Field™

NASADTZI4EEN  walus_1
NBBBD1Z3458N  walue_2
NCGCCD1Z3453N  valee 3
NDDDO1Z3453N  valee 4

SELECT Carriage Provider | — Flesss chooss ons — [
SELECT Carriage Owner | — Flzase chooss one — (=]
SELECT Carriage User | — Flease choose one — (=]

Second drop down box will contain all fields available for bulk modification.
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| — Flease Select Camier Servil ||

: Carriage Type (Type: VARCHAR")
2ld: Access Bandwidth (Type: "INTEGER")
eld: UP or CIR Bandwidth (Type: "INTEGER™)
=ld: A-End Site Code (Type: WARCHAR)
: B-End Site Code (Type: WVARCHAR)
: AEnd Mede (Type: VARCHAR)
: BEnd Mode (Type: VARCHAR™)
2ld: Service Assurance Level (Type: VARCHAR™)
Standard Field: Install Date (Type: "DATET)
Standard Field: Cancellation Date (Type: "DATE)
Standard Field: Cost Billing Frequency (Type: "EMUMT)
Standard Field: Tanff Zone (Type: VARCHAR")
Custom Field: D53 Circuit |1D (Type: VARCHAR)
Custom Field: Modem |10 (Type: "VARCHAR™)
Custom Field: VG 1D {Type: VARCHAR")

The above page view will change depending on the selected field:

Pleaze s=lect the Camier Service Field for the s=cond column:

Standard Field: Carriage Type E'
‘Selcied Standard Fikd Proparies

Carriage Types

ADSL

ATM FVC

ATM TRUNK

DAR

DE3

FRAME-RELSY PVC

FRAME-RELAY TRUMK

GWIP

ISDN

Sateliite
Regquired Input Format {delimited by TAB)
OR tick to use Custom Delimiter [
“Primary FNN™ TAB ~Vslus for Sslscted Above Field™

NAAADIZZ4EEN  value_1
NBEBD1Z22488N  value_2
NCCCO1Z2458N  valus_2
NDDDO1Z24588N  valus_4
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11 Reports

Reports function tab contains links to the main reports available in Enigma NMS.

Access to these reports is also available from other screens mainly Host and Client Views.

11.1 Network Availability

Multiple views are available for Network Availability reports. You can view Total Network Availability, Summary Reports for

all clients or Single Client report, which provides the most details out of all. Yearly trends are also available.
Network availability calculation is based upon linked SLA and outage times. You can also exclude outages from being

calculated if they are Out-of-Scope of support agreement and/or being of your control. Following screenshot includes

i
kel Hetwork Availability Report for client: Demo Client DEMO
Site: All
Device Type: All
SLA: All
Total number of hosts: 26 (Reported Nodes: 26)
Requested Period: June 2014
Currently Down Nodes taken into account: No
Total Network Availability: 91.922 % (Unadjusted: 31.322 %)
Total Outages: 166 (Within SLA: 166, Outside SLA: 0]
No linked incidents in this report!
Labsis:
Exct - Cuiages evpluded rom caicuiEton
Out - Outges oocurmed Outskde of Coverage Hours, bt o nave liked Insidsnt
Listing outsges longsr than 3.0 Min
Yearly Trend HTML ASCH Jun 13 Jul 13 Rug 13 Sep 13 Oct13 Nov13  Dec13 Jan 14 Feb 14 Mar 14 Apr 14 May 14 Jun 14
vl [3%) 100000 100000 100000 100000 100000 100000 SESES({.1.44% ) 89985({.B.60% )  S8530(. 1.63%) SASTS[+2.80%) SO80(.0.18%) SSE36(- 873N}  S1502(+6.84%)
Total Outages No [ o [ [ 0 [ & T (+T145% ) 6 (-1429% ) 32 (+5125% ) 12 (-6250% ) B3 {+8261% ) 19 {-7245% )
Totst Outspss Duration (Minj @8 (1] (1] (1] 1] (1] 168560 1161229 ( + BS.BE% ) 1202447 ( + 3.43% )} 992132« 17.49% ) E57510 ( « 33.73% ) 1011521 + 3502% ) 502390 (- 30.29% )
Glick on the date for Daily Outages June 2H4: 123455783 10111213 14151617 15192021 22 Back to the Top
Node Description Site Support Coverage Outage $arted Outage Ended Duration [Min] Incident Network Availabili nthl
® yemo-54-binary.one-nms.com AUTO DISCOVERED HOST 0n 20140502 (SNMP) unassigned Ni& unsssigned 10000
- 1Mon-Fri
' demo-64-slave.one-nms.com ONE-NMS Mandztory Node Reoord Demo Dats Centre DM unassigned 100.00
- 1Mon-Fri
) demo-64.one-nms.com Enkgma NS Mandsiory Node Record Demo Dats Centre DM Pramium [24xT) 100.00
- 24/Mon-
© demo-65-32 netsas.com.zu AUTO DISCOVERED HOST on 20140622 {SNMP) unassigned Ni& unassignsd 10000
- 17mon-Fri
© enigma-32 AUTO DISCOVERED HOST 0n 20131209 {SNMP) Deme Data Centre DM Premium [24x7) 10000
- 24Mon-
® :cnigma 64 binary.netsas.com.au AUTO DISCOVERED HOST on 20131209 {SNMP) Demo Data Centre DM Premium [24x7) 19 War (Wed) 18Jun [Wed) 13109702 Bl attach 10330
- 24Mon- 164301 17:40:02
AUTO DISCOVERED HOST 0 20140411 (SNWS) Demo Data Centrs DM unsssignsd 1 Agr (Fri) 18Jun [Wed)  O7EG02 Bl attach zaoss
3- 17Mon-Fri 180701 17:40:02
) enigma-65-64-binary.netsas. com.au AUTO DISCOVERED HOST 0n 20140413 (SNMP) Demo Data Centrs DM unsssignsd 10000
3- 17Mon-Fri
© enigma-65-64.netsas.com.au AUTO DISCOVERED HOST 0 20140527 (SNMP) Demo Data Centre DM unassignsa 16 Jun [Mon) 17 Jun [Tus) 105200 Ul pttach sssr
- 17mon-Fni 17130 10550

You can also view the daily availability by clicking on the particular day hyperlink.
Enigma NMS lets you link incidents to multiple outages. These will become visible in the availability report.
You can have access to Incident types and summary, particular linked incident or link outage to the new or existing

incident by clicking on the appropriate links on the above screen.
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11.2 Interface Summary Report

Main Menu - Interfaces - Interface Summary.

Elinterface Summary Report El e o

e st searenl |

S|
S|

[ et Exshose awsenincs |

Tramks Monfiored Up Forts. Op Down Porls Adain Down Porls ForlUisston]
: 3 e

os

s

This report shows all client nodes

Bottom part of the screen, list network nodes which were never successfully accessed using the SNMP protocol, which
might need to be looked at. They could have wrong SNMP community strings, issues with SNMP ACLs or firewall rules.
This report could be very useful for site provisioning and capacity planning.

Various filters allow you to further customize your view.

11.3 Interface Events

This report list all up and down events for all monitored interfaces.
Enigma NMS automatically turns monitoring on trunk interfaces, if additional interface need to be enabled for monitoring
you can do it via Ports Report on the Host View screen.

Click on “Show Port Monitor Config” link, select required interfaces, adjust notification string and click “Commit”.
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i & Monitored Interfaces Events - Summary

Select Glient: | — All Glients — [=!

Salect Site: | — All Sites — [=]

Select Node: | — All Modes — [=!
of Nodename Search Pattern:| Tick for Negative Search |:|

Select Monitored Interface: | — Show All Monitored Irtar"a::elzl

Interfsce Type: Al [=]
Interface Spasd: | Al [=] e |
Interface Duplex: | &1 E\ Exchuge [
Interface IF Address OR Description OR sysLocation Filter String [
Select the Year: | 2014 [=]
Select the Month: | June [=]

Reset All Fizlds Rafrzsh

Node Interface Config Desc Speed  Duplex Event Timestamp Event Source  Motified
o Lab Switch FastEtherneti ADSL Fouler 100 Mops  Full e 102014 153137 [pari_manior N
o Lab Switch FastEthernati ADEL Fower 100 Miops Full DO 21082014 153135 [part_manikor N
L Lab Switch FastEthernati ADSL Fouer 100 Mo Full e 21052014 153054 [part_manikor N
o Lab Switch FastEthsrnstiv ADSL Rouer 100 Mipes Full COWMN 21062014 15230052 [part_marifior N
O Lab Switch FastEthernatii1 TH-250 NTU-A 100 Mo Full e 170E2014 1055354 [part_manikor N
] Lab Switch FastEthernstivz: Trunk i roadside_box Clsco IE3000 100Mops  Full e 17082014 BE4532 [port_moniRor N
o Lab Switch FastEtharnstiizs Trunk o roadside_box Clsco IE3000 100 Mipes Full COWMN 17062014 034527 [part_marifior N
O Lab Switch FastEthernstzs Trunk %0 roadskae_box Clsco IE3000 100 Mo Full e 1T0E2014 0545703 [part_manikor N
] Lab Switch FastEthernstivz: Trunk i roadside_box Clsco IE3000 100Mops  Full DO 1TDED014 054452 [port_moniRor N
o Lab Switch FastEtharnstiii1 Th-280 NTU-A 100 Mipes Full oMM 1606204 17016 [part_marifior N
L Lab Switch FastEthernstie LD Lapaap 100 Mo Full e 18062014 1720927 [part_manikor N
o Lab Switch FastEtharmstie LLab Lapiop 100 MBS Full O 16062014 1710825 [port_monior N
o Lab Switch FastEtharnsti ADSL Rouer 100 Mipes Full e 150672014 1004401 [part_marifior N
L Lab Switch FastEthernati ADSL Fouer 100 Mo Full DO 15052014 1004359 [part_manikor N
o Lab Switch FastEtharnsti ADSL Rouer 100 Mipes Full e 15062014 14318 [poirt_monilior N
o Lab Switch FastEtharnsti ADSL Rouer 100 Mipes Full DO 15062014 1043716 [part_marifior N
L enigma-32 athid 1G0ps Fun e 140672014 2170501 [part_manikor N
o enigma-32 sthd 1Gops Full DO 1406504 1955301 [poirt_monilior N
o Lab Switch FastEthernati ADEL Fower 100 Miops Full ue 100062014 085737 [part_manikor N
o Lab Switch FastEtherneti ADSL Fouer 100Mops Full oM 10082014 0535735 [part_manikor N
© Lab Switch FastEtharnsti ADSL Rouer 100 Mipes Full e 10082014 085557 [poirt_monilior N
o Lab Switch FastEthernati ADEL Fower 100 Miops Full DO 100052014 05356245 [part_manikor N
H‘ I ah Bawiteh FactFtharnahin AV Rredar AN ke Full L] THRFNHA AR-17H merd eenr L

To filter a view to contain events for just one interface, click on the interface name hyperlink
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& Single Monitored Interface Events

Select Glient: | — All Clients — [=]
Sslect Site: | — Al Sitzs — [=]
Select Node: | — All Nodes — [=]

or Nedename Search Pattern:| Tuﬂ(l‘ul‘degaﬁueﬂeamh
Select Monitored Interface: | Lab_Switch (IF: 132.182.1.70) [«

Interface Typs: Al [=]

Interface Speed: | A1 E\ Esctue [
Interface Duplex: | Al [=] evemne ||
Interfane P Address OR Description OR =yslocation Fitter String [
Select the Year: | 2014 [=]
Select the Month: | Juns EI
Reset All Fislds Refresh
Client: Demo Client
Node: L ab Switeh (IF;152 168.1.70) ONE-NMS Lab Switch Ciscol580
Interfacs: FastEthernetD/1
| flndesc: 10001
‘Config Description: ADSL Router
MAC Address: 0014ABDCFE03
Trunk: ki
Spesd: 10 Gbps
Type: 258
Drupllest: Fuill
|F Address:
Dperational Status: up

Operational Status Change TST 2000672014 13:31:37

Event Timestamp Event Source Motified
ue 210062014 153137 port_monor N
DO 21062014 153135 port_moniRor N
ue 210062014 153054 port_monor N
DO 21X06/2014 15:30:52 por_monkor N
ue 150062014 1044001 port_moniRor N
DOWWN 15062014 104359 port_monor N
ue 15062014 104318 por_monkor N
DOWWN 15062014 104316 port_monor N
ue 100062014 085737 por_monkor N
DO 04062014 085735 port_moniRor N
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11.4 Model Report

Displays all discovered models.

[ Device Models List
+

If your ENIGMA NMS doss not have intemet accass st all (check HTTP Proxy in System Settings),
“You can upioad this file into ENIGMA NMS manually, Please doanload it first from ftp://fip.cisco.com/pub/mibs/v2/CISCO-PRODUCTS-MIB.my and ciick on this link to

Ugioad NEW CISCQ-PRODUCTS-MIB. is fils maps Cisco SNMP SysObiectiD 1o articular Moded
GLIENT: | — SHOW s — []
Mozs! SysOtjctiD Vendor Description/Devics Type Downloadabie Config Quantity
Canon MF4380-4350 /P SNMPu2SMIenterprises 180247 Ganon E N 1
Davice Type: Printer (PR}
CatalystIEB024PS OID: enterprises 9.1.563 Cisoo Systems Gatalyst 3750 24 10/100 ports with In-Line Power + 2 Gigabit SFP ports fixed configuration Layer 2/Layer 3 Ethernet Suitch.(SFP Small Formfactor Pluggabls) ¥ 1
Devioe Typs: nia
CatalystaEB024TS OID: enterprises 3.1.633 Cisoo Systems Catalyst 3560 24 10/100 ports + 2 Ethernet Gigabit SFP ports fixed configuration Layer 2iLayer 3 Ethemet switch A4 8
Device Type: Switch (s}
ciscoiizi OID: enterprizes.3.1.444 Cisco Systems Enhanced 1720 With SUpport for onboard Fast Ethemat 3nd 2 WAN INtarace cards and optional hardware encryption maduie ¥ 1
Device Type: % Router (1}
Ci5C0IE0DETC QID: enterprizes.3.1.95% Cisco Systems Cisco Industrial Ethernat 3000 Switch, § 101100 + 2 T/SFP ¥ 1
Devios Type: Switch (s}
Fending NET-SNMF 10 MET-SNIF- \gentOIDs. 10 Linux Devioe Type: nia N n
Fending SNUFv2 169 SNMEL2 189 wa Device Type: nia N 1
Far 2 1111301 SNMPV2- DREERR T Davice Typs: nia N 2
PengingSNUP2. 31111312 SNWPuZ: MALILZ wa Davics Typs: nia N 1
Fending SNUFy2 857541 SNMFVZ 687841 ma Devioe Type: nia N 1
unassigned wa unassigned N H
Device Type: nia
Total £
I your ENIGHMA NMS doss not have intemat acosss at all (chack HTTP Proxy in System Setings).
You can upkozd this fil into ENIGMA NUS manualy, Plazse doanload it first from ftp:/iftp.cisco com/publmibs/v2/CISCO-PRODUCTS-MIB.my and cick on this link to
{3 Ugioad NEW C15C0-PRODUCTS-MIB. is file maps SNMP SysCbjectiD to Cisen Mods!
[ZINodes Search Results: (Retumed 8 records)
# Mosity Multipe Nodes - Pease be caretul
% Delete Multiple Nodes - Please be carefull
e Search
Hode 1P Address Clisnt Site Vendor Type  MODEL Description. 54 Msimtenance  IOSVer 10 lmage Configs Status  SysDescription SysLocstion Honitor UP/Donn Events
©Lab_suitch @ Swich ONENIS Lab NETSas 122(E0)SE1 Casen Latest 4 Operational Cisoo 105 Software, G160 Sof tware (CI660-PSERVIC v
x7 12u%
ISGO Smarthet
e node temp 2 @ Switch catalyst356024TS. NETSAS GiscoSystems  na na HoGonfigs. Operational v
PR ——] 217 1245
CISCO Smartiet
® o node temp 192.168.1.33 DEMO Demo Dats Centre D 11y & Swich gatslysta88004TS NETSAS Gisco Systems wa we e Connge Oparstisnal v
o s T 35t 2x7 124%
ISCO Smarthst
© e node temp 4 192.168.1.34 DEMO Demo Data Centre DM LiL{ & Switch catalys1358004TS. NETSAS Cisco Systems  nfa nfa Hoconngs. Opsrational v
Oown se Tz 13341 24x7 1245
CISCO Smarthst
©ns noss temp 5 192.468.4.25 DEMO Demo Dats Centre D 4,18 4 Suich NETSAS CtoSystme wa wa Ho contgs Operationsl v
Oown s T t3se 2407 123
ISCO Smarthst
©nc node temp & 152.168.1.36 DEMO Demo Data Centre D ;i ¥ Switch Gatalyst358024T5. NETSAS GiscoSystems nia s Nogonngs. Operational v
Oown se Tz 13341 2457 1245
CISCO Smartiet
©1c node temp 7 192.468.1.37 DEMO Demo Data Centre DM i1i & Switch NETSAS Cisco Systems wa wa o contige Oparatons! v
o s Tz 35t 2417 12us
CISCO Smarthet
® noge name 104ix1403078313. node temp. 192.168.1.31 DENO Demo Data Centre DI .1 ¥ Switch Catalyst356024TS NETSAS Cisco Systems  nia wa HoConfigs. Operational v
Down sinca TSI 135401 4x7 12345
(Byshame: 152.4) CISCO Smarthiet

Nades Inventory View - Costomised ks

Hyperlinks on the left will take you to the particular model detailed description, which you are able to modify by clicking on

f the icon.

ollowing Model
* ¥

Model: catahyst2E5024TS
Extended Description {optional): Catahyst 3580 24 107100 ports + 2 Ethernet Gigabit SFF ports foeed configuration Layer 2/Layer 3 Ethemet switch.

Model SysObjectlD {optional but highly recommended): OID: enterprises.5.1.633
Exampke [OID: eiaprises 9.1.257)

Model Vendor Cisco Systems

Switch (s]

Downloadable Config: ¥
Operational Nodes found: 8

Decommissioned Modes found: MNone
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11.5 Installed Modules Report

This report will show you all installed modules, including vendor and part number.

(& Installed Modules List

CLIENT: — SHOW ALL CLIENTS — E|
Msitenance Contract: — SHOW ALL MAINTENANC E|
‘Country/State: — SHOW ALL COUNTRIES. E|:|
FRU (Field Replacable Unit) Flag: | ANY E|
Show MNedes
Module Part Mumber Diescription Manufscturer  FRU Qusntity
Mo Cisco Inventory Report 2
1721 1721 chassis, Hw Serial¥: 2539724744, Hw Revision: G100 Cisco No 1
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Magneto & - Moduls in slot 1 Yes [1
HF Pavilion dvT Motsbook PC Hewlett-Fackard HP Pavilion dwT Notebook PC Hewlett-Packard “es 1
|E-30D0-8TC |E-3000-8TC Mo 1
WIC-1B-5T Wan Interface Card BRI ST (2188) Cizsco ez 1
WS5-C35680-24P5-5 W3-CA560-24PS Mo 1
WE-CIE80-24T5-5 WE-CIE60-24TS No 1
a

TOTAL

This report is very helpful when a client supports large number of nodes using internal spares, which is quite often is more
cost-effective compared to vendor support contracts (Cisco SmartNet). It makes sense to purchase vendor support

contracts for your CORE infrastructure only as this network equipment could cost tens and hundred thousand dollars

which are impractical to keep spares for.

11.6 Maintenance Contracts

Enigma NMS allows management of maintenance contracts.
It will alert you when your contract is about to expire:

£ All Hardware Maintenance Contracts

*
Vendor Contract Number Contract Description Contract Start Date Contract End Date Expiry Notify Notice (Weeks) Modified By/At
Cisco Systems 123458 CISCO SmartMet 2082013 1200802017 3 S 4 1T 115548
unzssigned unassigned unassigned 1590012014 T 2024 & S/ 19012014 15:35:30

11.7 IP Subnet Report

Will show you all configured subnets on your live devices:
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'+ & Subnet Report

Clients (Multiple); | Demeo Client -
Excternal Monitoring Domain
Gold Coast
-

LR RS e S | ALL HOSTS FOR ABOVE CLIH
: Broadocom (152, 188.1.1) - KEAF
CANOMNMFP {152.188.1.45) - B
demeo-G4-hinany. one-nms. com |
demo-84-slave.one-nms. com ||
demo-84. one-nms.com (192,18
demo-85-32 netsas.com.au (19
enigma-32Z (152.168.1.102) - KE
enigma-G4-binary.netsas. com.3
enigma-G5-G4-binany- vmw. nets.
enigma-35-84-binary. netzas.com
enigma-55-84.netsas. com.au (1
enigma-centosfi-test (152188
enigma-rhel-G4-54 netsss. com..
Lab_rowter netsas. com.au {152
Lab_Switch {152.168.1.70) - KE
lab_switch_lwapp (152.188.1.7E
MC-Laptop-iT-To (152.168.1.152
mc_node_temp_2 (152.188.1.3
me_node_temp_3 (15218813 ~

Site: | Al =

Vendor: | — Any Vendor — EI
Device Type: | — Any Device Types — EI
Modsl: | — Any Model — [ |

Interface Description Search String (Optional): [

Interface Description Exclusion Ssarch String (Optional): [
infertaces contalng Fiks string will not be included in |p Subnet Report

Interface |P Address Search String (Optional): |
Plezse nole Seanch Siring MUST end win wildzard: *, ie. 10.3.0.% or 10.3.2%

Tick to view Interfaces with No Description

Tick to inclede Metwork Clients

This is quite useful report as it allows seeing what is actually configured out there.
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(113 SUBNETS found for Clients:

Subnet  Mask Nodes per Subnet Model Client  Site Interface Deseription 1P Addr/Netmask Oper Status Changed at
1020400 0 Opap Demo Client DM Demo Data Centre  FastEthamst).3 1020105 | 2552552550  Up 20032014 221238
10.30.40.0 O Lab router.net Demo Client DM Demo Data Centrz FastEthemet) 5 10.30.10.10 | 255.255.285.0  Up evre 22123
9 Lab_router.netsas com.au Catalysi356024TS Demo Client DM Demo Data Gentie  FastEthemet 7 10.30.10.10 | 256.255.255.0  Up oy 221238
© Lab router.net Demo Client DM Cemo Data Centie  FastEthemsi0. 10.20.10.10 | 255.265.285.0  Up oI 2123
1030200  Lab router.nst Dsmo Client DM Cemo Data Centre  FastEthemsi0 6 10.30.20.10 | 255.255.2550  Up AW 212
© Lab router.netess.com.au catalys1350024TS Demo Client DM Demo Data Centre  FastEthamst).7 10.30.20.10 | 2552552550 Up 200221238
9 Lab router.netsas. com.au catalyst288024TS Demo Client DM Demo Data Centrz FastEthemet) & 10.30.20.10 | 255.255.285.0  Up evre 22123
0540 2562862550 Lab routernetsas com ay Catalys356024TS Demo Client DM Demo Data Centre  FastEthemet.1 1051254 | 255.255.2850  Up oy 221238
16925400 2552600 ©MCLaptopilTo ‘ciscolE300NETC Demo Client DM Demo Data Centre  VirtualBox Host-Only Ethemet Adapter 169.254.177.178 | 265.266.0.0 Up 16052014 021808
4724640 2852852550 O Lab Switch catalys288024P5 Demo Client DM Demo Dats Gentre  Viani0) MGT 172.16.1.254 | 255.286.285.0 Up w90
182.168.1.0 0® Fending HET-SNME. 10 Demo Cient DM Demo Dots Centre  ethd 152.168.1.110 | 285.255.255.0 Up T osz11T
© 1C-Laptop-7-To ‘ciscolE300NETC Demo Client DM Cemo Data Centre  Realtek FCle GBE Family Controller 192.168.1.162 | 265.266.266.0 Up 16052014 021808
© enigma-32 Pending-NET-SNMP-MIE: netSampégentOIDs. 10 Demo Client UM Cemo Data Centre  sthd 192.166.1.102 | 255.255.255.0 Up BTN 205
E.canonmrr Pa IDs.10 Goid Cosst BOC Brishane Data Centre FastEthamat 152.165.1.45 | 255255.2550 dormant 3103014164735
9 Lab router.netsas. com.au catalyst288024TS Demo Client DM Demo Data Centre  FastEthemat0.{ 152.188.1.254 | 255 255.285.0 Up evre 22123
O Lab_Switeh Catalysi350024PS Demo Client DM Demo Data Centie ~ Vian1 Dev Subnet 1 152.168.1.70 | 255.256.255.0 Up a0zt 13582
L Fending NET-SNIF. 10 Demo Chent DM Demo Data Centre  &th 192.168.1.104 | 265.266.265.0 Up 2012014 134824
O TEST-YQFLBIASIT Pending-SNMP2-SMl zenterprises 31 Demo Client DM Cemo Data Centre  AMD PCNET Family PC Ethermst Adapter 192.166.1.115 | 265.265.255.0 Up AN 132737
© gemo-64.one-nms.com Fe D5.10 Demo Chent DM Demo Dats Centre  sthd 192.186.1.100 | 255.255.255.0 Up [——
© demo-64.one-nms.com Panding NET-SNUF- 10 Demo Client DM Demo Data Centre  2thd) 192.188.1.101 | 285.265.255.0 Up 210620 235
© demo-6a-bi Eending NET-SM 10 Demo Chent WA unassigned ethd 152.168.1.108 | 255.255.255.0 Up oy zzeaTs
© roadside box Panding-SNIP 111.1.3.1.2 Demo Cisnt DM Demo Dats Conwe  Visnt 192.186.1.71 | 288.255.2550 Up e
L] net: Pending-NET-SNMP- 10 Demo Client DM Demo Data Centre  =thd 152.168.1.40 | 255.255.285.0 Up 20520172556
9 1ab_switch wapp Pending SNMP2-SWl -enterprises 311.1.1.3.1.1 Demo Clent DM Demo Data Centre  Vian1 152.168.1.75 | 255.256.255.0 Up Tovas Ees s
e binary-vm.net Pending-NET-SNIP- 10 Demo Cient DM Demo Dafa Centre  =thd 192.168.1.112 | 265.265.265.0 Up o 20088
e Fe 10 Demo Chent DM Demo Data Centre  ethd) 192.168.1.112 | 285.255.256.0 Up 13042014 132428
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11.8 Duplicate IP Addresses

When your network is large, there are a lot changes taking place in different parts of the network. It is useful to make sure

that your network engineers have not made any mistakes and have not configured the same IP address on different

devices:
&2 DUPLICATE IP addresses for Clients

Duplicate IP Address Mode Interface Name Interface Description IF Addr/Netmask Oper. 5tatus Status Changed at
10.30.10. 10/ 255255 285.0 uLab router.netsas.com.au FastEthemst] & 10,3010 10/255. 255 266.0 Up s Lt ) F sy i)

© |ab router.netsas.com.au FastEthemstd 7 10.30.10.10255.255.255.0 Up Lo iy ]

© Lab router.netsas.com.au FastEthemetd 8 10.30.10.10/255.255.285.0 Up i ke D F e e
10,3020 10 / 255,255 2550 ' Lab router netsas com.au FastEthernet] & 10,3020 10/255.255.255.0 Up 2MED0NL T2 1258

© |ab router.netsas.com.au FastEthemetd T 10,3020 10/255.255. 2550 Up SONDRA0N4 221238

uLab router.netsas.com.au FastEthernstl & 10.30.20.10/255.255.2656.0 Up ot O F ey ]

11.9 SNMP Community Strings

Main Menu > SYSTEM/ADMIN > Add/Edit SNMP Strings

This report will show you the summary of all SNMP community strings configured on all your network nodes. This can be
used when you need to standardize SNMP community strings across administrative domains or just to see what is out
there. It is a good practice to remove any default strings, e.g. Public and private from your production configurations:

& Configured SNMP Community Strings

Following SMMF Strings are present in the database
Fleasecidtm*huaddnﬂﬁhll‘ﬁhiushuﬂndatjﬂsemmfmlhﬁfy

% SHMF Read-Only Strings % SNIF Read-Write String
SNMF RO String Modes  SMMP RW String Nodes
pubdlic i} private 10
public_t3st 1 unassigned 24
TESTSR

unassigned T

To se= SNMP Strings present in all configs, please click on ~Search™ button
Select the Client: — All Glients * Will take a whib [

From the same screen you can add “*“ new or modify “H o existing strings as required.
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11.10 VLAN Summary

This report will show you all present (configured and mandatory) VLANs across all network nodes:

You can further customize this report using drop-down selections at the top of the page.
To see particular VLAN membership, please click on “Configuration and Membership Info” link:

& Configuration Info about VLAN: 2 - PRODUCTION
VLAN: 2 - PRODUCTION
Nodename Interface Interface Section
wizns ¥ Lab Switch (IF: 152.188.1.70) - ONE-NMS Lab Switch Cisco3560 interface Vian2

tizn Dev Subnet 2
ddress 192,188,270 265,258 2580

Following Interfaces belong to Above VLAN  Summarized View

Sitz: | — Al sites — E|
Nods: | — All nods [=]

Node Interface (Ifindex) Description Oper 5tatus Changed at

wvians @ Lab Switch (192.168,1.70) FastEthemstd/11 (10011} Trunk Allowed but no traffic for vian 2 TM-ZBD NTU-A Up 17/082014 10:54:02
FastEthem=tli'12 (10012) Trunk Allowed but no traffic for visn 2 TM-Z8D NTU-B Up 042014 16:21:35
FastEthemetl/ 17 (10017) Access Dowrn 002:2014 12:58:21
FastEthemns=tli/18 (10018) Access UPS Connection Dowmn 022014 13:58:21
FastEthems=tli15 (10019) Access Down 022014 13:58:21
FastEthems=tli2D (10020) Access Dowmn 022014 13:58:21
FastEthernstdi21 (10021) Trunk Allswed but no traffic for visn 2 trunk to LWAP Switch Up 27032014 13:456:40
FastEthems=tliZ2 (10022) Access Dowmn 022014 13:58:21
FastEthemn=td23 (10023) Trunk Allewed but no traffic for vian 2 Trunk to readside_box Cisco IE3000 Up 17082014 0F:45:29
FastEthemeti24 (10024) Trunk Allowsd but no traffic for vian 2 Trunk to Cisco Rowter Up 20032014 22131

vians Y lab switeh lwapp {152.158.1.75) FastEthemetZ3 (10025 Trunk with traffic for vian 2 Up 202014 13:44:38

Following are 5V Interfaces found for this Visn (2 - PRODUCTION), |f you can't ses them, click on Detailed View
wvians @ Lab Switeh (192.188.1.70) {192 168 2 TW255 255255 0) Vian2 (2) Dev Subnet 2 up 41032014 19:07:35

11.11 MPLS Reports

Enigma NMS auto-discovers MPLS related objects and are used for monitoring and reporting.
MPLS reporting consists of
¢ MPLS VRF Info

This report will show you all configured VRF along including most of the attributes:

1. VRF Name

2. VRF Description
3. VRF Status

4. Member Interfaces
5. BGP neighbors

All attributes are visible on the following screenshot.

e MPLS VRF Routing Info
This report shows IP Routes per VRF along with relevant information (next hop, routing protocol etc.). If you click on IP
Routes link under VRF name, you will see all IP Routes within a particular VRF on Particular network node
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e MPLS TE Tunnels Info
This report shows MPLS Traffic-Engineering Tunnels related information

11.12 Cisco IP Phones

Enigma NMS has been integrated with Cisco Call Manager, which are interrogated on a regular basis.

11.13 Cisco Call Manager Integration

If you have implemented Cisco Call Manager solution, Enigma NMS lets you generate Call Billing Reports based upon
CCM CDR (Call Detail Records)
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12 IP Admin

12.1 IP Admin

Enigma NMS has comprehensive IP Administration System — IP Register
It provisioned to have multiple IP administration domains and let people from different clients to effectively administer their

IP Address space:

Enigma NMS IP Administration Module is IPv6 compliant, it will let create thousands IPv6 networks, split them into smaller
IPv6 Subnets and bulk adds IPv6 Addresses.

The first view will show you the available IP Admin Domains:

& 1P Administrative Domains

2 g #
IF Domain Action Client Primary Admin WG Secondary Admin WG Your Rights User: admin
Demo IP Domain View Content DEMO Metwork Management Team Admin Work Group Primary Admin
New Domain View Content DEMO Metwork Msnsgement Team Primary Admin

To administer particular IP Domain click on the name, by default you will be taken into IPv4 management of a particular

domain. To access IPv6 management, click on “View IPv6 Subnets” link.
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' & List IPv4 NETs under current IP Administrative
Domain
which your WG has authority for
5~ View IPv6 Subnets

+ IP Administrative Domain: Demo IP Domain owned by Demo Client

Demo IP Domain (Demo Clignt) - NEE|

Authorizing Workgroups: Primary Network Management Team
Secondary: Admin Work Group (Admin)

=/Ip Administrative Domains W Add new IPvd NET W Add new IPvé NET

Search Options

(] [0 fo (o fo Description: | |

CHECK to search for: @ NET ' SUBNet ' IP Address

Select the NET | Selectthe Client |
10.3.10.0 / 255.255.255.0 - PC squl Demo Client (DEMO) E|

@Check IPv4 NETs | Check IP SUBNets

The above screen will show you all available IP Networks. Select the network to manage or select the client to see all

configured networks for this client:

Click on the IP Net to manage:
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] List IPv4 NETs under current IP Administrative Domain

which your WG has authority for
2~ View IPv6 Subnets

* IP Admiinistrative Domain: Demo IP Domain owned by Demo Client

Demo IP Domain (Demo Client) - NEEl

Authorizing Werkgroups: Primary Hetwork Management Team
Secondary: Admin Work Group (Admin}

IP Administrative Domains W Add new IPvé NET "W Add new IPv6 NET

Search Options

] [0 o [o [o [ Description. | |

CHECK to search for: @ NET ) SUBNet ) IP Address

Select the NET | Select the Client |
10.3.10.0 / 255.255.255.0 - (PC 5[ | Demo Client (DEMO) [~
@ Check IPv4 NETs | 'Check IP SUBNets
IPv4 NET HET Mask # % NET Description NET Client Added/Moded
g

10.340.0 2552552550 &  PC Sunbnet DEMO SA  S.A (1310212014 06:27:01)
3 — "y
“% % PSUBNet SUBNetMask # SUBNetDesc SUBNet Client Added/Moded

"3
10.3.10.0 2552552550 # PC Sunbnet- SPARE - DEMO SA 5. A (13/02/2014 06:38:04)

At this screen you can split and join IP networks into IP subnets.
Splitting Subnets:
Click on “Split Subnet” link, and then click on the link near the subnet you need to split and select the splitting criteria:

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 114 of 205



Enigma NMS User Guide

wE Splitting Following SUBNet

IP Administrative Demain: Demo IP Domain Demeo Client

Authorizing Workgroup: Network Management Team

IPv4 HET MET Mask MET Description HET Client Added/Moded

IP SUBNet SUBMet Mask SUBMetDesc SUBNet Client Added/Moded

The ABOVE SUBMNet will be spiit into the following Mew SUBMets:
10.3.10.0 / 255.2556 256192 (62)
10.3.10.64 / 255.255.255.192 (62)
10.3.10.128 / 255 255.255.192 [62)
10.3.10.192 1 255.255.255.192 (62)

Spilit Confirmed

After the split is done, the page showing available subnets will like this:
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[ List IPv4 NETs under current IP Administrative Domain

which your WG has authority for
2 —| View IPv6 Subnets

“¥ IP Administrative Domain: Demo P Domain owned by Demo Client

Demo IP Domain (Demo Client) - NEEl

Authoriging Workgroups: Primary Network Management Team
Secondary: Admin Work Group (Admin}

IP Administrative Domains “¥"Add new IPv4 NET “¥"Add new IPvE NET

Search Options

L) fo fo o o [Description: ] |

CHECK to search for: @ NET ) SUBNet ) IP Address

[ Select the Client |

10.3.10.0 / 255.255.255.0 - (PC 5[ = | Demo Client (DEMO) (=]

@ Check IPv4 NETs _'Check IP SUBNets

IPwv4 HET NET Mask .'\ ‘$ NET Description NET Client Added/Moded

103400 2552552550 #  PC Sunbnet DEMO SA  5.A (1310212014 06:27:01)
<G % pSUBNet SUBNetMask  # SUBNetDesc SUBNet Client Added/Moded

10.3.10.0 255255255 192 # PC Sunbnet— SPARE ~ DEMO SA 5. A (13/02/2014 06:38:04)
10.3.10.64 255.255.255.192 # PC Sunbnet— SPARE - DEMO SA  5.A (22/06/2014 14:51:26)
10.3.10.128 265.255255.192 # PC Sunbnet— SPARE ~ DEMO SA 5. A (22/06/2014 14:51:26)
10.3.10.192 255755255 192 # PC Sunbnet— SPARE ~ DEMO SA 5. A (22106/2014 14:51:26)

The joining procedure is available when you click on “Join Subnets” link:
Link for joining will only appear where the joining is possible

When you click on the link you see following page:
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w Joining Following IP SUBNets
IP Administrative Domain: Demo IP Domain Demo Client

Authorizsing Workgroup: Network Management Team

IPv4 NET MNET Mask MET Description HET Client Added/Moded

IP 5UBNet SUBNet Mask  SUBNet Desc SUBMet Client Added/Moded

You are about to join The ABOVE TWO IP SUBNETS, Please CONFIRM

The resulting SUBNET will be - 10.3.10.0/255.255.255.128

Join Confirmed

Click on “Join Confirmed” Button:

w Joining Following IP SUBNets
IP Administrative Domain: Demo IP Domain Demo Client

Authorizsing Workgroup: Network Management Team

IPv4 NET MNET Mask MET Description HET Client Added/Moded

IP 5UBNet SUBMNet Mask  SUBMet Desc SUBMNet Client Added/Moded

You are about to join The ABOVE TWO IP SUBNETS, Please CONFIRM

The resulting SUBNET will be - 10.3.10.0/255.255.255.128

Join Confirmed

To assign assigning IP Addresses in to particular IP Subnet, click on it:
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2 List IPv4 NETs under current IP Administrative Domain
which your WG has authority for
o View IPvé Subnets

"I IP Administrative Domain: Demo IP Domain owned by Demo Client

Demo IP Domain (Demo Client) - HEEl

Authoriging Workgroups: Primary Network Management Team
Secondary: Admin Work Group (Admin}

IP Administrative Domains “¥"Add new IPv4 NET “¥"Add new IPvG NET

Search Options

Ce) o o o o [(Description: ] |

CHECK to search for: @ NET ) SUBNet ) IP Address

[ Select the Client |

10.3.10.0 / 255.255.255.0 - (PC 5[ = | Demo Client (DEMO) |~

@ Check IPv4 NETs |_'Check IP SUBNets

IPw4 NET NET Mask & ‘$‘ NET Description HET Client Added/Moded

103400 2552552550 #  PC Sunbnet DEMO SA  5.A (1310212014 06:27:01)
“S < |PSUBNet SUBNetMask  # SUBNetDesc SUBNet Client Added/Moded

10.3.10.0 255.255.255.128 # PC Sunbnet- SPARE- DEMO SA  5.A (22/06/2014 14:52:56)
10.3.10.128 255.255.255.192 # PC Sunbnet- SPARE- DEMO SA 5. A (22106/2014 14:51:26)
10.3.10.192 255.255.255.192 # PC Sunbnet- SPARE~ DEMO SA  5.A (221062014 14:51:26)

Click on Add link.

You will see already assigned IP addresses and the drop-down selection will contain only free addresses.

Click on the modify icon f to edit the description:
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w2 Modifying the following IPv4 Address

P Administrative Domain: Demo IP Domain Demo Client

Autheorizing Workgroup: Hetwork Management Team

IPv4 NET NET Mask HET Description HET Client Added/Moded

IPv4 SUBNet SUBMNet Mask SUBMNet Description SUBNet Client Added/Moded

10.3.10.10 * Description;| Database Server DEST

4 IPvd Address % single % Bulk Description Added/Moded
1031010 # Database Server DBS1 5. A (1310212014 06:35:10)
1021011 # Database Server DBS2 5. A (13102/2014 06:35:20)
10.3.10.12 # Database Server DES3 5. A (13/02/2014 06:35:29)

You can delete single or multiple IP addresses, click on Delete Single:

& IP Addresses - BULK Deletion

IP Administrative Demain: Demo IP Domain Demo Client

Authorizsing Workgroup: Network Management Team

IPw4 HET  NET Mask HET Description HET Client Added/Moded

IPv4 SUBNet SUBNet Mask SUBMet Description SUBMet Client Added/Moded

IPv4 Address Tick to Delzt= 9% Single % Bulk Description Added/Moded
10.3.10.10[C] # Database Server DES1 5. A (13102/2014 06:35:10)
10.3.10.1 ] #' Database Server DBSZ 5. A (13102/2014 06:35:20)
10.3.10.12C] # Database Server DBS3 5. A (13102/2014 06:35:29)

Click on Delete Bulk:

Availability search includes IP Network, Subnet, Address and their descriptions, the search for “Prod Server” will produce

following result:

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 119 of 205



Enigma NMS User Guide

To add new content, Click on “Add new IP NET” link:

To search ALL IP Domains, click on “Search” iconﬁ, e.g. Following is the resulting page for “TEST” Search string:

Click on the Hits link to view the results:

IPv6 Management

IPV6 Address Management is quite challenging, because the same IPv6 address can written by a number of different

ways, which makes pattern matching and browsing very difficult.

Enigma IPv6 Admin takes out the complexity from IPv6 address management.

IPv6 address has 128 bits. First 64bits are network portion and the last 64 bits are the node portion of the address. With
Enigma IPv6 Admin you can add many IPv6 Networks and address in bulk. The system will only accept entries which are

IPv6 format compliant. It is impossible to make any mistakes when you are using the Enigma IPv6 Admin.

To access IPv6 Management of particular domain, click on View IPv6 Subnets link.

2 List IPv6 NETs under current IP Administrative

Domain
which your WG has authority for
P View IPv4 Subnets

" IP Administrative Domain: Demo IP Domain owned by Demo Client

Demo IP Domain (Demo Client) - HEE|

Authorizsing Workgroups: Primary Hetwork Management Team

Secondary: Admin Work Group (Admin}

IP Administrative Domains  “W"Add new IPvd NET “W"Add new IPvE NET

Search Options

[ IPwE MET Search Pattern: ] I

CHECK to search for: @ 1PvEe NET |_IPvE SUBNet | IPvE Address

| Select the IPvE NET | | Selectthe Client |
2001:0db3:041:0000 E| Demo Client (DEMO) E|
@ Check IPv6 NETs | Check IPvE SUBHNets

Select desired IPv6 Network and click on “Select IPv6 NET” button.
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& List IPv6 NETs under current IP Administrative Domain

which your WG has authority for
2~ view IPv4 Subnets

" IP Administrative Domain: Demo IP Domain owned by Demo Client

Demo IP Domain (Demo Client) - NEE|

Authorizing Workgroups: Primary Network Management Team
Secondary: Admin Work Group (Admin)

IP Administrative Domains 8" Add new IPvd4 NET “¥"Add new IPvE NET

Search Options

[ IPv6 NET Search Pattern: | |

CHECK to search for: @ 1PvE NET ' IPv6 SUBNet _IPv6 Address

[ Selectthe IPvS NET | Selsct the Client
2001:0db8:0741:0000 = Demo Client (DEMO) =

IPv SUBNet 1=t Octet (bits 49 -» 56); === [~ @ Check IPv6 NETs | 'Check IPv6 SUBNets

PG NET NETMask # ¥ NET Description NET Client Added/Moded
o

2001:0db8:0f41:0000 48 #  TestlPVE AA DEMO SA 5. A (22/06/2014 16:07:02)

S PvB SUBNet SUBMet Mask  SUBMet Description SUBMet Client  Added/Moded
g

2004:0db3:0741:0000 53 # TestPVE AA — SPARE — DEMO 5. A (22/06/2014 16:08:59)
A

2004:0db8:0741:0800 53 # Test P V6 AA — SPARE — DEMO 5. A (22/06/2014 16:08:59)
A

2001:0db8:0f41:1000 53 # Test P V6 AA — SPARE — DEMO 5. A (22/06/2014 16:08:59)
W

2001:0db3:0741:1800 53 # Test P V6 AA — SPARE — DEMO 5. A (22/06/2014 16:08:59)
A

2001:0db8:0141:2000 53 # TestIP V6 AA — SPARE — DEMO 5. A (22106/2014 16:08:59)
A

2004 -0k 041 - 2800 k3 # Tast IP VR AA — SPARF — NFK0 5 A (7210R17014 1R:08:R9)

To create smaller IPv6 Networks use Split icon = and when the page reloads, click on the same symbol next to the IPv6
Network you wish to split further.

To view IPv6 address allocated to particular IPv6 Network click on the requested IPv6 network.

£ Adding New IPv6 Address

IP Adminiztrative Doemain: Demo IP Domain Demoe Client

Authorizsing Workgroup: Network Management Team

IPvG NET HET Mask MNET Description HNET Client Added/Moded

2001:0db8:07441:0000 43 Test IP VE AA DEMO 5. A (22/06/2014 16:07:02)

IPwi SUBNet SUBNet Mask SUBMet Description SUBNet Client Added/Moded

2001:0db8:0f41:0000 53 Test IP W6 AA — SPARE — DENMD 5. A (22/06/2014 16:08:59)
¥ IPvE Address Description Added/Moded
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To add new IPv6 addresses click on the plus sign.

1 £ Adding New IPv6 Address

IP Adminiztrative Domain: Demo IP Domain Demo Client

Authorizing Workgroup: Network Management Team

NET Mask MNET Description NET Client Added/Moded

IPvE SUBNet SUBNet Mask SUBMet Description SUBNet Client Added/Moded

Mote: New IPvS Address should be in HEX format, exactly 128 or 64 bit long
If it'= 128 bit long, ENIGK.A MKMS will check to make sure that that network portion of
new IPvE Address complies with selected IPv6 Subnet,
If it'= 64 bit long, it will prepend it with IPvE Subnet to make it 128 bit long

+ Multiple IPvE NETs Addresses Addition

* New IPvE Address: |

* Description: |

[ Add New IPvE Address to above IPvG SUBMet - 2001:0dba&:0141:0000 ]

+ IPvE Addresz Description Added/Moded

Also you can add multiple IPv6 address, please use link Multiple IPv6 NETs Addresses Addition
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1+« £ Adding MULTIPLE New IPv6 Addresses

P Adminiztrative Domain: Demo IP Domain Demeo Client

Autheriging Workgroup: Network Management Team

NET Mask NET Description NET Client Added/Moded
IPvE SUBNet SUBMNet Mask  SUBMet Description SUBNet Client

Mote: New IPvE Addresses should be in HEX format, exactly 128 or 64 bit long
If it"s 128 bit long, ENIGKA NKMS wil check to make sure that that network portion of
new IPvE Address complies with selected IPvE Subnet,
If it's 64 bit long, it will prepend it with IPvS Subnet to make it 128 bit long
“¥" Single IPv6 NET Address Addition

Use Following Field when adding MULTIPLE IPvG Addresses o Above IP 5UBNet
One IPvE Address per line delimited by "SPACE™ or "TAB",
Note: Bulk IPvE Address Addition is limited to 1000 IPvE Addresses (Lines)

2001:0db&:0f41:0000. 1234.1234:abcd .aaaa Description_1
2001:0db8:0f41:0000:1234:1234:abcd bbb Description_2
2001:0db8:0f41:0000: 1234:1234:abcd.cccc Description_3
OR

1234:1234:abcd.aaaa Description_1
1234:1234.abcd bbbb  Description_2
1234:1234:abcd ccce  Description_3

2001:0db8:0741 -0000:1234:1234: "33aa Description_{
2001 -0db8-0F41 - D000 - 12341234 -bbbb Description_2
2001 :0db8:0F41 0000 1234:1234: sgpee  Description_3
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w E Adding MULTIPLE New IPv6 Addresses

IP Adminiztrative Domain: Demo IP Domain Demo Client

Authorizing Workgroup: Network Management Team

HET Mask MET Description HET Client Added/Moded

IPvE SUBNet SUBMNet Mask SUBMet Description SUBMet Client Added/Moded

“  Pve Address % Single % Bulk Description Added/Moded
2001:0db8:041:0000:1234:1234.abcd:aaaa # Description_1 5. A (2210612014 16:13:20)
g
2001:0db8:0741:0000:1234:1234:abcd:bbbb # Description_2 5. A (2210612014 16:13:20)

™
2001:0db&:041:0000:1234:1234:abcd:ccce. & Description_3 5. A (22/06/2014 16:13:20)
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12.2 SLA Admin

Main Menu > SYSTEM/ADMIN - SLA Admin

This is quite important part of system configuration. This is where you configure your SLAs (Service Level Agreement),
which are going to be fixed throughout the system.

Linked SLAs will affect an alarm generation.

By default system has

e Unassigned SLA: Mon-Fri 8am to 5pm

e Premium SLA: 24 x7

& service Level Agreements
+ &

Countries States Geographical Locations TimeZones Public Holidays

SLA Name Vendor Description (HTML) Description (ASCI) Node View Status Response Restoration Default SLA Added/Modded at/by

Premium (24x7) HETSAS 24x7 24x7 A ACTVE  NIA NiA N 1TI02/2014 11:54:54 / 5. A.

Standard SLA  HETSAS Mon-Fri: 8am - Spm Mon-Fri: 8am - Spm hd ACTVE  NiA Ni& N 26/02/2014 14:06:51/ 5. A.

unassigned unassigned unassigned (8am- Spm unassigned (8am - Spm, Mon-Fri} ¥ ACTVE  NiA Ni& Y 26/04/2007 16:12:06
Mon-Fri}

To view particular SLA details click on SLA name:
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&~ single SLA Details
+ & R

SLA Mame:

Vendor:

SLA Desoiption:
NODE View:
NOTE: If s=t to N this SLA WILL MOT APFEAR in the List of Node SLAs in the Node View

Default SLA Flag
NOTE: If set to ¥ this SLA WILL BE USED when
newhy discovered nodes are added to the datshase

Premium [24x7})
NETSAS Carriage Provider: N, Service Provider: ¥
24x7

b

=

Following fields will be used for Escalations and Support functions

Li

Monday:
Tuesday:
Wednesday:
Thursday:
Friday:
Saturday:
Sunday:

Public Holiday:

From 0 Hr. To 24 Hr.

From O Hr. T 24 Hr.

From 0 Hr. To 24 Hr.

From 0 Hr. To 24 Hr.

From 0 Hr. To 24 Hr.

From 0 Hr. To 24 Hr.

From O Hr. T 24 Hr.

From 0 Hr. T 24 Hr.

RESFOMEE TIME: O Hr.

RESTORATION TIME: O Hir.

Actions

ink to Nodes

Hide Linked Nodes

Node: © Broadcom {IP:182.188 1.1} . Pending-SNMPv2-5MI::enterprises. 18972 AUTO DISCOVERED HOST on 20131209 (SNMP)
Node: © canonmER {IP:192.188.1.45) , Cancon MF4380-4380 /P AUTO DISCOVERED HOST on 20131209 (SNMP)
Node: & enigma-32 {IF:182.168.1.103) , Fending-NET-SNMP-MIE: netSnmpAgentlIDs. 10 AUTO DISCOVERED HOST on 20131202 (SNMF)

Node: e enigma-64-binary.netsas.com.au {IP:192.188.1.104} , Pending-NET-SNMP-MIB::netSnmpAgentC|Ds. 10 AUTO DISCOVERED HOST on 20131209
{SNMP)

Node:
Node:
Node:
® mc_node temp 2 (IF:182 188.1.32) . catalyst358024TS
e mc_node temp 3 {IP:182.188.1.23) , catalyst358024T5
e mc_node temp 4 {IP:182 188.1.34) . catalyst358024TS
L mc_node_temp 5 {IF: 182 188.1.35) . catalyst358024TS
® mc_node temp 6 (IF:182.188.1.38) , catalyst358024TS
® me node temp 7 (IF.192 168.1.37), catalyst356024TS

Node:
Nede:
Node:
Node:
Node:
Node:

L Lab routernetsas.com.au {IP:182.188.1.354) , cisco1721 AUTO DISCOVERED HOST on 20131208 (SNMF)
© Lab Switch {IP:182.188.1.70]} , lab_switch, catalyst358024TS OMNE-NMS Lab Switch Cisco3580
e MC-Laptop-i7-To {IP:192.168.1.152) . Pending-SMMPv2-5MI|::enterprises. 311.1.1.3.1.1 MC-Laptop

You can link this SLA to multiple nodes using the links at the bottom of the above page
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WARNING: You are linking above SLA to Multiple Modes

Please exercise caution as it may have operational consequences especially for Modes with cumrent Premium SLA Cover

Select the NODES (Multiple):

Broadocom (192.168.1.1), Pend e
CANONMFP (192.168.1.45), C3

demo-84-binary. cne-nms.com |
demo-84-slave.cne-nms.com {1
demo-85-32 . netsas.com.au {190
enigma-32 {192.168.1.102), Pg
enigma-84-binany. netsas.com.a
enigma-85-84-binan-vmw. netss
enigma-85-04-binary. netsas.cor
enigma-85-84 netsas.com.au {1
enigma-centosiS-test (192,168,
enigma-rhel-84-84 netsas.com.
Lab_routernetsas.com.au {192

Lab_Switch (192.1688.1.70), lay
lab_switch_lwapp (192.188.1.7
MC-Laptop-i7-To (192.168.1.1]
mc_nocde_temp_ 2 (182 168.1.
mc_node_temp_ 3 (192.168.1.
mc_node_temp_4 (182.168.1.
mz_node temp 5 (192.168.1.
mc_node_temp & (192.168.1.
mc_node_temp 7 (182.188.1.
netsas.com.au {173.254.78.22
node-name-to-fix-1402078318
roadside_box (192.188.1.71), ¢
VM-HOST-ESX15-1 (192.188 1.
www.bne.com.au {54.254.104.1

www.rbas.gov.su (202.14,155.14
www. umpguabank.com [23.42.

You can create any number of SLAs, which are going to be customized for your support arrangements. To create new

SLA click on Add an icon * or to modify existing SLA click on Modify Icon rd

=
[ Adding NEW SLA
Mandstory fields are marked with *

- SLA Mame: [

=« SLa Proviger (vendon

HOTE: GNLY Vendors which are sither GARRIAGE or SERVIGE PROVIDERS ARE PRESENT IN THIS SELEGTIGN,
Fiease sslect the comect VENDOR TYPE, as this will be used as a FILTER when selecting SLA in ofher parts of the System,
E.G. Selection of SLAs for Carriage will anly consist of the ones where VENDGRS are Cariage Providers

= SLA Desciption (Hours of Coverage «.g Sam - Spm, Mon-Fri) [

Monday: From | 0w =) Tl o =
Tuesasy: From o 1k =) Tolowe =
Wednesdsy:  From =) velom =
Thursasy:  From [=] Tolom =
Frigey: From | o o o1
Saturday:  From =) Tolon =
S, = Tolom =

« Public Holiday:  From | 0 4 =) Telomn =

RESPONSE TIME: | 0 H.

a

RESTORATION TIME: | 0 He

Hit Next to commit this action:
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F
2] NEW SLA ADDED: OK
. g
* 5LA Name: Custom SLA-1
*Wendor: NETSAS Carriage Provider: N. Service Provider: ¥
* 5LA ASCI Description: Mon-Fri Diff Hours

* MODE View: N
MOTE: If ==t to N this SLA WILL NOT APPEAR in the List of Node SLAs in the Node View

* Default SLA Flag M
MNOTE: If set to Y this 5LA WILL BE USED when

newhy discovered nodes are sdded to the datsbase

Following fields will be used for Escalations and Support functions

* Monday: From 4.5 Hr. To 18.5 Hr.
* Tuesday: From 10 Hr. Te 17 Hr.
* Wednesday: From 7.3 Hr. To 16.3 Hr.
* Thursday: From &.5 Hr. To 15.5 Hr.
* Friday: From 9 Hr. To 12.5 Hr.
* Saturday: From O Hr. To O Hr.
* Sunday: From 0 Hr. To 0 Hr.
* Public Holiday:  From O Hr. To O Hr.
RESPONSE TIME: O Hr.

RESTORATION TIME: O Hir.

12.3 Spares Register

This system is for managing your spares.

Quite often it is cost-effective to support at least part of your network by using internal spares.

Cost of spare network equipment could be quite significant depending on the size and specs of your administrative and
support domains.

Asset audit requirements dictate that spares are tracked properly.

Enigma NMS has got Spare Management System — Spare Register, which allows effective spares management and full
spares asset tracking.

The idea is that spares are kept at locked locations around the country. There is an assigned staff member who keeps
track of all spares and their movement in single or multiple locations.

Engineers can request the spare from an authorized person. If the request form engineer specifies the purpose (e.g.
Replacement of failed equipment) and duration of the loan. The authorizing person gives the spare to the engineer for the

requested period of time. By the time this period expires this spare should be signed back to spare location by authorizing
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person. If the spare has not been signed it, the system will send a notification email to the authorizing officer and to

engineer who requested the spare and supposed to have it.
The system allows access to the history of all movement and current where-about of all spares under management.

For requesting the spare click on the Sign-Off link in “Status (Action)” table cell:
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13 Tools

Enigma NMS has many monitoring functions. Most of them are enabled automatically.
Here you will find links into the reporting of automatically enabled monitoring systems as well and access to monitoring
systems which are configured manually

13.1 Performance Dashboard

This a quick link into Performance Dashboard which we have already discussed.

@ Performance Monitoring Dashboard e Fitters

Gtent — Al s — = Spec p— [=] xcude ] Caringn Types il 052

Tick to Enctude Sefeced Cert L] P o = soueld

R e
Cluser — Al Cistes — [z risace Type: | — Al e Types — Sciusel]

e

Device Type: Show Qo8 Statisics: =
Model [-] ShowOuisges | REGARDLESS ofne atscnea [
Vendor B
sie: =

Site Name Search Patern:
Tick for Negative Search |
Hode: — Al Nodes —

&

Nodenam Search Pattern:|
Tick for Negative Search |
Includ P ARP Domain Pees for Selected Node |

i) o Refresh 5 10 15 20 25 20 sun 4208 [ renen |
Mode Specific Stats (1 Min) Interface Specific Stats {1 Wi}

Ao e i ping il remp il geast b piscrs [y s arops ™ 11 s

Thvshols 50 Unc: 8 el 0 e 16 [ TRREEHOTORZAN] TR A ROl Thesrlc: 70 thes 3 Thoahold: 1 e Theeshold 10 Uhad: 0 Thoashold  Ured:0 Thveshold: 60 Used: 0| Treeshld: 100000000 Used: 31

[ye— © 1 © nes © rosdsice._box © Las_swin © Lab_swien © Las_routernet ® La © Broacom © Lab routernetsas.com.au
Fasiinmsio/t (10601) 100 Vs 100 Migs  FasiEibemei0 (9100 Mops  FastEinemeto (¢) 100 Migs wz@ioouee  reMenemen100100 e
KW 9.‘“ﬁ2“— %ﬁ Zt Zt wt mt——
5 " A 3 s . . o N "
# # # # # #
Node Atarms: 12
nose [y — ste Deseripoon . —

[ -~ 1521651112 @ Rostcauser a0 = Gemo Data Cenire D Gut of 24 maniiored moes 11 Down AUTG DISCOVERED HOST on 23140411 (SNF) 18082014 174501 (11 Atach

192188 1,113/ 255 255 2550 3 Days 22 41 Min

<o [ Gemo Dsta Centre DU Gutof 24 manitred nodes 11 Down AUTO DISCOVERED HOST on 20131203 SNMF) 18082014 174501 (111 atscn
192 168.1.10¢ /205 2582500 < ays 224041 Min
o ™ Deme Data Cenire D Gut of 26 maniiored modes 11 Down AUTG DISCOVERED HOST on 20140414 GNMP) 18082014 174501 (11 atach
192 168 1 112 /288 258 2280 *ays 224041 Hin
Realick Poie GBE Famity Contller [ Demo ste Gentre DM vt of 24 moniored noges 11 Down MG-Lapion toszota 220001 (11 tacn
192165.1.152 /255 2552550 10 Days 18 27 in
o [ smesigned WA Outof 3 mentiored nodes 1 Down = s EI0H atach
192 168.1.108 /285 225 2350 72 Days B 41 i
™ Gemo Dais Gene DU Gut ot 24 manitred naces 11 Dawn 71032014 125491 ¥ 10: ¢ Savice Dask # 443222 CP Pansing - Human Srer & System Admin
107 Dy 2 e 33 in
o 5215 nodeteme 152 185 131 e = Deme Data Cenire D Gut of 2¢ manitred moces 11 Down oazore rasear Mo P Pending - Human Erer & System Admin

13.2 Monitor View

This a quick link into Performance Dashboard which we have already discussed.

To see all available performance monitoring for particular node, please click on “Monitor View” link at the header of Node
View.
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wE# @ Performance Monitoring Statistics (Resl-Time Values)
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Ping Response Time msec
From: © Lab Switch(192.182.1.70) = © _demo-64.one-nms.com (152 182.1.100) (7) Il

To modify above stats collection configuration, please click on Monitor Config link in Node View:

Configuring Perfe Monitoring Statistics @
HODE © Lab Switeh - 152.185.1.70
Description ONE-NMS Lab Switch Cisco3560
Site Demo Data Centre KEARNEYS SPRING
SHMP RO String public
Max Processor Memory 1200 Mb
Type of SHMF Collections. Collection Name Interface Specific Configurable OID
[¥] cpu utilization s n CPUOID: 1.36.1.4.1.9.2.1.58.0
Foliowing are CPU OIDs auto verified by the system
1.3.6.1.4.1.9.2.1.58.0 for Cisco 10S Software
1.3.6.1.4.1.9.9.305.1.1.1 for Gisco NX-0S Software
ing Response Time msec [
] processor Memory Utilization b {Max Processor Memory: 120.0 Mbj ] MEM OID: 1.38.14.1.9.9.48.1.1.1.5.1
Following are MEM OIDs auto verified by the system
1.3.6.1.4.1.9.9.48.1.1.1.5.1 for Gisco 10S Software
1.3.6.1.4.1.9.9.305.1.1.2.0 for Gisoo NX-0S Software
Temperature N

Linksn CARRIAGE (A-ENdT) NNO123455, GUINP, 10000 KDRS, Priory: Primary
Ifindex beast discard error qdrops util Tick util_pps Description  Oper Status Type Speed (bps)

--ENN(“M — ‘mﬂk - _‘mm‘
=

---“ — ‘MK_

10004 DB FNN - Please select one —

ormzEny

T O A~ T - o oo o 1
For Monitored Ports click on “Ports” link and check the column “Monitored”:

Click on “Show Port Monitor Config” link to configure Port Monitor for this node:

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 131 of 205



Enigma NMS User Guide

“ & Node Interface Report

‘Snowig ALL Feertoes
Nodensms © Lab Suitch (1P: 192 468.1.70) Visns Select the Node 1o view Ports Information for | Lab_Switch (152.168.1.70} - O[]
Site Demo Data Centre DM
Model: catalyst3S6024TS
Devics Type: Switoh{s) @8 Spanning Tree Enabled Node! This is 2 Root Bridge with 1D: S0010014A80CF500
Type Switch
Desoription. ‘ONE-NMS Lab Sitch Cisoo3£60
Losation: KEARNEYS SPRING
Showing Ports with: Any Operating Status Up Down
Lzt Updste: 2200872014 12:04:45
Sorted by: Int Desc. Int Index, Opsr Status, Last Change
Actions: Hide Port Monitor Config ~ View Physical Imerfaces Only  Show Mac Viendors  Show CDP Pesrs Show LLDP Pesrs  Show Visn Info  Show Carriage Info [ Commit Port Monitor Configuration |
Graphs Interface Ind Type MAC IPAddress  Mask  Speed (Access/Configured) Duplex Trunk Config Description Monitorsd Notification Status  Status Change Time
g% Vians Viant 1 propviteal 9 ouamCEsN 192.168.4.70 255.255.255.0 1 Gbps na w13 8% Dey Subnet 1 N Up  sozm0m13s83t
5ot Vians Vian2 2 propuetusl S oMusICTSH 192.188.2.70 255.255.255.0 1 Gbps na w1 % Doy subnet2 N Up oot damras
ot Vians Viand 3 propuetis P 00uASICTSC 497453370 255.255.255.0 1 Gbes na w188 Dev Subnet3 N Up  wosoou temas
& Vians Viandd 10 propvtus O oosmces 172.46.1.254 255.255.255.0 1 Goes nz N Up  wosn0uiers
- Vians Vian11 1 propurus S ooussocesu 1Gtps na NIO  Service D201 180735
B Vians Vian100 10 propurtusl & ootussceses 1 Gops na wio L3201 190735
o Vians 1 e P russcess 100 Mbps / 13 Mbps Full  v/4 8% ADSL Router BN 153137
o Visns 2 tom B amassces 100 Mbps Full Y488 Canon Printer BN 1ES
Spess cngedon 32013 163827
o Visng 3 1o P gnassoceses 100 Mbps. Full #% ONE-Nws B4 SSD (] [ — - [T PRI
‘Spesd angedon 19032014 124507
0 s 10004 B amasscesos 10 Mbps e N1O  Boown smammsmn
#riion Vians 10005 P orusmcesn 100 Mbps. Full  ¥/28% Engmzvi Evens mmaxld [ Blup  mwmouess
‘Specd crangedon 29032014 000221
Hrsaon, Vians 10008 O otusscesns 100 Mbps Full  vi2#% LabLaptop 180201 170835
Spas ranganon 9122013 163827
* Vigns 10007 P grusmcesn 10 Mbps. oo N1 (] [ —— TR
v 1000 L 10 Mbps Unkooun | N10 (]  Boown swaummn
Spess mangenon 9122013 63827
- Visns 10089 2 10 Meps uesn NG ]} [ Bopown smannsn
* Vians 0w P opusscesac 10 Mbps. Uskown | N1 Warren Test Link (]  Boow smmumsa
ot Vians 1 wn 2 onssocesn 100 Mbps Full  vi2 8% Tizso nTUA Events Adoacd 17080t t0st2
‘Spess rangRdon 14032014 000145
o Vians ] b 100 Mbps. Full Nio  TM-2ED NTU-B 0 By mesuens

Spees crangedon 702014 120228

13.3 Performance Alarms Trend

To see performance exceptions for all statistical collections, click on

Main Menu = Alarms = Performance Alarms Trend:
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13.4 ANY OID/Environment Monitor

Main Menu = Tools = ANY OID/Environment Monitor

In addition to statistical based collections, Enigma NMS has other very powerful monitoring system — Environment

Monitor;

This monitoring system is capable but not limited to monitoring of environmental parameters of networking, power and air

conditioning equipment, such as UPS (Uninterruptable Power Supply), Air-conditioning Units, PLC (Programmable Logical

Devices), NEM (Network Environment Monitors), etc.
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Uninterruptable power source is very critical to any network infrastructure. Without stable power all networks will become
affected by everything connected to it. To provide stable power source, companies install UPS for their main IT
components.

Here comes the challenge of how to effectively manage and monitor all power conditioning equipment. There could be a
large number of UPS on your network installed at different time. You need to know which UPS has a faulty or depleted
battery or if the main power source fails for an extended period of time so you can safely shut down your equipment or if

UPS capacity is not enough to support connected equipment.

Environment monitor satisfies all above monitoring requirement and much more.
You can use environment monitor for monitoring of practically any object, which is present in the node SNMP agent,
To use an environment monitor you will need firstly to configure MIB OIDs — the records which define what you are going
to monitor, following are MIB OIDS, which are related to UPS:
o Battery Replace Indicator
e Battery Run Time Remaining
o Battery Temperature
o Battery Status
The MIB OIDs could be vendor specific as different vendors implement their SNMP agents differently.
For network equipment, it could be temperature sensor or power supply indicator, etc.
Once you define a MIB OID, you will need to create the actual configuration records, which will link OID to the node in the

system database.

The first screen of Environment Monitor will show you all Monitored OIDs of All Nodes. This record are linked to
Configured MIB OID.

Click on “Configured MIB OID:

&) Eovt c
L Environment Monitor
Available MIE OID
Live MIB OIDs * Viow Al AGlani ME 0D | View Un-asea M5 OIDs

Monitore MIB OIDs View MIB OID Types.

+ #
MIB OID Type: | — &1 MIB OID Types — E\

MIB OID Type MIB OID (Deseription} MIB OID (Humerical)  Value Type Explanation (Optional) Auto added Threshold Threshold Type Threshold Action Data Log Type Calibration Factor Cablibration Flag Enabled Auto-Discovery

INTEGER Below Abs Abs na na N

INTEGER Baiow Bbs Abs
INTEGER Beiow Abs Abs
INTEGER Below Aoz Bbs
1 INTEGER Baiow Bbs Abs
1 INTEGER Beiow A Abs
1 INTEGER Below Aoz Bbs
INTEGER Baiow Bbs Abs
INTEGER Below Abs Abs

INTEGER Baiow Bbs 2bs

INTEGER Baiow abs abs

3 INTEGER Below Abs Abs
B INTEGER Baiow Bbs 2bs
3 INTEGER Below Abs Abs
5 INTEGER Below Abs Abs
5 INTEGER Baiow Bbs 2bs

5 INTEGER Below Abs Abs

< < < < < € < < < < < < < < < < < <

INTEGER  Abs Memory (RAM) Ui Below Az Abs

22|z 2|z |z|z|z =2 |z(2|z|2 2|z|=[=|=

INTEGER  Abs Memory (RAM) Utiisation Beiow A Abs
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Click on Add icon * to define a new OID:
(& Adding New MIB record

Value Typs: | — Flease choose one — El

“MIB OID Name: |

*MIB OID Instance (Mumerical - i.e. dot separsted notation): |
Example: 1.3.6.4.5.3.16.7.1.0
To be 100% sure, please run snmpget of that OI0 from device to validate the retumed valus

¥ * Sslect the MIB OIC Type: | — Please choose one — El

MIB OI0 Explanation {Optional): [
* Default Data Log Type: Abs

* Default Threshold Value:

Should be
Check MIB OID Name for mapping betwesn Value and String

* Default Threshold Type: Abs
* Default Threshold Action: | Equs [ |

Enable Auto Discovery:
Irils flzg ks 52t o Y™ ENIGMA NS will find all devices where Tils MIB OID nstance | Y vl
Is present and 2dd ham o Emvironment MonRar using abowe detaul fireshold seflings

MIB OID Explanation (Optional) fields is needed to provide additional explanation of monitoring OID.

Enigma Environment Monitor has very powerful feature which allows automated addition of configured MIB OIDs, which
were discovered in all devices across your entire enterprise network domain. E.G. If you have number of UPS,
manufactured by 3 vendors, which have private SNMP MIBs, it is sufficient to add just one MIB OID per vendor and set
“Enable Auto Discovery” flag to “Y”. Enigma will scan all known devices for the presence of these MIB OIDs and if they

are found, it will automatically add them to the environment monitor.

To view available monitored OIDs, please click on the “Monitored MIB OIDs” button:

Inchuce Curenty Down Nodes: =
Srow ONLY M 01DS with S Thestoid =
Nomr f Grts o Pr-Seleet. 10 =

‘Sorted by: Node, WIB OID Name

Hode - Losstion WE OID ame WIE OID Type Current  Lsst Updated rtion Fctor Config byiat
® Fusoes /o Fueiisk 982G 22082014 103001 When Abeve 93,20 Gb A e SERT G Va5 405 Auto-stied 2024 111052
© FoedDisk  1204Mb ZU06/2014 16:30:01 When Above 50.57 M. w1024 Auto-ssied 20D 11:10:53
o coucPU cPu 1 220872014 18:28:01 When Abevz 90 Aute-ssded 2008 111052
® cru 1 220872014 18:38:01 When b, Auto-sdded DOZONA 111052
® cs 22/08/2014 16:28:01 When Aboue 90 o i) ves Auto-added 2042014 11:10:53
® ceucH oru 1 22/062014 16:20:01 When Above 90 CPU Ui Yos i) s o) Auto-stied 202014 11:10:52
© Ram 23460 22/082014 16:35:01 When Abova 2.84 Gb Avs erur) (M) LGaion Moy, 1024 Auto-3dded 2042014 11:10:83
0 demost FoedDsk 735905 Vi 4058 Auto-sdded 10014 03:41:48
® ek 2030 v o 1024 Auto-saded 510412014 03:41:43
® oo cs Auto-ssted 12032014 211008
® ceucPy oru 0 22/06/2014 16:20:01 When Above 30 Auto-saied 12042014 182044
© demost cRu 1 22/06/2014 16:30:01 When Above 0. Auto-aaded 12042014 1820:44
© demost cpu 1 22181 Auto-added 15042014 05:10:47
® cs 22081
® cs 22081
© gemosst cPuCPUT oru 1 22/0602014 16:30.01 When Above 30 Yos ) Yos 8 Auto-saed 15042014 051047
O gemost cPu 1 22/08/2014 16:38:01 When Aboue 90 vos i) Vs ) Auto-sated 15042014 08:10:47
® Ram az:e

eni ek 109960

FoedDisk  12.18M0

cRu E 22/06/2014 16:30:01 When Above 0. Yos i) Yos ) Auto-added 2042014 111310

cpu 4 ‘22/0572014 16:35.01 When Abave 80 COU Ltiston Yoo i) Vou i) Auto-sdded 2042014 1113:10

© eniqma 32 (215271651102 - KEArNEY s SPNG

cru " 22/08/2014 16:28:01 When by 90 CoU Uit o) vos ) Auto-sdded 2042014 111310
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Drop down selections at the top of this page will help you to customize your view, i.e. View only monitored OID, which

breached the threshold. “View Graphs” button will show you the graphs of Ol value changes over time.

To add new record click on the add icon " or on Modify icon i to modify.

& Adding New Monitored MIB OID Collection

Select Client:

2

— Show All Device Types — EI

[

— Please choose one or multip .
Broadcom {Pending-SNMPy2-5

— Al Clients —
Select Device Type:
Select Model:

— Show All Models —

* Select Nodes:

MOTE: “ou can select multiple devices OMLY if MIB OID,
you nesd to monitor is available on All of them!
MNOTE: Showing SNMP-Enabled nodes ONLY!

CANONMFP {Canon MF4350-4
demo-34-binany. one-nms. com |
demo-G4-slave.one-nms.com (|
demo-84.one-nms.com {Pendin

demo-35-12 netsas.com.au (Pe
enigma-32 {Pending-NET-SMNMF
enigma-54-binany.netsas.com.3
enigma-55-Gd-binany-vmw. nets.
enigma-35-84-binany. netzas. oo
enigma-55-54. netsas. com.au (F
enigma-centosfb-test (Pending
enigma-rhel-34-64 netsas. com..
Lab_rowter. netsas. com.au (cisg
Lsb_Switch (catshyst3BS0Z4TS
lab_switch_lwapp (catahyst3560
MC-Laptop-iT-To (Pending-5NM
roadside boo (ciscol EVIETC
TEST-YQFLBSART (Pending-5 ~

¥ * Select MIB record: | FocedDisk / on demo-34-binary| |

[

* Diata Log Type:

* Threshold Value:
Should be INTEGER
Check MIB GID Name for mapping between Value and String

Abs

Threshold Type:
Threshold Action:
Activate Record:

Ensble Paging:

[ B [ [

Enable Email:

This MIE Coliection Motification Email Address: |
Opfiorl: Deponds on abowe flag
Optional Link to Secondany Device:

Calibration Factor:
Cptional: Depencs on particular vendor Implkementation
and will be used for extracted walue adjustment
according ko e illowing action

[1]

— Please choose onge —

Calibration Factor Action:

The above screen allows you to add multiple devices where you want particular OID to be monitored. This significantly

Substract

[~

reduces the time needed to configure environment monitor.
You can delete multiple monitored and configured MIB OIDs as below:
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& % Deleting Environment Monitor Records Hlssa s

View Gonfigursd 1B O1Ds ) (- View WiB OID Types.

5%

Devios Type:

MIB 0ID Type:
Moniorsd MIE OID:

Use checkchones forcombined view, Up fo 25 Sslections
(Vien Gomaines Graghs ]

Node - Looation Tiok A1l MIB-OID Name MIBOIDType Current LastUpdated  Threshold (1ype) Calibration Factor Graph Action Active Email Notifieation Config bylAt
© demo.54.clave.one-nms.com (9 1521631 110) -KEARNEY S SPRNG. [T % rssopict 1 on demo-5a.slave.one-nme.com FiedDiskc en Above 53,30 Gb Ak P Auto-acded 210472014 11:10:53
0= FradDisk  1284Mb 22082014 18:41:02 When Abous 5087 e Auto-added 210472014 11:10:83
[T % coucey cru 0872014 18:41:02 When Auto-added 210472014 11:10:83

1

I

I
0= cru 1 220872014 18:41:02 Wren I Aute-ased 2042014 111082
O = cru 1 220082014 18:41:02 When ) Auto-sdded /0472014 11:10:53
0= cru 1 22008/2014 18:41:02 When Abov ) Auto-added /042014 11:10:53
0= on Ram 234Go 22082014 184102 When Above n Auto-scded 2042014 11082
[T % rusapies/ on FiadDisk  T2.59Gb 22082014 184102 When Above 3.2 I Auto-scded SI042014 12:41:45
0= FiadDisk u Auto-scded SI04/2014 12:41:45
[0 % ceucey cru u Auto-scded 13032014 224008
[0 % cn I Auto-scded 12042014 16:20:44
[0 % cruce cru 1 220802014 12:41:02 When Above: I Auto-scded 12042014 18:20:44
[0 % crucr cru o 2200802014 18:41:02 When Abovs I Auto-scded 151042014 051047
[0 % crucr cru 1 220802014 12:41:02 When Above: I Auto-scded 151042014 051047
[0 % crucr cru 1 2200802014 18:41:02 When I Auto-scded 151042014 051047
[0 % ceucruz cru 1 2200802014 18:41:02 When I Auto-scded 151042014 051047
[0 % couce cru 1 22/00/2014 18:41:02 Wen 1l Auto-acded 151042014 05:10:47
Ram 324Gb  ZZI0ZDI4 18:41:02 When Above ) Auto-acged SI4/2014 03 4143
FxedDisk 1033 Gb ZZ0BEDI4 16:41:02 When Above 42.30 Gt ) Auto-aged 1BI0Z014 235102
[T % rusopist oot on enigma-32 FiedDisk  12.18 Wb 22082014 10:41:02 When Above: I Auto-acded 1802014 2:51:02
[T] % ceucru 1.on snigmas2 oru 4 220072014 18:41:02 When Above I Auto-acded 2/04/2014 111310

13.5 User Activity Monitor

There could be thousands of network devices in an Enterprise Network. On daily basis network engineers are accessing
these devices for debugging network problems, configuring new services etc. Security audit requires that all user activity
happening within your management domain is recorded. If your network devices are configured with TACACS+ AAA

(Authentication, Authorization and Accounting), all user activity is authorized via TACACS Server. E.g. Cisco ACS. Every
command issued by user on network device is logged by TACACS Server. You can configure Enigma NMS to extract log

files from TACACS Server via FTP so all user activity is available for reporting.

Please make sure that you install and enable FTP Server on Cisco ACS, create FTP User account and identify directory
where log files are stored in. FTP User should have the right to read this directory and Enigma NMS should be allowed to
establish FTP Session into TACACS Servers (Cisco ACS).

User Activity Monitor can be found in
Main Menu > TOOLS - User Activity Monitor

There are a number of links at the top of the page.
e Tacacs Server for configuring TACACS Server, which Enigma is going to be used as source of log files.
e Service Accounts — this is where you let Enigma know which user accounts are used your management
systems, including by Enigma itself.
¢ Service Commands — these are commands which are well known and generally do not represent any interest in

forensics.
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Both Service Accounts and Service Commands can be used as a filter, so real users’ activity becomes easily
identifiable.

TACACS Server Configuration

To configure TACACS Server, please click on “pencil” sign.

To complete configuration, click on Apply button

When TACACS Server Configuration is complete, Enigma will also add it to Application Monitor, as it needs to know the
status of an FTP Server process running on TACACS Server (Cisco ACS).

Service Account Configuration
You can add new service accounts using the Add (Plus) link or modify existing ones by Modify (Pencil) link.

Service Commands Configuration
All Service Commands
& &

‘Service Command Name Added/Moded by At

display current No manual change n/a
show running No manual change nfa
show running-conﬁg No manual change nfa

A User Activity Monitor report has many filtering options, which will help you quickly find what you are looking for. E.g. If
users are reporting possible network issues from a particular site, you quickly find, if anybody has changed any
configuration on all devices at this site. Also report will clearly identify any network devices and users, which are missing
from the Enigma nodes table.

Once you have come across with Nodes or Users Enigma does not know about, please add them manually, also in case
of unknown nodes, please find out why Enigma has not discovered them automatically as it should. They might have
wrong SNMP Community strings or SNMP ACL.
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13.6 SYSLOG Monitor

Some critical events appear only in the device log. Some devices could be not-SNMP capable, but can send SYSLOG
messages to predefined IP Address. Enigma NMS has a built-in SYSLOG server, which accepts SYSLOG messages

from all devices. A node can be configured so SNMP Traps are also sent as SYSLOG messages. Please configure all
managed devices to send SYSLOG messages to Enigma NMS IP Address.

SYSLOG messages can have various formats and can contain any type of events, including informational, debug,

notification, critical etc.

Some critical events appear only in the device log. Some devices could be not-SNMP capable, but can send SYSLOG
messages to predefined IP Address. Enigma NMS has a built-in SYSLOG server, which accepts SYSLOG messages
from all devices. A node can be configured so SNMP Traps are also sent as SYSLOG messages. Please configure all
managed devices to send SYSLOG messages to Enigma NMS IP Address.
SYSLOG messages can have various formats and can contain any type of events, including informational, debug,
notification, critical etc.
The number of SYSLOG messages generated by hundreds or thousands of nodes can be quite large.
The challenge here is to filter out critical events from the non-critical or informational messages.
We have created SYSLOG Monitor, which can be customized to suit any client’s requirements.
SYSLOG Monitor has following alarm triggering mechanisms:

e MATCH Patterns

¢ Hourly message count threshold

e Daily message count threshold

Hourly and Daily thresholds are designed to help to identify nodes with abnormal logging activity, this could include left
over turned-on debugging, software issues (IOS trace-backs), flapping links, etc. They are configured to be systems-wide.
(Configured via Main Menu - Tools — System Settings) or to be host-specific, (configured via Host View > Modify
button).

When these thresholds are breached, the system will generate email alarm so network support engineers are notified and

can start investigation procedure.

To access SYSLOG Monitor, please go to
Main Menu - Tools SYSLOG Monitor
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Device Vendor:
Device Type:
Report End Date:| 2
Report Start Date: 2
Reported Hour:| — All Hours —

(21 5YSLOG Messages for All Clients

5Y5LOG MATCH Pattern Configuration

[~
[~
[=]

pes — E|
[«]
[+]
[+

5Y5LOG MISS Pattern Configuration

Search Pattamn:| Tick for Negative SearchD
— [=]

Reporting Pericd From Z2/06/2014 00:00:00 —> 23/06/2014 D0:00:00
[=] 5¥5L0G Messages
S5Y5LOG Message Filter String C'exna:m,-‘lnerlj Nots: You can uss =#" for Logical "AND™ in the pattern matehing * For Negative Matching Please tick following checkbozx D

Show:| 500

SYSLOG SOURCE Filter: From &ll D=

MatchiMiss Patterns Filter:| — Include =

Nodename

“Lab router.netsas.com.au (152.188.1.254)

“Lab router.netsas.com.au (152, 54)
“Lab router.netsas.com.au {152.168.1.254)
©Lab Switeh (182 168.1.70)
Lab router.netsas.com.au (152.188.1.254)
O 1ab switeh (152.168.1.70)

“Lab _router.netsas.com.au (132.188.1.254)

“Lab router.netsas.com.au (152.188.1.254)

Tick to run report: [ Y]

Total Records matching search criteria: 8 Records returned: 8 Max limit: 500000 Showing up to 500

Days Summary:
Day
Message Count 8 5

Ira en

Hours Summary:
Hour 0 Total

Message Count & 8

Message

Jun ZZ 000512 1521651254 285
[} Jun 2200005012 192.165.1.254 289
U Z2 00005009 T2 168125 28
U 22 0005009 152.168.1.70 1601
Jun 22 00:05009 152.168.1.254 258:

Jun Z2 0005108 1521651254 257

Jun Z2 0005108 1521651254 257

22 Total Messages Count (Up to top 1000

Nodes Summary

Node
© Lab router. netsas.com.au {152.168.1.254)
O 1ab Switch (192.188.1.70)

“5ap 11 08:21:56: % 5Y 5-4-SNMP_URITENET: SNMP WiritsNst request. Wiiting cumrsnt configuration to 152.168.1.35
“$op 11 08:21:56: 3% 5Y 3-4- SNMP_VVRITENET: SNMP WritsNst raquest. Vriting currant configuration to 152.165.1.85
“$6p 11 08:21:52: % 5Y5-4-SNMP_VWRITENET. SNMP WritsNst request. Viriting currant configuration to 152.168.1.102
“Jul 11 10007242 % 5Y $-4-SNMP_UVRITENET: SNMP ViritsNst requast. virting currant configuration to 1521851100
*3ap 11 08:21:52: 3 3Y 3-4-SNMP_VWRITENET: SNMP WritsNst raqusst. Viiriting currsnt configuration to 1521681102

JUn 2 00005009 19165170 1601: “ul 11 10:07:24: 36 5 5-4-SNMP_UWWRITENET: SNMP Wirtshst raquest. Wiiting current configuration to 132.185.1.100

*5ap 11 08:21:450 % 5Y 5-4- SNMP_URITENET: SNMP WiritsNst request. Wiiting currant configuration to 152.165.1.100

Received at

2062014 0000512
2062014 0000512
ZZ0E2014 000502
Z20E2014 000509
22062014 0059
2062014 0000508

2062014 0000505

*5ap 11 08:21:450 % 5Y 5-4- SNMP_URITENET: SNMP WiritsNst request. Wiiting currant configuration to 152.165.1.100 2062014 0000505

Links at the top of above page will take you to MATCH and MISS Patterns Configurations:
&1 All SYSLOG MATCH Pattern Strings

These patterns will be used for CRITICAL EVENT identification and notification
SYSLOG Report SYSLOG MISS Pattern Strings
R

MATCH 5tring Threshold Counter Activated Affected Modes Notification Email Exclusive Flag Added/Modified Date

critical 1 ¥ All Modes Affected nia 1011570 10:00:0D
fail 1 ¥ All Nodes Affected na 17011570 10:00:00
HostProblem 1 ¥ All Nodes Affected na 410472014 12:15:39
interface 3 Y All Nedes Affected na 2000302014 20:35:45
major 1 ¥ All Modes Affected nia 1011570 10:00:0D

MATCH Patterns define critical or otherwise important events, which network support staff should be notified upon,
including detection of “Flapping” condition using the Threshold Counter, e.g. The message “BGP peer timeout” occurs
more than 5 times in 30 min. Flapping conditions can manifest some serious problems, which can go unnoticed until the
service failure occur.

Match patterns can be configured to apply to all or just a subset of nodes. Also each match pattern can have its own
notification email, which can be configured to be exclusive. If the match pattern configured for non-exclusive notification,
email will be sent to the on-call engineer and configured group email account of the appropriate network support team
according to following association:

Node - Client > Support Team.
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To add new MATCH pattern, please click on add icon.

w2 Adding new SYSLOG MATCH Pattern String

“5YSLOG MATCH Pattern String: |
bullinirmum Length ks 4 chars
Note: You can uss =+ for Logic "AMD™ in the pattern matching

Optional Motification Email Addresses: |
Mota: For multipls sddressss uss =3 O ~y

Threshold Counter | 1
Exclusive Motification to ABOVE email address: |

* Activate Record: | Y

» |1 [ €]

OPTIONAL Affected Nodes (Multiple): | Elaaniies -3V o=y
Broadcom (IF: 152 168.1.1) - A
When lemparary SYSL0OG Slamn Supressln 1S | - s ON MF{P (1P 1:24:2.1&53.3I A45)
o e apolied to ONLY SUBSET ofnodes | demo-G4-binary. one-nms.com |
demo-84-slave. one-nms.com (|
demo-54. one-nms.com {IP: 152
demo-58-32 netsas.com.au (IF
enigma-32Z (IF: 152 168.1.102) -
enigma-G4-binary. netsas. com.3
enigma-55-34-binary-vmw. nets.
enigma-G5-G4-binany. netsas . co
enigma-G5-34. netzas. com.au {|
enigma-centosSi-test (IF: 152
enigma-rhel-i4-54 netsas. com..
Lsb_rowter. netsss. com.au (IF:
Lab_Switch {IP: 152 168.1.70) -
lab_switch_kwapp (IP: 192.168."
MC-Laptop-iT-To (IP: 152.188.1
me_node_temp_2 {IP: 152.168.
mec_node_temp_3 (IP: 152168,
me_node_temp_4 {IP: 152.168.
me_node_temp_5 (IP: 152 168,
me_node_temp_ 8 (IP: 152,168,
me_node_temp_T {IP: 152.168.
netsas.com.au (IP: 173.254.T8
node-name-to-fioe- 140207315,
roadside_box (IP: 152.168.1.71
TEST-YQFLBSARDT (IP: 152.18
VM-HOST-ESXIS-1 {IP: 192.168
warw . bne. com.au (I[P 54.254 .10
warw domincspizza. com. au {|P:
wearw har v eynorman. com.au (P
war . myy. comimibank. com.au (IF
wara.tha.gow.au (IP: 20214 15F
warw umipquabank. com (IP: 23 *

Pleasa nofe, I you select "— ALL NODES AFFECTED —", MATCH Paliem Siring will 3pply 1o ALL NODES

MISS Pattern configuration:

w Z Al SYSLOG MISS Pattern Strings
WARNING: 5¥5L0OG messages containing these strings WILL MOT BE ALERTED UPON, Please be careful!
SYSLOG Report SYSLOWG MATCH Pattern Strings

EL F &
MI55 String Activated Drop Enabled Affected Nodes Added/Modified Date
SHMP_WRITENET. SMMF WritzNet request Y N All Modes Affected 10171570 10:00:00
UPDOWN: Interface ¥ N All Modes Affected 10171570 10:00:00
UPDOWM: Line protocol an Intarface ¥ | All Modes Affected 10171570 1000000
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These miss patterns are used for the purpose of filtering superficial SYSLOG messages, so they can be excluded from
any threshold breach calculations:

Example of superficial SYSLOG messages could be linked (interface) up events at the beginning of a business day when
staff members arrive in the morning and power up their laptop or PCs.

The same will happened at the end of the day when there could be many link (interface) down events.

With pattern matching, MATCH pattern has precedence over MISS pattern.

Top of the SYSLOG Monitor report contains many filtering options and following summarization views:
o Nodes Summary — sorted in reverse order of the number of receiving messages
¢ Days Summary — shows number of messages were received per day

e Hourly Summary — shows number of messages per hour, visible when particular day is selected

These options allow you to customize the report, so the most important messages are easy to find.

13.7 SNMP Trap Monitor

Main Menu - Tools - SNMP Trap Monitor

The SNMP Trap monitor is functionally similar to SYSLOG Monitor. Please configure all managed devices to send SNMP
Traps messages to Enigma NMS IP Address.

The SNMP Trap Monitor has built-in CISCO-CIDS-MIB, which provides information on traps generated by Cisco IDS
(Intrusion Detection System) firewall modules.

The IDS alarms will be categorized by severity, impact etc.

(& SNMP Traps for All Clients
SNMP Trap MATCH Pattern Configuration SNMP Trap MISS Pattern Configuration

[=]
[~
[=]
me Search Pattemn  Tick for Negative searchlC]

Device Vendor: E|
Device Type: E|
Report End Date: E|
Rieport Start Date: E
Reported Hour: — 211 Hours — E|

Reporting PeriodFrom 22006/2014 00:00:00 —> 23/06/2014 0D:00:00

Show: 500 [ st Traps

SNMP Trap Message Fitter Sting— C'\e:kna::rj‘merl:‘ Mots: You can uss =+~ for Logical "AND" in the pattern matching, * For Negative Matching Fleaz= tick following checkbox ]

Match/Miss Patterns Filter:| _ |nciude all MATCH and '_'|E:|z|

CISCO-CIDE-MIB Actions: Show CISCO-CIDS-MIE Info
Tick to run report:
[ Refresh |
Tetal Records matching search criteria: 0 Records returned: 0 Max limit: 200000 Showing up to 500
Days Summary: Nodes Summary
Day Total Messages Count (Up to top 100) Node
Message Count 0
Hours Summary:
Hour Total

Message Count 0

Nodename Message Received at

Click on SNMP Trap MATCH Pattern Configuration
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« Al SNMP Trap MATCH Pattern Strings
These patterns will be used for CRITICAL EVENT identification and notification
SHNMP Trap Report SMMP Trap MI5S5 Pattern Strings

L
MI55 String Threshold Counter Activated Affected Modec MNotification Email Exclusive Flag Added/Modified Date
critical 1 Y All Modes Affected n'a 20022014 15:12:08
fail 1 ¥ All Modes Affected n's 25022014 15:12:05
ET 1 ¥ All Modes Affected n'zs 2E0Z2014 15:12:05
rebooted 1 Y All Modes Affected n'a 2E0EE014 15:12:05
restarted 1 Y All Modes Affected n'a 20022014 15:12:08

SNMP Trap Monitor also able to
detect “flapping” conditions using “Threshold Counter”.
Click on add icon ¥ to add NEW match pattern:

& Adding new SNMP Trap MATCH Pattern String

“SMMP Trap MATCH Pattern String: [
Minimum Lengih s 4 chars
Mote: You can uss =+ for Logic "AND™ in the pattern matching

Optional Motification Email Addresses: |
Note: For muitipls sddressss uss =5 or =y

Thireshold Counter
Exclusive Motification to ABOVE email address: | Y

= Activate Record: |

[« ][]

OFTIONAL Affected Nodes (Multipk): =
Broadcom {IP: 152.188.1.1) - A
When lemparary SNMP Tiap Jlam Supression R3S | o NONMFP (IP: 192.168.1.45)
%o be pplied bo ONLY SUBSET ofnodes | demo-G4-binany. ons-nms. com |
. . demo-G4-slave. one-nms.com (|
Plazse note, INyou select "— ALL NODES AFFECTED —", MATCH Paem Siring will pply o ALL WODES demo-54.one-nms.com (IF: 15
demo-85-32 netsas.com.au (IP
enigma-32 {IP: 152.168.1.10:2) -
enigma-34-binary. netsas. com. 3
enigma-55-54-binany-vmw.nets.
enigma-55-54-binany. netsas. oot
enigma-55-54.net=as. com.au (|
enigma-centosSi-test (|F: 152
enigma-rheli4-54. netzas. com..
Lab_router.netsas.com.au (IP:
Lab_Switch {IP: 152 168.1.70) -
lab_switch_hwapp (IP: 192.1
MC-Laptop-iT-To (IF: 152,
me_node_temp 2 (IP: 152.16
me_nede_temp 3 (IP: 152168,
m_node_temp 4 {IP: 152.168.
me_nede_temp 5 (IP: 152168,
m_node_temp 8 {IP: 152.168.
me_node_temp T (IP: 152168,
netsas. com.au (IP: 173.254.TE
neosde-name-to-fioe- 14030TEI 18-
roadside_boo (IP: 192.168.1.71
TEST-YQFLBSARDT (IP: 152.18
VM-HOST-ESXIS-1 {IP: 152.188
warw bne.com.au (IP: 54.254 10
www dominospizza. com. au (1P
warw_haryeynomman. com.au (P
warw . my. comimbank. com.au (IF
war.rba.gov.au (IP: 20214 15F
warw umipguabank.com {IP: 23. «

From SNMP Trap report click on MIASS Pattern configuration link:
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« Al SNMP Trap MISS Pattern Strings

WARNING: SMMP Trap messages containing these strings WILL MOT BE ALERTED UPCHN, Please be careful!

SNMF Tr: rt SHMF Trap MATCH Pattern Strings
R
MI55 String Activated Drop Enabled Affected Nodes Added/Modified Date
SNMP_WRITEMET: SMMP WritzMat request Y N All Modes Affected 260202014 15:08:54
UFDOWN: Interface Y N All Modes Affected  26A0ZA2014 15:08:54
UFDOWN: Line protecol an Interface Y N All Modes Affected 2600272014 15:08:54

13.8 Wireless Monitor

Main Menu - Tools - Wireless Monitor

Enigma NMS not just discovers all network devices, but also auto detects the appropriate type of discovered device.

Once it detects Cisco Wireless Lan Controller (WLC), it launches wireless discovery process, which discovers following

objects and their relationships.

Associated light weight access points (AP)

Configured Wireless LANs (WLANSs)

Mapped production VLANs (VLAN) and native VLANS (NVLAN)
All Mobile Clients (Mobile Stations)

All discovered AP are added to Enigma as node records. Enigma will start auto-tracking response time from itself to all

newly discovered APs.
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When viewing WLC node record, the middle part of the Node View will show associated APs as Cisco Inventory Modules.
Enigma will create hyperlinks for respective AP Node records, next to AP Serial Number.
“Wireless Monitor” button will appear at the top and bottom of the “Node View” page. On-demand refresh of wireless data

is included into actions triggered by “Node Discovery” button.
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Next screenshot will show Wireless Monitor screen:
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13.9 Application and Web Content Monitor

Main Menu - Tools - Application Monitor
Enigma NMS has application monitoring system, which includes motoring status of network processes, e.g. MYSQL,
MSQL Database, SSH daemon, FTP daemon across multiple servers as well as monitoring web page content and

response time.
2l Monitored Applications ¥ sourier
+ SR

Application Protocols Events Log

Hode Application Port Status changed At Seriptran At Added/Moded by/at Actions
 demo B4 slave.one-nms.com (152 1658.1.10) MySGL [MySQL Databess Sarver) E up 2004/2014 10:57:01 zaeeznd g5z L4 tnzzisesszz DGraphs  Events
9 enigma-32 (122 163.1.102) MySGL [MySQL Databess Sarver) E zavemnd g5z L4 tnzzoisesast DGraphs  Events
eer|\gma—fmﬂ-l:ninag[.r|e¢sas.t>nm.au.| (192.163.1.104) MySQL {MySGL Databasa Sarver) e 1BEI014 17:46:01 £ A W23 05:49:27 —IIM Events

52014 174501

@ MC-Laptop-iT-To (122163.1.152) FTF [FTF Servar) 2 ezt 2ol 34 tnzenisessaes MGraphs  Events
1062014 220001
 netsas.com.au (132547827 Web page: http://netsas.com. awhome/ zaoeand 165z LA 1n201ses39:35 MGraphs  Events

Wb pags description: Enigma Introduction
200 OK Found: ¥
Web page pattern: Network Management Solutions For Enterprises
Web page pattern action: Match
Usz HTTP Proxy: N
Response Monitor: ¥
Threshald {sec): 10
Current Response (sec): 1
' yww bove com.au (54254 104,125 ‘Web page: http://www.bne.com.au’ down 13/06/2014 17:48:01 2208014 1865201 LA 1wiamnseadzs WGraphs  Events
Wb pags description: BAC Home Page
200 OK Found: ¥
Web page pattern: Brishane Airport
Web page pattern action: Match
Usz HTTP Proxy: N
Response Monitor: ¥
Threshald {sec): 10
Current Response (sec): 1

9 e i COM.3U (144140130123)  Web page: hitps://i domines. com. 3w en/Hom: up 21/06/2014 15:37:01 zaemzoi 15201 84 sownunzsas MGraphs Events

Wb pags description: Demings Fizzs Gn-Line Order Form
200 OK Found: ¥

Web page pattern: Online Grdering

Web page pattern action: Match

Uss HTTP Frozy: N

Response Monitor: ¥

Threshold {sec): 10

Current Response (sec): 0

If you click on “View” icon of the left side you will see single application monitor record.

Links on the right side of the screen will take you to the response graphs and events log.
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Select Client; — &l Clients — [=l
Salect Noge — Al Modss — [=l
Modename Search Pattern:[  Tick for Negative Search ]
Select Monitored Protocal: | — Show Al Protocols —  [w|
Salect the Yaar: 2014 =l
Select the Monith: Junz EI

Reported Perlod: 11052014 - 14072014

Node
9 netsas.com.au (IF:173.754 78.27)

% wwnw dominospizza com.au (IF:144.140.130.1

& e, harveynorman.com.au (1P 102.28.250.2)

L] www.my. commbank.com.au {IP:140 188 70,21}

% wwnw.rba.gov.au (IF;202.14.155.140)

9 netsas.com.au (IF:173.754.78.22)

Refresh

Application Monitor

Applicaton Mame/Description Port Access Method

Web page: http://netsas. com. awhome!
Web page description: Enigma Introduction

Web page pattern: Network Management Solutions For Enterprises

Web page pattern action: Match

Web page: https:/finternstorder. dominos. com. aweStore/en/Home
Web page description: Dominos Pizza On-Line Order Form

Web page pattern: Online Ordering

Web page pattern action: Match

Web page: http://warw. harveynorman. com. s

Web page description: Harvey Norman Main Page

Web page pattern: Harvey Horman

Web page pattern action: Match

Web page: https:/fwww. my. commbank.com.awnetbankLogon
fLogon.aspe

Web page description: CBA MNetBank

Web page pattern: Client number

Web page pattern action: Match

Web page: http:/iwarw.rba.gov.aw’

Web page description: Reserve Bank of Australia Main Page
Web page pattern: Welcome to the website of Australia
Web page pattern action: Match

Web page: http:/inetsas. com.awhome!

‘Web page description: Enigma Introduction

Web page pattern: Network Management Solutions For Enterprises

Web page pattern action: Match

% wwwe. domi nospizza.com.au {IP:144 140.130.125) Web page: https:/finternetorder. dominos. com. aw'eStore/en/Home

& e, harveynorman.com.au {IF: 10228 350.3)

L) www.my.commbank.com.au {IP:140.188.70.21)

Web page description: Dominos Fizza On-Line Order Form
Web page pattern: Online Ordering

Web page pattern action: Match

Web page: http:/iwaw. harveynorman. com. s

Web page description: Harvey Morman Main Page

Web page pattern: Harvey Norman

Web page pattern action: Match

Web page: https:/fwaw. my. commbank. com. awnetbank/Logon

2 Monitored Applications Event Log El s Firers

Event Timestamp Motified/At
Found - OK! 2R 1530 Y 208014 153800

Found - OK! 2102014153700 ¥ ) 21062014 1538002

Found - OK! 2002415300 ¥ 20062014 15370

Found - OK! A0 L 533 ¥ 206204 15370

Found - OK! Z0E2N41EI0N ¥ 21062014 1535370

Missing - ALARM! 210052014 1531001 Y/ 20062014 1532001

Missing - ALARM! 21052014 153101 ¥/ 21082014 153201

Missing - ALARM! 21082014 153100 ¥/ 21082014 1532001

Missing - ALARM! 210052014 1530201 Y/ 20062014 1532001
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£ Single Application Monitoring Record
i + & R
* Node: ™ netsas.com.au (1732547527
* Application: HTTF (WEB Server)
* Port Number: 80
Monitor Web Fage Content:
Use Web Proxy for sbove Web Page Access: N
Web Page Settings
Web Fage Address: hitp://netsas.com.suhome’
Web Page Description: Enigma Introduction
‘Web Page Usermnams (Optional):
Web Page Password {Optional):

Web Page Pattern {Optional): Network M h For Ei
Web Page Pattern Action {Optional): Match

fior "Mateh™ action, slarm will be raised when sbove pattern
is NOT FOUND in the content of monitored web page

fior "Miss™ action, alsrm will be raised when sbove pattern {2.g. emor)
is FOUND in the content of monitored web page

If Web Page Pattern iz not defined ENIGMA NMS will look for
= 200 OK™ string and will use "Match™ action
Monitor Application or Web Page Response Time (sec): Y
Application or Web Page Response Threshold (s=c): 10
Please be careful! - Incormecthy defined response thrashold can cause Alarms Storm
Motification Contact (with valid email addresses only): NAA
This could be person responsible for particular application

EliHide Response Graphs [E Show returmed Web Page Content

[ View All Application Monitoring Records ]

Web Page Response Graph
Graph Type: Houry Daily Wssiy Monthly Yeary Graph End Date: 22/05/2014 (Sun) [ | Time: | 17:00 [«] [ Refresh
Reported Period: 24/06/2014 15:59:20 —> 22/06/2014 16:58:20

Seconds

L |

To add new Application Monitor record, please click on + icon. On the following screen-shot, you can configured web
content monitoring either directly or via http proxy, open or authenticated (with username and password), open text (http)
or encrypted (https).

You can configure threshold for time response, so when your page returns too slowly, you will be notified. Once complete,

Enigma will start polling this web page every minute.
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£l Adding New Application Monitoring Record

¥ =« Application: | HTTPS, WES SSL Server, 442

#  *Mode: | — Please choose one — EI
* Port Number (INTEGER): (%5
# Monitor Web Fage Content: | [=]
* Use Web Proocy for sbove Web Page Access: | — Please chooss one — EI

Flease note: for your internsl Web Ssrvers,
you may not need to use Web Fromy

Web Page Settings

* \Web Page Address: |

= Web Page Description: |

Web Page Usemame (Optional):[
Web Page Password (Optionaly. [
Web Page Pattem (Opfional):

Web Page Pattem Action (Optional);| — Fleass choose one — [=]

for "Mateh™ action, alarm will be raised when above pattern
is NOT FOUND in the content of monitored web page

fior "Miss™ action, alarm will be raised when above pattem (e.g. emor)
iz FOUND iin the content of monitored web page

If Web Page Pattern is not defined ENIGMA NMS will look for
= 200 OK™ string and will use "Match™ action
Monitor Application or Web Page Response Time (s2c) (Optional) | — Flesse chooss one — =]
Application or Web Page Response Threshold (sec): | 2 s=conds EI
Please be careful! - Incomrectly defined response threshold can cause Alarms

Storm
Mandatory if sbove flag st to 7Y

¥ & nodfication Contact (Optianal - with valid email addresses only): | — Flease chooseone — [
This could be person responsible for particular application

13.10 VM Monitor

Main Menu = Tools = VM Monitor

Enigma auto-discovers all snmp-enabled VM Hosts.

& Discovered VM Hosts
Found: 1 WM Hosts

Select Client; | — All Clignts — =
Salzct Site: | — All Sites—— [«
Site Classes: -
Select VM Host:| — Al Modzs — E|
or Nodename Search Pattern:| Tick for Negative Searcl'D

Reset All Fiekis

Sarted by: VM Host Mame

VM Host Name Version Build Update CPUs Memory Avail (Kb} Refreshed at

WM Mame State Quest 05 Guest 05 State VM CPUs VM Memony (Kb} Linked Mode
CentD56.5 powered on E: tools not instslled not running 1 2048 ﬂeniw.m'tsas.oum.au {192 188.1.40)
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Above report shows VM host properties, including VMWare version, number of CPU and amount of memory and
configured Virtual Machines (VM).
If VM guest OS is snmp-enabled it is also auto-discovered by Enigma and represented as separate node record which is

mapped to corresponding VM.

13.11 IP SLA Monitor

IPSLA Overview

IPSLA formally known as Service Assurance Agent (SAA) performs active monitoring and measurement of network
performance by generating synthetic traffic between multiple network locations, in a continuous, reliable, and predictable
manner.

The information collected includes:

. Delay (both round trip and directional);
. Jitter (directional);

. Packet loss (directional);

. Packet sequencing (packet ordering);

. Path (per hop);

. Connectivity (directional);

. Server or website download time; and
. Voice quality scores.

The IPSLA operations can be used for SLA measuring and reporting, capacity planning, and performance management.
IPSLA data is accessible using SNMP, and can be imported by performance monitoring applications to provide graphing
and reporting of the information. Real time threshold breach information can be generated by the router and directed to a

correlation application for notification and proactive management activities.

Service Level Agreements

Many companies now need online access and conduct most of their business online and any loss of service can affect the
profitability of the company. Internet service providers (ISPs) and even internal IT departments now offer a service level
agreement to provide their customers with a degree of predictability. The latest performance requirements for business-
critical applications, Voice over Internet Protocol (VolP) networks, audio and visual conferencing and Virtual Private
Networks (VPN'’s) are creating internal pressures on converged IP networks to become optimized for performance levels.
Network administrators are increasingly required to support service level agreements that support application solutions.
IPSLA have taken the traditional concept of Layer 2 service level agreements and applied a broader scope to support
end-to-end performance measurement, including support of applications.

Cisco IPSLA provides the following improvements over a traditional service level agreement:

. End-to-end measurements: The ability to measure performance from one end of the network to the other allows a

broader reach and a more accurate representation of the end-user experience.
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. Sophistication: Statistics such as delay, jitter, packet sequence, Layer 3 connectivity, and paths and download
time that are broken down into bidirectional and round-trip numbers provide more data than just the bandwidth of a Layer
2 link.

. Accuracy: Applications that are sensitive to slight changes in network performance require the precision of the
sub-millisecond measurement of Cisco IPSLA.

. Ease of deployment: Leveraging the existing Cisco devices in a large network makes Cisco IPSLA easier and
cheaper to implement than the physical probes often required with traditional service level agreements.

. Service Level Agreements: Easier and cheaper to implement than the physical probes often required with
traditional service level agreements.

. Application-aware monitoring: Cisco IPSLA can simulate and measure performance statistics generated by
applications running over Layer 3 through Layer 7. Traditional service level agreements can only measure Layer 2
performance.

. Pervasiveness: Cisco IPSLA support exists in Cisco networking devices ranging from low-end to high-end routers
and switches. This wide range of deployment gives Cisco 10S IPSLA more flexibility over traditional service level
agreements.

When you know the performance expectations for different levels of traffic from the core of your network to the edge of

your network, you can confidently build an end-to-end application-aware SLA.

Benefits of Cisco I0OS IPSLA
Cisco IPSLA provide the following benefits:

. Provides service level agreement monitoring, measurement, and verification;

. Measures jitter, latency, or packet loss in the network, by providing continuous, reliable, and predictable
measurements;

. IP service network health assessment and the ability to verify that the existing Quality of Service (QOS) is

sufficient for new IP services;

. Provides proactive verification and connectivity testing of network resources (for example, indicates the network
availability of an NFS server used to store business critical data from a remote site);

* Provides consistent, reliable measurement that immediately identifies problems and saves troubleshooting time;

* VVoIP performance monitoring; and

. Multiprotocol Label Switching (MPLS) performance monitoring and network verification.

Operation Types
Cisco IPSLA supports the following 10S IPSLA operation types:

. UDP Jitter;

. ICMP Path Jitter;

. UDP Jitter for VolIP;

. Mean Opinion Score (MOS)
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. Impairment Calculated Planning Impairment Factor (ICPIF)
. UDP Echo;

. ICMP Path Echo;

. HTTP;

. TCP Connect;

. File Transfer Protocol (FTP);

. Dynamic Host Configuration Protocol (DHCP);
. Domain Name System (DNS);

. Data Link Switching Plus (DLSW+); and

. Frame Relay.

UDP Jitter

UDP Jitter measures round-trip delay, unidirectional delay, unidirectional jitter, unidirectional packet loss and connectivity
testing of networks that carry UDP traffic such as voice and video. Time synchronization is required between source and
target routers. It has the capability to run within a specific Layer 3 MPLS VPN. UDP Jitter is the most commonly used

IPSLA operation and is used for monitoring voice and data network performance.

ICMP Path Jitter
ICMP Path Jitter Operation is used to monitor voice and data network performance as well as general IP performance. It

measures per-hop jitter, packet loss and delay in an IP network.

UDP Jitter for VolP
UDP Jitter for VolP measures round-trip delay and one way jitter, delay and packet loss. It simulates VolP traffic by using
codec simulation. The supported codec’s are G7.11 u-law, G7.11 a-law and G.729A. It also supports Mean Opinion
Score (MOS) and ICPIF Voice scoring capability. Unidirectional delay requires network time synchronization between

source and target routers.

Mean Opinion Score (MOS)
MOS within the context of this feature should be taken to represent the MOS-Conversational Quality Estimated (MOS-
CQE). IPSLA uses an observed correspondence between Impairment Calculated Planning Impairment Factor (ICPIF) and
MOS values to estimate an MOS (MOS-CQE) value. The ICPIF value computation with Cisco IOS is based primarily on
the two main factors that can impair voice quality; packet delay and packet loss. IPSLA will always express the estimated
MOS value as a number in the range of 1 to 5, with 5 being the best quality. A MOS value of 0 (zero) indicates that MOS

data could not be generated for the operation.

Impairment Calculated Planning Impairment Factor (ICPIF)
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ICIPF is a measurement that tries to quantify, for comparison and planning purposes, the key impairments to voice quality
that are encountered on a network. The ICPIF value is derived by adding various impairments such as distortion, echo
and jitter and is represented by a numerical value that typically ranges from 5 (very low impairment) to 55 (very high
impairment). IPCIF values less that 20 are generally considered adequate.

Table 1 - MOS and ICPIF Score Correlation

IICPIF Range MOS Quality Category

0-3 5 Best

4-13 4 High

14 - 233 Medium

24 - 332 Low

34 -431 Poor
UDP Echo

UDP Echo measures the round trip delay of UDP traffic, which is commonly used in voice and video traffic. Itis used for

server and IP application performance and connectivity testing.

ICMP Echo
ICMP Echo measures round-trip delay for the full path, and is responsible for IP performance and connectivity

measurement.

ICMP Path Echo
ICMP path echo measures round-trip delay and hop-by-hop round-trip delay. It is used for measuring connectivity and

identifying bottlenecks along a path.

HTTP
The HTTP operation type measures the round-trip time to retrieve a web page. Its sole purpose is to measure and report

on web server performance.
TCP Connect
TCP Connect measures the time taken to connect to a target device with TCP, and is used to monitor server and

application performance.

File Transfer Protocol (FTP)
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The FTP operation type measures the round-trip time to transfer a file. It is excellent for testing bulk data traffic between a
remote site and a file transfer server running the FTP.

Dynamic Host Configuration Protocol (DHCP)
The DHCP operation type measures the round-trip time to get an IP address from a DHCP server. Its key responsibility is
to measure DHCP server response time.

Domain Name System (DNS)
The DNS operation type measures DNS lookup time. Its key monitoring application is to monitor, web or DNS server
performance.

Data Link Switching Plus (DLSW+)

DSLW+ measures peer's tunnel response time, response time between DLSW+ peers.

Frame Relay
The frame relay operation type measures frame relay circuit availability, round trip delay, and frame delivery ration. This

operation type does not support SNMP, and is used to monitor frame relay WAN service level agreement performance.

Time Synchronization

It is important that all routers are synchronized to the same network time, as IPSLA uses timestamps in the IPSLA packet
to compute response times. Cisco recommends a GPS based Stratum 1 NTP server for accurate IPSLA computation, and
an essential for accurate one-way latency computation. GPS, inherently, provides for a highly accurate and reliable time
synchronization mechanism. Clock accuracy affects the accuracy of the resulting metric as well as causing the operation
to fail. If the source and destination routers are not appropriately synchronized, Cisco’s IPSLA feature will return a 0 value

as a metric for an operation.

Cisco IPSLA Responder and IPSLA Control Protocol

The Cisco IPSLA Responder is a component embedded in the destination Cisco routing device that allows the system to
anticipate and respond to IPSLA request packets. The IPSLA Responder provides accurate measurements without the
need for dedicated probes and additional statistics not available via standard ICMP-based measurements. This accuracy
is achieved through the use of time stamps. The IPSLA responder adds timestamps to the echoed packets to allow
unidirectional packet loss, latency, and jitter measurements to be computed. The following figure illustrates the IPSLA

time stamping operation.
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Figure 3 - IPSLA Responder Time Stamping

The Cisco IPSLA Control Protocol is used by the IPSLA Responder providing a mechanism through which the responder
can be notified on which port it should listen and respond. Only a Cisco IOS device can be a source for a destination
IPSLA Responder.

The IPSLA Responder listens on a specific port for control protocol messages sent by an IPSLA operation. Upon receipt
of the control message, the responder will enable the specified UDP or TCP port for the specified duration. During this
time, the responder accepts the requests and responds to them. The responder disables the port after it responds to the
IPSLA packets, or when the specified time expires. For added security, MD5 authentication for control messages is
available.

Enabling the Cisco IPSLA Responder on the destination device is not required for all IPSLA operations. For example, if
services that are already provided by the destination router (such as Telnet or HTTP) are chosen, the Cisco | IPSLA
Responder need not be enabled. For non-Cisco devices, the Cisco IPSLA Responder cannot be configured and Cisco

IPSLA can send operational packets only to services native to those devices.

Operation Scheduling

Normal scheduling of IPSLA operations allows you to schedule one operation at a time. In large networks with thousands
of IPSLA operations to monitor network performance, normal scheduling (scheduling each operation individually) will be
inefficient and time-consuming.

Multiple operations scheduling allows you to schedule multiple IPSLA operations using a single command through the
command line interface or the CISCO-RTTMON-MIB. This feature allows you to control the amount of IPSLA monitoring
traffic by scheduling the operations to run at evenly distributed times. This is achieved by specifying the operation ID
numbers to be scheduled and the time range over which all the IPSLA operations should start.

This feature automatically distributes the IPSLA operations at equal intervals over a specified time frame. The spacing
between the operations (start interval) is calculated and the operations are started. This distribution of IPSLA operations
helps minimize the CPU utilization and thereby enhances the scalability of the network. In addition, the use of operation
scheduling can help increase the visibility of the network. If, for example, 10 operations where all started at the same time
and ran for 30 seconds, with a 60 second interval, no visibility of the network would be provided for a period of 30
seconds. Connection loss, increased jitter, delays that occurred in this 30-second window would go undetected. Figure 4
illustrates the effects of simultaneously starting all operations, in relation to bandwidth and visibility. Figure 5 illustrates the

benefits of using operation scheduler.
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Figure 4 - Effects of Not Implementing Operation Scheduling
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Figure 5 - Benefits of Using Operation Scheduling

Threshold Monitoring
To support successful service level agreement monitoring or to proactively measure network performance, threshold
functionality becomes essential. Consistent reliable measurements immediately identify issues and can save
troubleshooting time. To confidently roll out a service level agreement you need to have mechanisms that notify you

immediately of any possible violation. Cisco IPSLA can send SNMP traps that are triggered by events such as the

following:

. Round-trip time threshold;
. Average jitter threshold;

. One-way packet loss;

. One-way jitter;

. One-way MOS; and

. One-way latency.

Alternately, IPSLA threshold violations can trigger another IPSLA operation for further analysis. For example, the

frequency could be increased or an ICMP path echo or ICMP path jitter operation could be initiated for troubleshooting.

IP SLA Design
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IP SLA measures the network performance per specific traffic class. Each production application including network
signaling protocols should be mapped to a particular traffic class which causes the IP packet to be mapped according to
traffic class priority.

Configuration of IP SLA probes and responders should cover the network path taken by production traffic.

The classic approach, where most of the servers are located in data centers will be Hub and multiple spokes design.

Naming conventions for the IP SLA Owner and Tag is very important as network support staff needs to able quickly

identify the remote site for the particular IP SLA Probe.

Due to relative complexity and number of possible options, it is recommended that standard templates are developed
which would cover main traffic classes present in a particular network. If your carriage provider has QoS enabled service,

we suggest creating IP SLA Tag, which could be clearly mapped to carriage provider QoS SLA.

You can use the Enigma Cisco Configuration Manager to apply IP SLA configuration or you can do it via CLI, which is

recommended.

Enigma NMS - IP SLA Monitor — Main components:

- IP SLA probe.
- Provider QoS SLA

Enigma automatically discovers all configured IP SLA Probes and starts collecting statistical data for them.

To view all discovered IP SLA Probes go to
Main Menu = Tools - IP SLA Monitor

1P SLA Probes Fuss Towe: 2 [ smmemms
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By using various filters (see above), you can easily access information for IP SLA Probes, including graphs, which are

terminated at particular Site or Node, experiencing performance issues, not configured correctly etc.

Resulting report can be sorted by column headers.

“Show Graphs” option will display weekly graphs for up to 25 top IP SLA Probes.
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To see the high resolution graph, please click on the index hyperlink or graph itself.
The detailed graph will have all data sets available for the particular IP SLA Probe.

If you need to display only some data set, please tick appropriate boxes and refresh the page.
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To find corresponding Carrier Service, you need to access Node View by clicking on the node name hyperlink in the

Target (Destination) IP Address column, if address can be found to belong to the remote node.
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13.12 Primary Link Monitor

This monitoring system allows you to monitor inter-node connections. It is based upon CISCO-PING-MIB and hence
suitable for Cisco devices only.

This system could be used for monitoring connections at the edge of your routing domain, e.g. Monitor that remote node
can ping some other — NOT-DIRECTLY routable IP Address.

Main Menu - Tools = Primary Link Monitor:

[ Primary Link Monitoring System

[ (i e Gt
Source Router Dest IP Count Size Delay T.out Client Description Test Active Alarm (Action) State
© | ab router.netsas.com.au 152158170 5 "W m 2000 DEMD Router to Switch Link , Dest: @ Lab Switch N Yes OFf u

To see alarms click on “View Alarms” button.

Adding new record:

& Adding New Primary Link for Demo Client
= Select the Client: Demo Client {EMO) E|
Sslect the source router: Lab_router.netszs. com.au ( - E|
Ent=r Diestination P addr: 192.168.1.75 Remate end of the primany link
Mumber of Pings to s=nd: 5 E|
Size of Ping packat (bytes): 100 [=]
Fing Timout {ms=c): 2000 [=]
Test Frequency (Min.): 5 E|
Facket Loss Threshold (%): 5 [=]
Zslect VRF [Dptional): — Flza=ss choose ons — E|
Link Description:
Destination Mode (Sptional): ab_switch_hwapp (132.168.1.7: (i)
Maote: use this field if you want SLA
to be applied to PL Availability Report
Additional NotiMication Contacts: -
[Optional - Muttipis)
Active Configuration: s E| It "No” option selected this configurstion will b= dormant and Bnk will not be tasted

This function is MPLS enabled (optional), you can define the VRF name.

Click on View Icon |E—‘ to view particular record’s details:
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13.13 Server Process Monitor

Enigma NMS capabilities have been extended into monitoring of different server processes and properties.
This system has been developed as response to following operational requirements:
e Auto-discover present servers.
e Automatically enable monitoring of file system, CPU and memory utilization across any number of UNIX and
Windows-NT based servers.
e Monitoring of critical processes on all servers

e Have a snapshot of installed software server components

Let’s consider following scenario:

Client has large number of application and database servers running on various platforms: (Windows NT, UNIX, Linux,
and Solaris etc.)

This Server Infrastructure is represented by a number of dedicated and virtual machines.

To insure a stable server environment, servers are supported by dedicated support teams.

It's important to monitor the status of certain critical processes as well as file system, CPU and memory utilization across
all or some servers as they affect the core functions of applications and databases.

If the number of servers is small, you may be able to monitor these critical processes manually, but as the number of
servers grows this task turns into a major operational challenge. Without proper tools this is just not going to happen and
you won'’t be able to provide proactive support. You will have to rely on user reporting to identify and fix server issues.
Also if server suffers a hardware failure and needs to be rebuilt, it is important to have a snapshot of all installed software
components, so it can be restored in its original state.

Also you should be to identify processes, which are misbehaving, e.g. Consuming unusually large percentage of memory
and CPU resources across all available servers or over-utilized memory and hard disk partitions.

Generally servers of various types (Windows NT-based and Unix-based) are managed by different engineering teams and
alerts need to be forwarded to respective support group.

Not only Enigma NMS Server Process Monitoring System addresses all monitoring requirements mentioned in the above
scenario, but also reduces maintenance effort by automating of some configuration tasks and increased visibility.

The system automatically discovers all servers and starts collecting information about memory, storage, installed modules
and running processes.

This enables monitoring of memory and file system utilization and monitoring or presence of certain processes on all or
some servers.

Enigma NMS considers discovered device a server when its HOST-RESOURCES-MIB content is not empty. If the node is

identified and a server, middle section of the node view will look like below:
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View Win NT-based Processes Table

Host System Details Show Process Monitor Motification Config

0s Memaory Size Number of Users Mumber of Proceses Process Monitor Notification Email Exclusive Motification
Win NT-based 3.143 Gb 2 95 nfa

Host Storage Details Show Storage Monitor Config & View Stats

Type Description Size Used Usage (%) Alloc. Failures Monitored Utilisation Threshald (%)
FixedDisk C: Label: Serial Number 441e5f54 148.035 Gb 141.078 Gb 95.30 0 ¥ 90
FixedDisk D: Label:Mew Volume Serial Number eBde7171 156.288 Gb 107.898 Gb £9.03 0 Y 90
RemaovableDisk E: 0 0 nfa 0 nfa nia
RemaovableDisk F: 0 0 nfa 0 nfa nfa
CompactDisc  G: 0 0 nfa 0 nfa nfa
Ram Physical Memory 3.143Gb 1692 Gb 53.81 0 X295
VitualMemory  Virtual Memory 6.465 Gb  1.647 Gh 2547 0 nfa nfa

Show Installed Software Details
The top part of the above view contains information about the operating system, number of users, number of processes
and fields for email notifications.
Email naotification fields are needed to ensure that email alerts are forwarded to the appropriate support group. To change

these fields click on Show Process Monitor Notification Config link:

Host System Details Hide Process Monitor Motification Config

0s Memory Size Number of Users Number of Proceses  Process Monitor Notification Email Exclusive Naotification
Win NT-based 3.143 Gb 2 97 | |N LI

Commit changes to Process Monitor Notification Configuration I

If “Exclusive notification” flag set to “Y” alerts will be sent to configured email addresses only, otherwise they will be
forwarded to the network support group based upon following relationship: Node - Client &> Support Workgroup

To configure file systems and memory utilization monitoring click on Show Storage Monitor Config

Host Storage Details Hide Storage Monitor Config L) View Stats

Type Description Size Used Usage (%) Alloc. Failures Monitored Utilisation Threshold (%)

FixedDisk C: Label: Serial Number 441e5f54 148.035 Gb 141,080 Gb 95.30 0fy > 90 ~| I Tick to apply to all servers, with file system name matching string
FixedDisk D: Label:New Volume Serial Number e8de7171 156.288 Gb 107 898 Gb 69.03 0y~ 90 >| T Tick to apply to all servers, with file system name matching string
RemovableDisk E: 0 1) nfa 0 nfa nfa

RemovableDisk F: 0 1) nfa 0 nfa nfa

CompactDisc  G: 0 1) nfa 0 nfa nfa

Ram Physical Memary 3.143Gb 1739 Gb 55.32 0y« 95 v

Virtualtdemory  Virtual Memory 6.465 Gh  1.688 Gh 26.10 0 nfa nfa

Commit changes to Storage Monitor Configuration |

The above form allows you to select which host storage objects are going to be monitored and configure utilization
threshold. If you need to set the same threshold for a particular file system on all servers, use tick box and type in the file
system matching string.

Enigma NMS will add monitored file system and memory to its Environment Monitoring system with threshold inherited
from above form.

To view utilization graphs, click on View Graph link, which will take you to the relevant screen of Environment Monitor and

click on the “Graphs” button:
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Graphs for Following MIB OID Collection
SC PSS

Wode “Tocation 61 Description Carrent Last Updated " Threshold (Type) T Sibration Factor Active Page Email Config byAT |

MIKE-PC (102.160.1.121) - west ipswic EixedDisk H: Label Elements Serial Number 8c245839 on MIKE-PC 10625 Mb 16:01:31 3/07/2010 When Above 439.54 Gb (Abs) Abs File System Utiisation mutiphybydoss  Yes  Yes  Ves  Auto.added to2004 3072010

Historical Graph for following MIB OID Collection

NODE: MIKE-PC (p-162.108.1.121) - WEST IPSwicH

MIB OID Description: ixedDisk H: i . p

Threshold: When Above 439.54 Gb (Abs) Abs File Syster Utilisation
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Main Menu = Tools = Server Process Monitor:

Monitored Server Processes

View All Server Processes

= 4= & R

=~ Log / Status

= _avgesrvx.exe N it = Running on Selected Monitored Nodes 123605412000/ 2010
= mDNSResponder.exe N = i = Running on Selected Monitored Nodes 12:30:0012/00,2010)
~ _NBService.exe N i = Running on Selected Monitored Nodes 14:36:3412/06/2010
= snmp.exe N i = Running on Selected Monitored Nodes 14:37:3512/06/2010
~ _tomcatb.exe N ¥ = Running on Selected Monitored Nodes 14:38:03112/06/2010
~ vmnatexe N ¥ = Running on Selected Monitored Nodes 14:38:04112/06/2010

The above screenshot shows monitored server processes.

For process details and where it runs, please click on process name:

Viewing Single Server Process: tomcat6.exe

Monitored Server Process:  tomcatb.exe
Enabled Notifications: v
Nodes where Above Server Process is being MONITORED

Server Process is Running MIKE-PC (192 165.1.121) Windows Server, Client: DEMO C:\Program Fi W Mware Server i exe //RS// Running 1 146 27852 14:40:04 13/06/2010

To view all server process across all nodes, click on “View All Server Processes” link:
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Server Processes visible on All : Found 84 Server Processes

~ _Monitored Server Processes

MNode: [ — Shaw All Nodes — |
Refresh
'Server Process Name  Node Count Monitored Highest€pU " Highest MEM Status Tast Seen Date/Time.

= _AppMonUtility exe 1 All Nodes No 4 / MIKE-PC (182 168.1.121) 4216 / MIKE-PC (192.168.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
~ _AppleMobileDeviceSenice exe 1 All Nodes No 3/ MIKE-PC (102 188.1.121) 4072 { MIKE-PC (192 168.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
= AutolaunchWLASU exe 1 All Nodes No 15 / MIKE-PC (192.188.1.121) 13236 / MIKE-PC (192.168.1.121) Running on 1 Nodes 14:40:04 13/06/2010
~ _BTTray.exe 1 All Nodes Mo 7 { MIKE-PC (192.168.1.121) 8176 / MIKE-PC (192.168.1.121y  Running on 1 Nodes 14:40:04 13/06/2010

FNPLicensingSenice exe 1 All Nodes No 51 / MIKE-PC (192.188.1.121) 4160 / MIKE-PC (102.182.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
= FileZilla server.exe 1 All Nodes Mo 1/ MIKE-PC (192 168.1.121) 3444 / MIKE-PC (192.162.1.421y  Running on 1 Nodes 14:40:04 13/06/2010
~ _GuoogleCrashHandler exe 1 All Nodes No 1/ MIKE-PC (192 168.1.121) 944 / MIKE-PC (192.182.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
= _GoogleUpdate exe 1 All Nodes No 7/ MIKE-PC (192.168.1.121) 2812 / MIKE-PC (192.168.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
B GiosveMoniioroxe 1 All Nodes No 4 { MIKE-PC (192 168.1.121) 6184 / MIKE-PC (192.168.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
=~ |AANTmon.exe 1 All Nodes Mo 51 / MIKE-PC (192 168.1.121) 5848 / MIKE-PC (192.168.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
B Whnotitexe 1 All Nodes No 3/ MIKE-PC (192.168.1.121) 5720 / MIKE-PC (192.168.1.121)  Running on 1 Nodes 14:40:04 13/06/2010
~ _ISBMgrexe 1 All Nodes Mo 4 { MIKE-PC (192 168.1.121) 4976 / MIKE-PC (102.168.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
~  MSASCuiexe 1 All Nodes Mo 29 / MIKE-PC (192 168.1.121) 10272 / MIKE-PC (102.168.1.121y Running on 1 Nodes 14:40:04 13/06/2010
= NBService.exe 1 All Nodes Yes 3 /MIKE-PC (102 185.1.121) 7340 / MIKE-PC (102.168.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
~ _NMBgMonitor.exe 1 All Nodes No 4 / MIKE-PC (102 168.1.121) 10344 / MIKE-PC (192.168.1.121) Running on 1 Nodes 14:40:04 13/06/2010
~  NMindexStoreSyr.exe 1 All Nodes Mo 10 / MIKE-PC (192.168.1.121) 14188 / MIKE-PC (192.168.1.121y Running on 1 Nodes 14:40:04 13/06/2010
~ _NMindexingSevice exe 1 All Nodes No 4/ MIKE-PC (192.188.1.121) 10848 / MIKE-PC (192 168.1.121 R ing on 1 Nodes 14:40:04 13/06/2010
=~ NcIMSBTSw.exe 1 All Nodes Mo 6/ MIKE-PC (192.168.1.121) 3856 / MIKE-PC (192.168.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
~ NclRSSH exe 1 All Nodes No 4/ MIKE-PC (192 168.1.121) 2616 / MIKE-PC (192 162.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
=~ NclUSBSw.exe 1 All Nodes Mo 726 / MIKE-PC (192 168.1.121) 3268 / MIKE-PC (192.168.1.121y  Running on 1 Nodes 14:40:04 13/06/2010
= PCSuite exe 1 All Nodes No 117 / MIKE-PC (192.168.1.121) 24124 / MIKE-PC (192.168.1.121y Running on 1 Nodes 14:40:04 13/06/2010
= QBCEMonitorSenvice. exe 1 All Nodes Mo 482 / MIKE-PC (192 .168.1.121) 12120 / MIKE-PC (192.168.1.121y Running on 1 Nodes 14:40:04 13/06/2010
~ RtHDVCplexe 1 All Nodes Mo 1/ MIKE-PC 102.188.1.121) 5220 / MIKE-PC (192.165.1.121  Running on 1 Nodes 14:40:04 13/06/2010
= IR 1 All Nodes No 112/ MIKE-PC (1e2.168.1.1200 9540 / MIKE-PC r102.165.1.1211  Runnina on 1 Nodes 14:40:04 13/06/2010

The above table shows the number of nodes where each process runs, highest CPU and Memory reading consumed by

this process across all discovered servers.

Click on process name to see all nodes where it runs:

Action

'Nodename

Viewing Single Server Process: SMSvcHost.exe

~ _Monitored Server Processes

NOT-Monitored Server Process:

~ View Server Processes MIKE-PC (192 183.1.121) Windows Server, Client: DEMO

Nodes where Above Server Process is PRESENT but NOT-MONITORED
Path Parameters Status/TST Instances CPU Mem  Lastseen

7 12572 17:10:04 13/06/2010

Running 1

SMSvcHost.exe

To view all process running on particular node click on “View Server Processes” link:
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Server Processes visible on All : Found 82 Server Processes

Monitored Server Processes

Node: [ MIKE-PC IP: 192.168.1.121 - Windows Server v

Refresh
Server Process Name Monitored Path Parameters Status/TST Instances CPU  Mem  Last seen
AppMonUtiity. exe No C:\Program Files\Sony\AppMonUtilAppMonUtility.exe @@@Start Running 1 4 4224 17:10:04 130612010
ApsleMoblsDevicasanice ske No C:\Pragram Files\Common Files\Appl Device Supp i i ice.exe Running 1 4 4072 17:10:04 13/06/2010
Autol aunchWLASU.exe No C:\Program Files\Sony®WAIO PC Wireless LAN Wizard\AutoLaunchWLASU.exe Running 1 18 13248 17:10:04 13/06/2010
Bltaviass No C:\Program Files\WIDCOMM\Eluetooth Software\BTTray.exe Running 1 12 8316 17:10:04 13/06/2010
ENPlicsnsingSanice/axe No C:\Program Files\Common Files\Wacrovision Shared\FLEXnet Publishe\FNPLicensingService.exe Running 1 51 4160 17:10:04 13/06/2010
EilaZili'seiver e No C:\Program Files\FileZilla Server\FileZilla server.exe Running 1 1 3444 17:10:04 130672010
GoogleCrashHandlerexe  '° C:\Program Fil leWUpdatet1.2.183 27\GoogleCrashHandler.exe ferashhandler Running 1 1 944 17:10:04 13062010
GogaleUndate.axe No C:\Program Files\GoogletUpdate\GoogleUpdate.exe fc Running 1 7 2620 17:10:04 13/06/2010
GrooveMonitor.exe No C:\Program F Office\Office itor.exe Running 1 4 6200 17:10:04 13062010
1AANTmon,exe No C:\Program F Matrix Storage ManagenIAANT Running 1 57 588 17:10:04 13062010
|AAnatif exe No C:\Program Files\intelintel Matrix Storage Manager\IAAnotif.exe Running 1 3 5728 17:10:04 13/06/2010
1SEMar.exe No C:\Pragram Files\Sony\ISB Utility\ISBMgr.exe Running 1 4 5072 17:10:04 13/06/2010
MSASCui.exe No C:\Program Files\Windows DefenderiMSASCui.exe -hide Running 1 31 10292 17:10:04 13/06/2010
NBService.exe fpg [T BackltUp ice.exe Running 1 3 7340 17:10:04 13/06/72010
NMBaMoritor.exe No C:\Pragram Files\Common Files\Nero\Lib\NMBgMonitor.exe Running 1 4 10356 17:10:04 13/06/2010
NMindexStoreSir exe No NMindexStoreSvr.exe Running 1 10 14204 17:10:04 13/06/2010
NMindexingSenice.exe No C:\Program Files\Common Files\Nero\Lib\NMIndexingService.exe Running 1 4 10848 17:10:04 13/06/2010
NeIMSETSH.exe No NcIMSBTSrv.exe {C1FBB387-74A0-4F7 C-BE40-C5457CDSBBEB} Running 1 3 3916 17:10:04 1310672010

When the monitored process disappears from the server where it is tracked at, Enigma NMS will send a notification alarm.
An alarm will be sent if the server runs out of file system space, please note that only fixed disk usage is tracked. When
you are configuring server process to be monitored, the system will select for a server where this process is running, so
you accidentally do not create a large number of false alarms.

Generally, server support team is different from network management team and hence server monitoring notification
emails should be forwarded to the server support team. This is achieved by configuring “server process monitor
notification email”, which is defined we cause all emails generated by the server process monitoring system to be sent to

this address or addresses.

13.14 Traffic Analyzer

The Traffic Analyzer module allows you to see which applications and clients (top talkers) consume network bandwidth.
Enigma MNS Traffic Analyzer module implements various technologies:
¢ Integrated NetFlow Collector, which is vendor independent and understands NetFlow protocol v.1, v.5, v.7 and v.9
(including IPv6 flows). It listens on UDP, port 2055.
It requires configuration of Netflow export on a network device. Configuration should point Netflow export
destination IP address to Enigma NMS and use UDP Port 2055. If there are any firewalls between Enigma NMS
and network device, please change their configuration to allow UDP port 2055 through them. Netflow export can

utilize various aggregation algorithms in order to reduce the amount of data sent across the network.

o SNMP-Based NetFlow component, which extracts traffic flows details via SNMP, Cisco SNMP Netflow limits
number of top talkers to 200. This method is inferior to Netflow export as it is not scalable, e.g. Reading a lot of
snmp data across WAN can be limiting factor in how many devices can be interrogated at the same time.
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Please note: If Enigma NMS is already getting traffic flows information via SNMP from a device which is also has
been configured for Netflow export, the SNMP based method will be suspended in favor of export based method,
which is more flexible and does not have a 200 top talkers limitation.

¢ Anintegrated traffic sensor module which can run on the system itself — this will require additional dedicated
network interface on the Enigma NMS machine, which will be used a traffic sensor port, or optionally traffic sensor
module can be installed on a Win32 machine where it will run as a service. This Win32 machine will be used
remotely as traffic-capturing proxy. This proxy machine will also have installed FTP server and dedicated interface
which will be used traffic sensor. You will have to configure port or VLAN mirroring and define traffic source so
traffic analyzer knows what it is reporting on.

You will need to start with configuring Netflow-enabled Cisco router or traffic sensors.
Main Menu - Tools - Traffic Analyzer:

Viewing Traffic Statistics
Traffic Sensors NetFlow-Enable Cisco Nodes

Cisco Node with ENABLED NETFLOW:  [ALRLYPST_R1.psnmc. gld.gov.au (172.22.3.240) - Alderley Police Station - Router R1 =

Report END Date: |29;09,QU11 (Thy) =]
Report START Date: |25,r09,r2011 (Man) ;]
Records per page: Img j
Flows Sorting Order:  [Sorted by Reverse Bytes Count =
Number of Top Talkers: {100 _vJ

Number of Analyzed Flows:  [1000 ;J
Please Note: The more Analyzed Flows you select
the longer it takes to compile report, So please be patient...

£ ze All Protocols --

- TCPMUX (TCP Port Service Multiplexer) ol
- COMPRESSNET (Management Utility)

- COMPRESSNET (Compression Process)

- RJE (Remate Job Entry)

- ECHO (Echo)

- DISCARD (Discard SC:DISC)

- DISCARD (Discard)

11 - SYSTAT (Active Users)

13 - DAYTIME (Daytime (RFC 867)) =

Manual IP Port Selection (use white-space as delimiter when defining multiple ports)

Show Hourly Option: yj

& Select Protocols {Multiple)

O~ mwNn - N

Traffic Type (In relation to local subnets): |Extema| and Local j
Analyse Public Addreses ONLY: N ¥

ToS View Option: [ Show Flows with ANY ToS =

Optional - IP Address I Tick to EXCLUDE from report I |
Optional - IP Subnet ;
i el I Tick to EXCLUDE from report I |

or 10.1.0.0 (B class), 10.0.0.0 (A class)
This could be helpful for filtering flows to paricular site

Generate Report I

To see the traffic analyzer report define search criteria and click “Generate Report” button.
You can these options to customize your report, e.g. Define remote site IP Subnet to view traffic analysis report just for

that site, or select specific protocol, define report period etc. To adjust IP Protocols to your company's application suite,
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you can change particular IP Protocol definition by clicking Modify #" icon near the | Protocol Selection field. Only IP

Protocols with numbers greater than 1023 are available for modification.

Click on “NetFlow-Enable Cisco Nodes” link at the top of the above screenshot.

Cisco NetFIow-EnahIe\d Node records
sy R
Node Name 1P Eescnlpu!on Modified/Added By’At

Router 192.168.1.254 AUTO DISCOVERED HOST FOR CLIENT: Demo Client on 20090829 system Admin / 14:44:02 150322010

Once you add at least one Netflow-enabled node, the system will start to interrogate this node via SNMP.

Click on “Traffic Sensors” link to configure traffic sensors:

Traffic Sensors

4 &R
Traffic Sensor Name Client FTP UID FTP Password Dump Dir 'Last Access TST Last Access Result SPAN Node SPAN Int Added/Moded mﬁt
enigma.netsas.com.au (122.162.1.100) Demo Client T Never OK enigma.netsas.com.au (192.168.1.100) ethD up g 4/ 19:50:47 20/06/2009

To add new traffic sensor click on add icon. The form content will change depending on if you selected built-in traffic
sensor (runs on Enigma NMS itself) or external one, which will use a proxy. In both cases you need to select the traffic

source (node/interface).

Adding New Traffic Sensor Record Record

“Select Client: | Please choose one — v

* Select the NODE:
NOTE: This should be the Node record respesenting Traffic Sensor Node
ff you hawve not done it please create it BEFORE PROCEEDING FURTHER

I enigmanetsas.com.au - 192.168.1.100 (Enigma Engine - Mandatory System Record) j

External Traffic Sensor Configuration
Please make sure that you have installed FTP Server on Proxy Win32 machine

FTP UID: |

FTP Password: I......u.u

Traffic Sensor Node DUMP Directary: I
Following two fields are mandatory and defined SPAN/MIRROD SOURCE NODE

* Select the SPAN/MIRROR NODE: - p—
NOTE: This should be the SPAN/MIRROR Source Node record I Please Select SPAN/MIRROR Source j

For external traffic sensor (above screenshot) you will need to define FTP user credentials. The system is going to use
FTP to transfer flows information from proxy onto itself for database upload. Proxy machine will need to have installed
FTP Server.

Following screenshot is for configuring built-in traffic sensor.

Adding New Traffic Sensor Record Record
"sslect Client: | Demg Client (DEMO) =]

* Select the NODE:
NOTE: This should be the Node record respesenting Traffic Sensor Node
If you have not done it please create it BEFORE PROCEEDING FURTHER

| enigma.netsas.com.au - 192.168.1.100 (Enigma Engine - Mandatory System Record) :J

System has detected INTERNAL Traffic Sensor and Following field is latory and led for D Configuration

* Select Interface of the Traffic S Node: l—_l
If possible PLEASE mai:sure teh;i:is noze Es ;ilMT’n::;bI:di! ethl - up
Following two fields are mandatory and defined SPAN/MIRROD SOURCE NODE

* Select the SPAN/MIRROR NODE: @ 2
NOTE: This should be the SPAN/MIRROR Source Node record I Plesse Select SPAN'fMlRROR Soufed :‘l
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Viewing Traffic Statistics - Aggregated Flows found: 26579
Analysing up to 1000 Flows and displaying up to 100 Top Talkers according to the following criteria
Query Duration: B seconds.

Client:
Traffic Sensor Source Node:

Interfaces:

Protocols (Source or Destination) :

IP Addresses (Source or Destination) :

Showing Flows for:

Reporting Period:

Records per page:

Flows Sorting Order:

Analyse Public Addreses ONLY:

Demo Client

enigma.netsas.com.au (192.168.1.100) - Enigma Engine - Mandatory System Record

Showing all Interfaces

eth0
All
All

All IP Peers (Source IP -- > Dest IP)
00:00:00 1/06/2010 - 00:00:00 14/06/2010 Hide Hourly Option

1/08/2010
2/08/2010
2/08/2010
4/068/2010
5/08/2010
/06,2010
706/2010
8/06/2010
9062010

10M08/2010
11/06/2010
12/M08/2010
13/06/2010

100

Hours:
Hours:
Hours:
Hours:
Hours:
Hours:
Hours:
Hours:
Hours:

Hours:
Hours:
Hours:
Hours:

0123456789 1011 12 13 14 15 16 17 18 18 20 21 22 23

Sorted by Reverse Bytes Count - Current View

Sorted by Reverse Packet Count
Sorted by First Switched Byte Timestamp

Analyzing All IP Addresses Analyze Public IP Addresses ONLY

Showing up to 100 Top Talkers based upon analysis of 1000 Aggregated Flows

iscovered Frotoco ummal

Showing Top 10 Protocols Only
Click to Show Well-Known TCP/UDP Ports ONLY Click to Show All Protocols Sorted by: Byte Count

Top 5 Protocols - Time Distribution

909.6 H

606.4 M

Traffic Yolume

303.2 H

N
>

4

S/00:0
S/01:0
S/02:0
S/04:0
5050
50730
50530

571030
S/11:0
S-12:0

/1520
51730

w

Reported Period:

I microsoft-ds

LYet-H

3

[ xprint-

5/21:0
52310
60020
60120
60310
60420
60620
/0730
0930
61030
/1230
61330
61410
1620
/1750
19:0
62030
62230
62310
70020
70230
70310
70510
70630
70810
709310
71130
71210

s 3 s &S
0:00:00 5/09/2011 --> 00:00:00 3/03/201:
server []2138 Bl netbios—ssn [Tl htte-alt

=3
=
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g

Top 10 Protocols "Protocol Name: Bytes Flows Packets PacketLength Usage () Packet Length Distribution

T R T 'Packet Length Packet Coun

0 MICROSOFT-DS (a45:7cF)y Dst 1.723 Gb 72 3114708 584 bytes e e

@ XPRINT-SERVER @to0/7cr) Sre 1444 Gb 4af “11402z2 1380 bytes 49.9527 % oy . 4o 51983

@ 2188 @1sarrcr) Src 90.16 Mb 12| 17787 803 bytes 25570 % 128--> 192 10979

@ NETBIOS.SSN craarcey Sre 7457 Mb 13 128840 606 bytes - 192 --> 256 3896

@ HITP-ALT @osortcr) Sre 52.34 Mb 13 48167 1202 bytes | 5013 % 256 --> 320 7267

———— - 320 --> 384 3936

(2] HTTP @orrcr) Src 33.40 Mb 8 27107 1292 bytes - ).9473 % 264 —> 448 1365

@ ECWCFG 2263rcr) Sre 14,65 Mt & Se8 M7 bytes 0.4168 % 445 .-> 512 1133

(7] SMTP sicr) Dst 5.44 Mb 1 4837 1306 bytes  0,1827 % 512 --> 576 1019

© CAPIOVERLAN (anceyDst  #57Me 1 aos2 174 oy [NRARN °7° > 40 1tk

e 640 --> 704 1076

@ NJENET-SSL c2252i1cr) Dst 300IME) il 2588 1287 bytes  0.1004 % 704 > 768 1793

Total Discovered Protocols: 11 344360 173 4625115 768 --> 832 1298

832 --> 896 973

896 --> 960 1065

960 --> 1024 608

1024 --> 1088 469

1088 --> 1152 508

1152 --» 1216 236

1216 --> 1280 1574

1280 --> 1344 1768

1344 --> 1408 253

1408 --> 1472 166

1472 --> 1536 261

Flows Summary: Showing Records: 0 - > 100

Source IP Mask Dest IP Mask Bytes Flows Packets Packet Length Usage m
192.168.1.100 / 0 enigma.netsas.com.au muti ports 192.168.1.254 / o Router 151 - snmp 23857465 | gRR < | 2963583 Eojbutes | RSS H00R
192.168.1.254 [ o Router multi ports 192.168.1.100 / 0 enigma.netsas.com.au £0as0 225312830 gG4RQ . 2963352 [=llutes | Js3.2 5800
192.168.1.100 / 0 enigma.netsas.com.au muiti ports 192.168.1.121 / 0 MIKE-PC muti ports 107IGED 293 < TTOREZ CEIEE)| THED
192.168.1.50 / 0 application_server multi port= 192.168.1.100 / 0 enigma.netsas.com.au 43185 - ndm-agentport. 2454933 478 <. 11054 7a5 byles|  3.4854 %
192.168.1.100 / 0 enigma.netsas.com.au muti ports 140.98.193.16 / 0 50 - www-http ZTEAZZIT | g3 <y 19978 1465 bytes| 40565 %
192.168.1.121 f 0 MIKE-PC rmulti ports 192.168.1.100 / 0 enigma.netsas.com.au o - www-http 15001947 | 390 4| 146908 kS| BAEED
118.208.6.41 / 0 mutti ports 192.168.1.100 / o enigma.netsas.com.au o - www-http 451230 g47 < (00 jl2o0ibics [IRTLCaERe
192.168.1.100 / 0 enigma.netsas.com.au muti ports 192.168.1.70 / 0 lab-switch 161 - snmp 5442575 1175 < BT B30y @EE
192.168.1.70 / o lah-switch multi ports 192.168.1.100 / o enigma.netsas.com.au s0s07 ADAZ532 4944 < 52008 i @R
192.168.1.100 / o enigma.netsas.com.au mutti parts 192.168.1.71 / 0 lab_switch_2 muiti ports 2302026 1189 < 28200 ot | U127
192.168.1.100 / 0 enigma.netsas.com.au muti ports 155.144.24.84 / 0 50 - www-http 19233611 43 o EES FEIGE| BEBID
118.208.96.89 / 0 multi ports 192.168.1.100 / 0 enigma.netsas.com.au o - www-http 1900958 g < 942 2017 byles|  0.2900 %
192.168.1.71 / o lab_switch_2 mutti ports 192.168.1.100 / o enigma.netsas.com.au 0808 1737298 1163 <> 22180 Wil @Y
192.166.1.100 / o enigma.netsas.com.au muti ports 192.168.1.1 / o Linksys ADSL_Router multi ports 1392088 3096 < THE) jLa2lbrics 0 2080
118.208.134.155 / 0 mutti ports 192.168.1.100 / 0 enigma.netsas.com.au &0 - www-http 1294408 | 35 < Bt ARSI BB D
192.168.1.100 / 0 enigma.netsas.com.au muti ports 192.168.1.50 / 0 application_server z1 - ftp 925055 482 <« sy | GEBS
192.168.1.1 / 0 Linksys ADSL_Router muti ports 192.168.1.100 / o enigma.netsas.com.au 54520 335200 27@4 <> Lo2rs B @ETLE
192.168.1.100 / 0 enigma.netsas.com.au so - wanw-hitp 118.208.6.41 / 0 muiti ports TEIE3M | FEF s EEE TGRS LANBE
192.168.1.122 / 0 clieht multi ports 192.168.1.100 / 0 enigma.netsas.com.au multi ports 53790 4 < 228 e )| BEEER D
140.98.193.16 / 0 50 - www-http 192.168.1.100 / o enigma.netsas.com.au 54357 €A1 7 B | @EHRB S
192.168.1.100 / 0 gnigma.netsas.com.au muti ports 192.168.1.45 / o CANONMEP muiti parts T 349 < EER T AEE
192.168.1.100 / 0 enigma.netsas.com.au muti ports 193.1.193.64 / 0 50 - wonw-htip TEOS | 19 < ED B3]l GBS
192.168.1.45 / o CANONMEP muiti ports 192.168.1.100 / o enigma.netsas.com.au s4se0 TIEET 340 < = WOl LI
202.7.162.162 / o bri-nxzg-alf Ins100-10-20.4pgi.com.au o - Ping 192.168.1.100 / o enigma.netsas.com.au muiti ports BO4TZ 254 < v Bip—| S
192.168.1.100 / 0 enigma.netsas.com.au o - Ping 202.7.162.162 / 0 bri-nxg-alfns100.10-20.tpgi.com.au o - Ping 85128 253 < w0 91bytes| 00085 %
192.168.1.100 / o enigma.netsas.com.au muti ports 199.6.1.178 / 0 20 - www-http AL | R & B BEEERD
193.1.193.64 / 0 =0 - www-hitp 192.168.1.100 / o enigma.netsas.com.au 53e53 M3 g s o W) @
199.6.1.178 / 0 20 - www-http 192.168.1.100 / o enigma.netsas.com.au multi ports €457 11 s 58 =t | QELO0I0R
192.168.1.100 / 0 enigma.netsas.com.au 33251 198.133.219.241 { 0 rmuiti ports 4F20| 1 e B Z200s|  CEIY S
155.144.24.84 [ 0 50 - www-http 192.168.1.100 / 0 enigma.netsas.com.au 42618 2388 1 W Sizllites | QU000
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Top 100 Mostly Used IP Addresses
Analyzing All IP Addresses aAnslyze Public IP Addresses ONLY

Number of Flows

ress

192.168.1.100 26580
192.168.1.254 11415
192.168.1.1 5800
192.168.1.71 2352
192.168 (1] 2319
118.208.6.41 1609
192.168.1.50 960
192.168.1.45 689
192.168.1.121 612
202.7.162.162 507
118.208.96.89 66
192.189.54.17 52
202.158.218.239 48
193.1.193.64 38
118.208.134.155 35
199.6.1.178 22
140.98.193.16 19
192.168.1.122 16
155.144.24.84 14
209.132.181.16 4
198.133.219.241 2
192.168.1.124 1

The above screenshot contain many hyperlinks which you can use to change sorting order, reported period, protocol, drill

in deeper to see more details etc... To see details of all flows between two nodes click €< icon:

Flows Summary: Showing Records: 0 -- > 100 Next

DestiP / Mask ‘Bytes

Flows Packets Packet Length Usage (%)

ource asl
192.168.1.100 / 0 enigma.netsas.com.au multi ports 192.168.1.254 / 0 Router 181 - shmp 263691365 | 6896 «» | 3144511 80 bytes| 52.7046 %
Sh g All Bi-Dir | Flows for above IP Peers
Sorted by Reverse Bytes Count
Source IP / Mask : Source Port Dest IP / Mask : Dest Port Type  First Switched TST  Last Switched TST  Bytes Packets PacketLength Usage (%)
192.168.1.100 /0 : 36657 192.168.1.254 /0 : 161 (snmp) UDP 12:20:02 8/06/2010 12:21:07 8/06/2010 131473 1628 80 bytes 0.0518 %
192.168.1.100 / 0 : 47013 192.168.1.254 /0 : 161 (snmp) UDP  12:10:04 3/06/2010  12:11:07 3/06/2010 125217 1550 20 bytes 0.0494 %
192.168.1.100 / 0 : 53555 192.168.1.254 /0 : 161 (snmp) UDP 05:05:02 10/06/2010 05:06:07 10/06/2010 113376 1485 80 bytes 0.0473 %
192.168.1.100 / 0 : 58955 192.168.1.254 /0 : 161 (snmp) UDP 02:50:02 10/06/2010 02:51:07 10/06/2010 118933 1472 50 bytes 0.0459 %
192.168.1.100 / 0 : 36080 192.168.1.254 /0 : 161 (snmp) UDP 10:05:02 8/06/2010 10:07:02 6/06/2010 114344 1421 80 bytes 0.0453 %
192.168.1.100 /0 : 44733 192.168.1.254 /0 : 161 (snmp) UDP 03:01:03 3/06/2010 03:01:15 3/06/2010 107860 1342 S0 bytes 0.0425 %
192.168.1.100 / 0 : 53305 192.168.1.254 /0 : 161 (snmp) UDP 12:01:03 5/06/2010 12:01:18 5/06/2010 107360 1342 80 bytes 0.0425 %
192.168.1.100 / 0 : 45356 192.168.1.254 /0 : 161 (snmp) UDP 05:35:03 3/06/2010 05:36:06 3/06/2010 105345 1303 20 bytes 0.0415 %
192.168.1.100 /0 : 45073 192.168.1.254 /0 : 161 (snmp) UDP 04:00:04 3/06/2010 04:02:02 3/06/2010 396343 1191 80 bytes 0.0380 %
192.168.1.100 / 0 : 60202 192.168.1.254 /0 : 161 (snmp) UDP 07:15:06 10/06/2010 07:16:07 10/06/2010 95772 1186 50 bytes 0.0378 %
192.168.1.100 /0 : 56801 192.168.1.254 /0 : 161 (snmp) UDP 06:01:04 5/06/2010 06:01:20 5/06/2010 394300 1179 80 bytes 0.0374 %
192.168.1.100 /0 : 32978 192.168.1.254 /0 : 161 (snmp) UDP 10:56:02 10/06/2010 10:57:02 10/06/2010 93645 1157 50 bytes 0.0362 %
192.168.1.100 /0 : 33381 192.168.1.254 /0 : 161 (snmp) UDP 12:08:02 10/06/2010 12:07:02 10/06/2010 93645 1157 80 bytes 0.0369 %
192.168.1.100 / 0 : 34453 192.168.1.254 /0 : 161 (snmp) UDP 16:08:01 10/06/2010 16:07:02 10/06/2010 93645 1157 20 bytes 0.0362 %
192.168.1.100 /0 : 37413 192.168.1.254 /0 : 161 (snmp) UDP 15:56:01 8/06/2010 15:57:02 6/06/2010 393645 1157 80 bytes 0.0369 %
192.168.1.100 /0 : 38211 192.168.1.254 /0 : 161 (snmp) UDP 20:01:02 6/06/2010 20:02:02 6/06/2010 93645 11567 S0 bytes 0.0362 %
192.168.1.100 /0 : 32943 192.168.1.254 /0 : 161 (snmp) UDP 21:11:02 5/06/2010 21:11:07 5/06/2010 93554 1156 80 bytes 0.0369 %
192.168.1.100 /0 : 33091 192.168.1.254 /0 : 161 (snmp) UDP 21:41:09 506/2010  21:41:14 5/06/2010 93554 1156 50 bytes 0.0362 %
192.168.1.100 /0 : 33273 192.168.1.254 /0 : 161 (snmp) UDP 22:31:19 5/06/2010 22:31:24 5/06/2010 93554 1156 80 bytes 0.0369 %
192.168.1.100 / 0 : 33533 192.168.1.254 /0 : 161 (snmp) UDP 03:08:02 1/06/2010 03:08:07 1/06/2010 93554 1156 50 bytes 0.0362 %
192.168.1.100 /0 : 33623 192.168.1.254 /0 : 161 (snmp) UDP 13:08:01 10/06/2010 13:06:07 10/06/2010 93554 1156 80 bytes 0.0369 %
192.168.1.100 / 0 : 33639 192.168.1.254 /0 : 161 (snmp) UDP 13:11:02 10/06/2010 13:11:07 10/06/2010 93554 1156 20 bytes 0.0362 %
192.168.1.100 /0 : 33874 192.168.1.254 /0 : 161 (snmp) UDP 00:31:01 8/06/2010 00:31:07 8/06/2010 93554 1156 80 bytes 0.0369 %
192.168.1.100 / 0 : 33929 192.168.1.254 /0 : 161 (snmp) UDP 14:26:02 10/06/2010 14:26:07 10/06/2010 93554 1156 50 bytes 0.0362 %
192.168.1.100 /0 : 33933 192.168.1.254 /0 : 161 (snmp) UDP 00:51:02 8/06/2010 00:51:07 8/06/2010 93554 1156 80 bytes 0.0369 %
192.168.1.100 / 0 : 34043 192.168.1.254 /0 : 161 (snmp) UDP 15:01:01 10/06/2010 15:01:07 10/06/2010 93554 1156 S0 bytes 0.0382 %
192.168.1.100 /0 : 34217 192.168.1.254 /0 : 161 (snmp) UDP 02:06:02 8/06/2010 02:06:07 8/06/2010 93554 1156 80 bytes 0.0369 %
192.168.1.100 / 0 : 34437 192.168.1.254 /0 : 161 (snmp) UDP 16:01:01 10/06/2010 16:01:07 10/06/2010 93554 1156 S0 bytes 0.0362 %
192.168.1.100 /0 : 34641 192.168.1.254 /0 : 161 (snmp) UDP 08:56:01 1/06/2010 08:56:07 1/06/2010 93554 1156 80 bytes 0.0369 %
192.168.1.100 / 0 : 34898 192.168.1.254 /0 : 161 (snmp) UDP 05:01:02 6/06/2010 05:01:07 6/06/2010 93554 1156 20 bytes 0.0362 %
192.168.1.100 /0 : 35044 192.168.1.254 /0 : 161 (snmp) UDP 05:51:02 68/06/2010 05:51:07 68/06/2010 93554 1156 80 bytes 0.0369 %
192.168.1.100 /0 : 35125 192.168.1.254 /0 : 161 (snmp) UDP  10:51:02 1/06/2010  10:51:07 1/06/2010 93564 1156 S0 bytes 0.0362 %
192.168.1.100 /0 : 35227 192.168.1.254 /0 : 161 (snmp) UDP 18:46:01 10/06/2010 18:46:07 10/06/2010 93554 1156 80 bytes 0.0369 %
192.168.1.100 £ 0 : 35271 192.168.1.254 /0 : 161 (snmp) UDP  11:46:02 1/06/2010  11:46:07 1/06/2010 93554 1156 20 bytes 0.0362 %
192.168.1.100 /0 : 35288 192.168.1.254 /0 : 161 (snmp) UDP 11:56:02 1/06/2010 11:56:07 1/068/2010 93554 1156 80 bytes 0.0369 %
192.168.1.100 / 0 : 36430 192.168.1.254 /0 : 161 (snmp) UDP  12:08:01 1/06/2010 12:06:06 1/06/2010 93554 1156 20 bytes 0.0362 %
192.168.1.100 /0 : 35487 192.168.1.254 /0 : 161 (snmp) UDP 07:26:02 8/06/2010 07:26:07 8/06/2010 93554 1156 80 bytes 0.0369 %
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13.15 Cisco NBAR Monitor

Cisco NBAR (Network Based Application Recognition) Monitor shows the protocol distribution only on a particular
interface. This allows configuring traffic shaping policies to ensure that non-critical protocol doesn’t consume all available
bandwidth.

Main Menu - Tools > Cisco NBAR Monitor

Following NODEs have been enahled for NBAR stats collections

= ¥
Node: Model: Best:n'pg’lon': Client Actions
Router cisco1721 AUTO DISCOVERED HOST FOR CLIENT: Demo Client on 20090829 Demo Client NBAR Config | Stats

VIEW NBAR CONFIGS I

Enigma NMS needs to know which routers are enabled for NBAR protocol discovery. After that it will auto discover all
interfaces enabled for NBAR and will start statistical collections against these interfaces.
You can exclude certain protocols from statistical collection. Click on NBAR Config link, select the node and interface,

click next:

View NBAR Config Record

Node: Router
Interface: FastEthernet0.1-802.10Q vLAN subif -

speed: 100 Mbps Update Speed
Protocol Activated Last npaate

dhep ¥ Disable 10:31:01 1406/2010
icmp ¥ Disable 10:31:01 1406/2010
nethios ¥ Disable 10:31:01 14/06/2010
rcp ¥ Disable 10:31:01 1406/2010
rtp ¥ Disable 10:31:01 14/06/2010
snmp ¥ Disable 10:31:01 1406/2010
telnet ¥ Disable 10:31:01 140672010
unknown ¥ Disable 10:31:01 14/06/2010

View Another NBAR Config

To view NBAR graphs click on “Stats” link:
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Viewing NBAR Stats for Demo Client (DEMO)

Select the Node with NBAR: IRouter vl

Select the Interface for Above NODE: IFastEthernetDO LI

Select the Protocol for the Above Interface: |AII -UPTOTOP10 LI
Select the Year: 2010 =
Select the Month: | June

Select the Day: 4 -

falis

Select the Traffic Format: | packet «

Select the Graphing Period: |1 | |H v
From the ABOVE Date I :” o :I

Cancel | Generate Repaort I

NBAR Protocols Statistics
Client: Demo Client
Node: Router (IP:192.168.1.254) AUTO DISCOVERED HOST FOR CLIENT: Demo Cliert on 20090829

Interface: FastEthernet0.1-802.1Q vLAN subif { 100 Mbps - )
Protocol: ALL upto 10 TOP

Reported Period: From 14:00:00 13/06/2010 --= 00:00:00 14/06:2010 {10 hours)
Inbound Frotocol Distribution {Packets per 5 min) Bits per sec

Traffic Utiisation and Average Packet Size per Protocof

Protocol  Average Utilisation Ay Packet Size
SNMP:  98.7% 0.535pps 7077 bps 92 bytes
NETBIOS: 0.9% 0084pps 73bps 100 bytes
ICMP: 0.4% 0037pps 27bps 94 bytes

0.0% 0.002pps 1hps 82 hytes
DHCP: 0.0% 0.002 pps 6hps 377 bytes

Inbound Protocol Distribution

:: /\/\ [\fl\j\ A/\f\/\j\ AL N /\/\/\/\ M

~N = NV " e " (R \j\/ Ve

2034

1356

Packets per 5 Min

678

A A A A

)
14201 14:51 15:41 16:31 17:21 18:11 19:01 19:51 20:41 21:31 22:21 23:11 2315

Hours
— SNAP == NETBIOS = ICHP UNKNOMN - DHCP
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Outhound Protocol Distribution {Packets per 5 min) Bits per sec

Traffic Utilisation and Average Packet Size per Frotocol
Protocol Average Utilisation Avy Packet Size

ICMP: 100.0% 0.018 pps 13 bps 94 hytes

Outbound Protocol Distribution

==

Y WWVW WL VWV VW VYL W

Packets per 5 Min

]
14:01 14:51 15:41 16:31 17:21 18:11 19:01 19:51 20341 21:31 22:21 23:11 2315

Hours
—ICHP

13.16 Scheduled Outage Notifications

Sometimes carriage and service providers need to undertake scheduled maintenance, which can cause outages. Network
support engineers need to be aware of these outages so they don’t cause false alarm generation and needless loss of

human resources.

Enigma NMS has Scheduled Outage Notification systems, which allows management of these situations. It could also be
internally scheduled work caused by hardware or software changes and upgrades.
This system allows alarm suppression for affected nodes and carrier services, which could belong to different clients as

well as notifying stakeholders about pending scheduled outage:

Main Menu - Tools - Scheduled Outage Notifications:

Viewing All Notifications - Found 3 records
Click on column header for alternative sorting order.
Note: Default sorting is by reverse Scheduled time

L+ (long - shor) My (long - shot) L

'Giitage 1D Type (Emai) Provider Provider Ref Clients Nodes Carriage Schedulod at Window Duration What Affocted Reason 'SDRef ‘Created A Notifid Contacts
g Carriage
'3 HP 123468 DEMO DEMO: ads|_rauter by _admin_at 1251531955 DEMO: ADSLIZG46NNN 5000025032008 3O,  10min.  sdvsew  zovoov 21452054 S.Admin  16:03:53 25032008
2 DEMO: TEST12345
DEMO: enigma netsas com.au
'3 TELSTRA 12345 ABC  DEMO: enigma.netsas.com.au B0SLE7654321  12:00:00 260172009 AEST 00 min. 10 min.  XXXXXXXXXX  bbbbbbbbbbbbbb eeseesseessees S.Admin 183708 10/012009 spc, ser Tuwo
18 o YN ISR LA DEmo: AvSLizsaaN Ui 5
DEMO. pEO: jab_router by_admin_at 1251531840 pemo: TEST 12348 DEMO: System Admin
DEMO: lab_switch 2 by_admin_at_1251513985
DEMO: lab_switch by_admin_at 1251531716

DEMO: localhost

Y He Ssosdtesdt  ABC  DEMO: enigma.netsas.com.au ABC: BDSIE7054021 130000 2200172009 AEST 300 min. SOmin.  bftdbidta  codih Sas4ss  Spdmin 130042 11012009 sge. ees Twe
2 e e SRS kOl L EMO: ADSL1Z3asNNN dighdigh e

o
DEMO. pEMO: jab_router by_admin_at 1261531840  pewo: TEsTi2a8s ghdtan 0EMO: System Admin
DEMO: |ab_switch 2 by_admin_a 1251513965
DEMO: lab_switch, by_admin_at_1251531716

DEMO: localhost

L+ (long - shoty My (lang - shor) L
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To create new schedule outages, please click on the Add icon *:

Adding NEW Scheduled Outage Notification
Fields marked with { *) are MANDATORY

I™ Please tick this checkboxfor Urgent Notification
= Selectthe Client:

= Select Notification Type:

Add = Select Vendor (Sewvice or Carriage Provider):
Provider Ref:

Add - Selectthe Timezone:

= Select the Interruption Date:

= Select the Interruption Time:

= Selectthe Outage Window:

= Exclude Alarms during Outage YWindow:

= Select the Qutage Duration:

= What is effected:

* Reason

ABC Limited (ABC)

Demo Client (DERMO)
MNew Demo Client (NDC)
TEST CLIENT (TC) =

' (with Email to Mffected Cliert)
€ (vithout Email]

=

IAEST, Australian Eastern Standard Time, +10 ‘:]

[ 30/08/2010 (wed) x|
12:00:00 ¥
[ves =

[1Min =]

all nodes at West Ipswich Site

Enigma NMS - version 5.1.0
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Implementation Plan
(Optional)

RisksfReversion Plan
(Optional)

Service Desk Ref Number: Igm 23456
Being submitted by Systerm Admin

Cancel | Next
View All Notifications (long - short)

Click Next button:
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Adding New Scheduled Outage Notification (with Email to Client)

If you can't find requested contact, please use link belowto add it

Add Contact
Clients:

you will have to reload this form after addition

ABC Limited (ABC)
Demo Client {(DEMO)

WARNING: Please remember - Alarms for affected Nodes and Carriage will he SURPRESSED during Scheduled Outage Window

Select Affected Nodes for ABOVE Clients:
(vhiltiple) - Optional

Select Affected Carrier Services for ABOVE Clients:
Quhuttiple) - Optional

NOTIFICATION Type:
Provider:
Provider Ref:

NOTIFICATION Recipients
for Client: Demo Client (DEMO):

Notify Sales Executive
ABC: unknown unknown, Ph:
DEMO: System &dmin, Ph: Pending

Notify Service M

CLIENT: NODE
NI =]
DEMO: application_server {application_server - Application Server)

DEMO: bri-nxg-alf-Ins100-l0-20.tpgi.com.au (bri-nxg-alf-Ins100-l0-20 tpgi.com.au - TPG gateway)
DEMO: CANONMFP {CANONMFP - Multi-functional Pri)
DEMO: cisco-ids-sensor (cisco-ids-sensor - Cisco IDS Sensor]

m.au - Enigma Engine - Mz
SCOVERED HOST)

ocalhost {localhost - Local Host System Re)
DEMO: MIKE-PC (MIKE-PC - Windows Server)
DEMO: Router (Router - AUTO DISCOVERED HOST)

DEMO: ups-lab {ups-lab - Lab UPS) L]
CLIENT: TYPE: FNN:
NiA =

ABC: BDSL: BDSL87654321 - 2048 Kbps - TELSTRA

[

256 Kbps - TELSTRA
Kbps - TELSTRA

DEMO: BDSL: NGDD[H 2345N -4096 Kbps - TELSTRA j
(with Email to Client)

TELSTRA

5123456

Systern Admin (Phone
U wo (Pho 0 mail:
Following contacts do not have proper email addrs,
click on the person's name to comect the email addr, and reload THIS Frame
Test User
User One

] —Please choose one —ﬂ

ABC: unknown unknown, Ph:
DEMO: System 8dmin, Ph: Pending

What is Effected

Scheduled Outage DatelTime:

Qutage Window:
Exclude Alarms during Outage Window:
Qutage Duration:

Reason:

Implementation Plan:

Risks/Reversion Plan:

Service Desk Ref Number:

Being submitted by

I —Please choose one —ﬂ

all nodes atWest Ipswich Site
12:00:00 30/06/2010 AEST (UTC +10)

30.0 min.
g

1.0 min.

Transmission wark on GWIP Server to West Ipswich

SR123456
Systermn Admin

Cancel | MNext

To add completion click on Next button:
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Clients:

Affected Nodes for ABOVE Clients:

Affected Carrier Services for ABOVE Clients:

NOTIFICATION Type:
Pravider:
Provider Ref:

NOTIFICATION Recipients
for Above Clients:

Notify Sales Executive
ABC: unknown unknown, Ph:
DEMO: System Admin, Ph: Pending:

Notify Service Manager
ABC: unknown unknown, Ph:
DEMO: System Admin, Ph: Pending:

What is Effected

Scheduled Outage Date/Time:

Outage Window:

Exclude Alarms during Outage Window:
Outage Duration:

Reason:

Implementation Plan:

Risks/Reversion Plan:

Service Desk Ref Number:

Being submitted by:

Once the new scheduled outage is added to the database it becomes visible in the scheduled outage report:

Number of Records. 50 100 200 200 400 500 00 200 800 200 1000

New Scheduled Outage Notification (with Email to Client) added: OK

ABC Limited (ABC)
Demo Client (DEMO)

WARNING: Please remember - Alarms for affected Nodes and Carriage will be SURPRESSED during Scheduled Outage Window

DEMO: cisco_call_manager_1 - Cisco Call Manager

DEMO: cisco_dmm - Cisco Digital Media Manager

DEMO: dlink-bridge - Dlink Wi-Fi Bridge

DEMO: enigma.netsas.com.au - Enigma Engine - Mandatory System Record

DEMO: lab-switch - AUTO DISCOVERED HOST FOR CLIENT: Demo Client on 20...

DEMO: lab_switch_2 - AUTO DISCOVERED HOST FOR CLIENT: Demo Client on 20...

DEMO: Linksys ADSL_Router - AUTO DISCOVERED HOST FOR CLIENT: Demo Client on 20...

DEMO: ADSL: ADSL12345NNN - 256 Kbps- TELSTRA
DEMO: ADSL: TEST12345 . 1536 Kbps- TELSTRA

(with Email to Client)
TELSTRA
5123456

apc: User Two

Y

all nodes at West Ipswich Site
12:00:00 30/06/2010 AEST (UTC +10)
30.0 min.

Y

1.0 min.

Transmission work on GWIP Server to West Ipswich

SR123456
System Admin

Cancel I Add New Scheduled Outage Naotification I

Viewing All Notifications - reunc 4 reccrds
Click on column header for altemative sorting order.
Note: Default sorting is by reverse Scheduled time

P oA n-nen My -me ¥ #

Calage  Scheduled st " Window Duration’

"Gitage 10 Tyne (Emall Provider Piovider Rel son
a ¥ ortus  sizaes ABC  DEMO: cisco. call manager 1 DEMO: ADSLIZMANIN 120000 0062010 00min. 10min. il nodes ot WestIpmach Se srizaese Sagmn 120597 MO0 Apc, ser e
DEHO Do cisco_call manager 1 DEMO: TERT 124 Tranzmizzi e e
DEMO: diink-bridga
DEMO: enigma.netsas.com.au
DEMO: [ab-switch
DEMO: lah_switch 2
DEMO: Linksys ADSL Router
more 28
2 Y e 1273000 DEMO DEMO: adsl_ruter_decommisionedby_stin_sf 125131065  SENC AUSLIZMINY 150000 2GR0 ASST S0r,  10mn. | mémer 214235 SAumn 160399 25032008
) DEMO! enigma nelsas com ay tii—
e ¥ TELSTRA 12346 ABC  OEMO: enigma.nesas.com.s ABC.BRSLATBSSIN | 1200002801209 ARST M0min, 10 mn. | RRKGOHXK DHLLLLLBLOSK esesessesases S Adnin 184704 10012009 anc. e
DEMO  pEMO: ab_touter sioned_by_sdmin i 1261531840 oemd. TEssiammn DEMO: Sytem Admin
DEMO lah_switch 2_decommisioned_by_sdmin_si_1251513965
DEMO. h_decommisions 7
DEMO: localhost
5 Y e #woott  ABC | DEMO: enigma.nelsas com au ABC. BOSIATERAZE 130000 220012000 AEST 300 min. 80min.  bamhdnidiy s Sup6ase  Sadmn 190042 11OV pc. e Tee
EMO OEMO: ADSL1ZdSNNN dighitch
DEMO DEMO. (ah_router oemo. TESTIZM denach DEMO Sustem Admin

DEMO!
DEMO: |ab_switch

vilch_2_decom

by_admin_1_1261531840
n_at 12

by_admin_st_1251531716

DEMO: localhost

Number of Records: 50 100 200 200 400 500 00 700 00 900 1000

L+ ong - et My gong - oy B td

Click on the View icon EJ to particular scheduled outage details:

Enigma NMS - version 5.1.0

Copyright 2020 Netsas Pty Ltd. Page 177 of 205



Enigma NMS User Guide

Viewing Single Scheduled Outage Notification

%

Qutage ID:
Clients:

WARNING: Please remember - Alarms for affected Nodes
Affected Nodes for ABOVE Clients:

Affected Carrier Services for ABOVE Clients:

Motification Type:
Provider:
Provider Ref:

MNotification Recipients
for Ahove Clients:

MNotify Sales Executive

DB0: System Admin, Ph: Pending
DBW0: System Admin, Ph: Pending:
MNotify Service Manager
DBW0: System Admin, Ph: Pending
DBJ0: System Admin, Ph: Pending:

What is Effected

Scheduled Outage Date/Time:

Qutage Window:

Exclude Alarms during Outage YWindow:
Qutage Duration:

Reason:

Implementation Plan:
RisksiReversion Plan:

Service Desk Ref Numher:
Submitted hy:

S

If you have made a mistake, you can modify outage detail by clicking on the Modify icon f

= & R
28

ABC Limited
Demo Client

and Carriage will be SURPRESSED during Scheduled Outage YWindow

DEMO: cisco call manager 1 (192.168.1.60)
DEMO: cisco dmm (192.168.1.35)

DEMO: dlink-bridge (192.168.1.200)

DEMO: enigma.netsas.com.au (192.168.1.100)
DEMO: lab-switch (192.168.1.70)

DEMO: lab switch 2 (192.168.1.71)

DEMO: Linksys ADSL Router {192.168.1.1)

DEMO: ADSL 12345NNN
DEMO: TEST12345

(with Email to Client)
TELSTRA
5123456

ABC: User Two

X:
all nodes atWest Ipswich Site

12:00:00 30/06/2010 AEST (UTC)
30.0 min.
Y

1.0 min.

Transmission work on GWIP Server to West Ipswich

SR123456

. Admin

S R

Please note that only “Pending” outage is available for modification.

13.17

Incident Management

Incident management is the system feature, which allows you to link create, modify incidents and link them to multiple

outages, so they become visible in various reports.
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Main Menu - Tools - Incident Management:

Viewing Incidents: Found 6 records
For Requested period: Any

~gq Not Applicable TPG12345 Carriage Exchange power issues S Admin 12:43:24 14/06/2010 -'- f -
10 12345 AAAL3234532 Human Error  Incorrent device configuration S Admin  21:42:48 7/06/2010 + f -
=5 12345 abc Hardware Power outage at this site S Admin 15:29:44 9/02/2010 + f -
~8 87687 342445 Carriage WAN link failure S Admin  10:22:45 18/04/2009 + f —
=7 3333333 22222222 Nature Flooding of data cabinet S Admin | 09:50:33 18/04/2003 + ,‘ -
= 245345 6456745 Human Error  hghdrtr S Admin  15:27:08 11/04/2003 + ,‘ =

Another Incident Search

For incident search lick on Search icon p

Search Incidents

Reset | Search I

Number of records: I 100 vl

Incident 1D:

Service Desk Ref:

Carrier Reference: I
Incident Description: I

Incident Type: |—Search through ALL— LI

Enigma NMS Contact [Incident Creator): |—Search through AlLL— j

Incident Description Format: I Short 'l

Selectthe Year: |All =

Select the Morth: | Al v

A Search will return the result of 3 LOGICAL AND for all the abowve fields.

Search patterns are mandatory only if none of the other fields are selected.

Cancel I Reset | Search I

Sample report for search for incident type “Carriage”:

Viewing Incidents: Found 2 records
For Requested period: Any

D" 'Service Desk Ref Carrier Ref Incident Type Comment  Createdby On  Action Effected Nodes.
=~ g Mot Applicable TPG12345 Carriage Exchange power issues S Admin  12:43:24 14/08/2010 + j
8 87657 342445 Carriage WAN link failure S Admin  10:22:45 18/04/2003 + ,

Another Incident Search I
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These incidents are used for linkage with node outages:

Main Menu - Nodes - Node Outages:

Node Outages for ALL Clients
Looked after by Network Management Team

Select the Node: |AII Nodes :-I

Select the Year: lzm—ull
Select the Month: m
Mas Number of outages: m
Outages longer than: lm (Optional ) default value - 8 Min

Show Outages: | REGARDLESS of the attached Incident x|
If you select outages with ATTACHED INCIDENT
report will also include INCIDENT TYPE

Cancel | Next

Make your selection and click "Next":

Following screenshot will display all (open and closed) outages for the specified reporting period.

IN this report you can see which outages have already been linked to what incidents.

You can delete outages, attaché them to incidents or disconnect them from already connected incidents by using the

appropriate links.

To connect multiple outages to the same incident, use tick boxes and click “Attach Multiple Incidents” button.

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 180 of 205



Enigma NMS User Guide

Viewing Node Outages:
Found 15 outages,
REGARDLESS of the attached Incident, sorted by reverse timestamp

Incident Search/Management
=| Disconnect Incident ¥
Client:  aLL
Node: gL
Reported Period:  June 2010 Another Period
Listing outages longer than 8.0 Min.

Following NODES are currenthy
NODE Paddress  DOWNSince " ncidentacton

&3 cisco call manager 1 192.168.1.60 Sat Apr 18 10:25:02 2009 o o
o Cisvy o 192.168.1.35 Sun Jun 28 20:40:03 2009 N

- | dlink-bridge 192.168.1.200 Thu Apr 1 13:24:01 2010 W ‘

Following are FULL outages for the above client, occurred during requested period
WODE T TTTBAddr T istAlias DOWNevent UPevent  Duration (Miny Incident

£ MIKE-PC 192.168.1.121 mike-pc 13:19:01 14062010 17:54:01 140062010 2750 {

£ MIKE-PC 192.168.1.121 Mike-PC | 23.44:01 13/0612010 10:09:02 14/06:2010 655.0 7 (

£ MIKE-PC 1921681121 mike-pC  22:33:01 130812010 23:04:02 13/06/2010 250 {

& MIKE-PC 192.168.1.121 mike-pc  29.40:01 13082010 22:14:01 1310672010 300 7 {

2 MIKE-PC 1921681121 MIKE-PC 17:9.02 15082010 181402 13/062010 250 0 ©f

& MIKEPC 192.168.1.121 mike-pt  45.43.01 1306/2010 16:33:01 13/06/2010 500 — |

2 me.pc 192.168.1.121 mike-pc  13:24:01 120812010 10:29:01 1310612010 9050 — |

£ MIKE-PC 192.168.1.121 mike-pt  13:29:01 12008/2010 13:54:01 120062010 250 - {

£ MIKE-PC 1921681121 mike-pt  47.34:01 120622010 13:04:02 1200672010 300 — f

© pri-ngg-alf-Ins100-l0-20.tpgi.com.au 202.7.162.162 demor0001 155402 anseoto 12:34:01 a0sR010 10.0 P o Caniage Sustern cmin
© pri-nxg-alf Ins100-10-20.tpgi.com.au 202.7.162.162 demor0001 44.45.02 ameo10 11:58:01 Ans010 10.0 PN 0.0 Caniage:systern admin
€3 pri-nxg-alf.Ins 100-10-20.tpgi.com.au 202.7.162.162 demor0001 gg.sa01 ansoto 03:04:01 4062010 100 —

€3 pri-nxg-alf-Ins100-l0-20.tpgi.com.au 202.7.162.162 demor001 4o.50.02 3m6r010  11:09:01 3062010 100 —

€ pri-nxg-alf.Ins100-l0-20.tpgi.com.au 202.7.162.162 demor0001 1g.00.01 2062010 19:33:01 2082010 35.0 PN 5. 16 Human Eror System Admin
€3 prinxg-alf.Ins 100-10-20.tpgi.com.au 202.7.162.162 demor0001 1p.55.01 182010 13:09:02 1062010 100 PN 5. 10 Human Eror System Admin

Cancel I Associate Multiple Outages with single Incident {use checkboxes) I

Create New Incident | View Currentty Down Nodes

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 181 of 205



Enigma NMS User Guide

You are attaching following outages to the same, single Incident
Primary Name 1P Addr  1st Alias Down Time  Up Time  Duration (Min)
MIKE-PC 192.168.1.121 mike-pc 23:14:01 13/06/2010 10:09:02 14/06/2010 655.0
MIKE-PC 192.168.1.121 mike-pc 22:39:01 13/06/2010 23:04:02 13/06/2010 25.0
MIKE-PC 192.168.1.121 mike-pc 21:44:01 13/06/2010 22:14:01 13/06/2010 30.0

Please Select the Incident from the following list
Displaying up to 500 Iatest Incidents (sorted by reverse creation time)

Create New Incident View Currently Down Nodes

Tick this button to disconnect from ANY Incident (o

Cancel I Click to Attach or Disconnectt I

15 Seies Dok Rr 7 Camior RoF ™ TRIenT TYRE Commant ™ Craate By Or " [Tk o

9 Not Applicable TPG12345 Carriage Exchange power issues System Admin Mon Jun 14 12:43:24 2010 Show Linked Outages (™
10 12345 AAAL3234532 Human Error Incorrent device configuration System Admin Mon Jun 7 21:42:46 2010 Show Linked Outages (™
5 12345 abc Hardware Power outage at this site System Admin Tye Feb 9 15:29:44 2010  Show Linked Outages (™
8 87687 342445 Carriage WYWAN link failure System Admin Sat Apr 18 10:22:45 2003 Show Linked Outages (™
7 13333333 22222222 Nature Flooding of data cabinet System Admin Sat Apr 18 09:50:33 2003 Show Linked Outages (™
6 245345 6456745 Human Error hghdrtr System Admin Sat Apr 11 15:27:06 2009 | Show Linked Outages (™

Cancel I Click to Attach or Disconnect I

Create New Incident View Currently Down Nodes

If you can find the incident for this outage, please create one using the links on the above page:

Creating New Incident
All fields are mandatory

*Service Desk Ref: ENTERI

Pending
Not Applicable

ENTER I

Pending
Not Applicable

A = Incident Type: |—Please choose one — vl

*Incident Description

2

oo e

* Carrier Ref:

o0

Cancel | Next

Following Incident has been added: OK
Service Desk Ref:: GR86734834
Carrier Ref: 2354242
Incident Type: Software
Comment: 108 traceback caused router crash
Cancel | Add New Incident |

ViewdModify Inciderts
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Following outages

MIKE-PC 192.168.1.121 mike-pc 13:19:01 14/06/2010 17:54:01 14/06/2010 275.0

MIKE-PC 192.168.1.121 mike-pc 23:14:01 13/06/2010 10:09:02 14/06/2010 655.0

MIKE-PC 192.168.1.121 mike-pc 22:39:01 13/06/2010 23:04:02 13/06/2010 25.0

MIKE-PC 192.168.1.121 mike-pc 21:44:01 13/06/2010 22:14:01 13/06/2010 30.0

MIKE-PC 192.168.1.121 mike-pc 17:49:02 13/06/2010 18:14:02 13/06/2010 25.0
Have been linked to the following Incident

11 GRB673234 34123412 Power Failed main power System Admin hon Jun 14 18:38:20 2010 Show Linked Outages

Cancel | Aftach New Outages I

Create New Incident
Once you link outages to incidents they become available in Network Availability Report:
Main Menu - Reports - Network Availability:

Network Availability Report for client: Demo Client
Total number of hosts: 15 (Reported Nodes: 13)
Requested Period: June 2010
CURRENTLY DOWN NODES taken into account: No
Total Network Availability: 99.741 % (Unadjusted: 99.741 %)
TOTAL OUTAGES: 15 (Within SLA: 7, Outside SLA: 8)
Incident Views:  Incidents Summary  All Incident Types
(
'NGDE" Description
CANONMEP Multifunctional Printer
Linksys ADSL_Router AUTO DISCOVERED HOST FOR CLIENT: Demo Client on 20090829
MIKE-PC Windows Server 12 Jun (Sa) 12 Jun (Sat) 2002 s 97054
17:3401 18:04:02
12 Jun (Sat) 12 Jun (Sat) 2500 =
18:20:01 18:5401
12 Jun (Saty 13 Jun (Sun) 205.00 s
19:24:01 10:20:01
13 Jun (Sun) 13 Jun (Sun) 5000 =
15:49:01 18:30:01
13 Jun (Sun) 13 Jun (Sun) 2500
17:48:02 18:14:02
13 Jun (Sun) 13 Jun (Sun) 3000
214401 2211401
13 Jun (Sun) 13 Jun (Sun) 2502
223901 230402
13 Jun (Sun) 14.Jun (Mon) 655.02
23:1401 10:08:02
14.Jun (Mon) 44 Jun (Mon) 27500
13:18:01 17:5401
Router AUTO DISCOVERED HOST FOR CLIENT: Demo Client on 20090829 Pr 2 100.00
- 24/Mon.
application_server Application Server 100,00;
bri-nxg-alf-Ins100-10-20.tpgi.com.au TPG gateway 1Jun (Tue) 1 Jun (Tue) 10.02 99.579
12:50:01 13:09:02
2 Jun Wed) 2 Jun (Wed) 3500
19:04:01 18:39:01
3 Jun (Thu 3 Jun (Thu) 298
10:59:02 11:00:01
4.Jun (Fri) 4.Jun (Fri) 10.00
085401 020401
b s P -

Click on “Incidents Summary” link:

All Incidents for Demo Client
Requested Period: June 2010

D 'Service Desk Ref# Carrier Ref Reason Type Comment  Created by On  Afected Nodes

11 GR8G673234 34123412 Power Failed main power S Admin Mon Jun 14 18:38:20 2010 List
9  NotApplicable TPG12345 Carriage Exchange power issues S Admin Mon Jun 14 12:43:24 2010 List
10 12345 AAAG32345632 Human Error Incorrent device configuration S Admin Mon Jun 7 21:42:46 2010 List

To view outages, which are caused by this incident, click on List link:
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Following Incident:

11 GR8G673234 323412 Power Failed main power S Admin Mon Jun 14 18:38:20 2010

Caused following Outages

‘Node  Node Description Support Coverage Outage Started Outage Ended Duration (Min)

MIKE-PC Windows Server unassigned (2am - Spm 13 Jun (Sun) 13 Jun (Sun) 25.00
Mon-Fri) 17:49:02 18:14:02
13 Jun (Sun) 13 Jun (Sun) 30.00
21:44:01 22:14:01
13 Jun (Sun) 13 Jun (Sun) 25.02
22:39:01 23:04:02
13 Jun (Sun) 14 Jun (Mon) 655.02
23:14:01 10:09:02
14 Jun (Mon) 14 Jun (Mon) 275.00
13:19:01 17:54:01

13.18 Cisco Configuration Manager

Enigma NMS has comprehensive configuration management capabilities.

We have already discussed various configuration backup options, system saves up to 20 versions of configs.

Another component of Enigma NMS configuration management is Cisco Configuration Manager, which allows changing of
configuration settings on multiple Cisco devices by utilizing CISCO-CONFIG-MIB.

Main Menu - Tools - Cisco Configuration Manager:

CISCo CONFIGURA‘TION TASKS
+ R

NOTE: Due to Si ity Audit Requi - Only Configuration Tasks, which have not been executed can be Modified or Deleted
"TASK NAME: CONTENT 'OWNER Affected Nodes Scheduled Time  Start Time | Finish Time  RESULT ACTIVE OK Count FAILED Count Created/Changed at
Task 2 access-list 50 permit 192.168.1.0 S. Admin  Show 12:00:00 8/12/2000  12:02:02 8/12/2009  12:02:21 8/12/2009 OK Y 3 0 13:46:44 22/11/2009
Task 1 access-list 50 permit 192.168.1.0 S. Admin  Show 12:00:00 19/11/2009 14:46:26 20/11/2009 14:46:45 20/11/2009 OK Y 3 0 17:36:03 19/11/2009

To create a new configuration task, please click on Add icon *
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CISCO CONFIGURATION MAHAGER
Adding Hew Configuration Task

*** CHANGING COHFIGURATION ON MULTIPLE CISCO DEVICES ***

PLEASE EXERCISE MAXIMUM CARE!
THE CHANGES YOU ARE ABOUT TO MAKE COULD HAVE DEVASTATING EFFECT ON THE WHOLE NETWORK!!
IT 1S YOUR RESPONSIBILITY TO MAKE SURE THAT CONFIGURATION YOU ARE ABOUT TO APPLY TO MULTIPLE DEVICES IS CORRECT!!

NOTE: YOUR ACTIONS SRE RECORDED BY Enigma NMS
IF IN DOUBT, PLEASE STOP HERE AND SEEK ADVICE!!

= N TABK NAME:
Cne line cwmmary de @ribing h'cﬂﬂn'- ohange
Rt oPnoN: [0 NOT USE WRITE MEMORY OFTION =1

NOTE: It ABOVE @th "Bavs Running Contg In NVRAM' NO CHANGER Il be made b he devios < conigs
butrunning nondgc:4il be usd Ind KYRAM In chbad

COMRG BAVE OPTION:

| 2pply Changes to Running Config and SAVE tin NvRAM v |

* Beloothe Bohoduled Cod: I 13062011 (Mon) ¥ I
“ Boleothe Bohodulod Time: I 10:00:00 > I
“ sodvab Reoord O I — Please choose one — ¥, '

cisco_call_manager_1 - Cisco Call Manager - CLIENT: DEMO -
lab-switch - AUTO DISCOVERED HOST FOR CLIEN - CLIENT: DEMO
lab_switch_2 - AUTO DISCOVERED HOST FOR CLIEN - CLIENT: DEMO
Router - AUTO DISCOVERED HOST FOR CLIEN - CLIENT: DEMO

Next I

To view particular configuration task details, click on the task name:

CISCO CONFIGURATION MANAGER
View Single Configuration Task
CONFIGURATION TASK NAME: Tagk 2

CONFIG SAVE OPTION: Apply Changes to Running Config ONLY (SAFE OPTION)

SCHEDULED Date and Time: 12:00:00 8/12/2009

Activated Task: Y
Task Owner: S, Admin

Config Change Start Time: 12:02:02 8/12/2009

Corfig Change End Time: 12:02:21 8/12/2009

NODE: lab-switch (IP:192.168.1.70) cliert: DEMO, Result: OK, Start: 12:02:02 8/12/2008, End: 12:02:02 8/12/2009

NODE: lab_switch_2 (IP:192.168.1.71) ciiert: DEMO, Result: OK, Start: 12:02:12 8/12/2009, End: 12:02:21 8/12/2009
NODE: Router (IP:192.168.1.254) ciient: DEMO, Result: OK, Start: 12:02:02 8/12/2009, End: 12:02:12 8/12/2009

View All Configuration Tasks

W BE APLIED TO CO DEV

accesslist 50 permit 192.168.1.0
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13.19 System Settings

Main Menu - Tools - System Settings:

These settings are system-wide and should be managed with caution:

System Settings
Flease note that these are System-wide Settings

System IP Configuration

Select System Setting Category: |- All System Setting Categories - =]

Name Value PO St Description Changed
availability test timeout 1 DNS n S Admin 14:49:42 27/08/2010
Monitor TN
availability test timeout multiply value 15 LDAP Availability timeout multiply value, must be float. S Admin 14:48:42 277092010
= MAIL
db fitp backun dir fenigma MPLE Monhitor Diractory on the FTP Server where System Database R
b o Backup b addiess 164.112.201.39 Eimﬁmi Monitor 1P Address of the FTP Server usedfor System Datab.. g aqrin 13:35:08 1141172011
. PSNMCEENGFTPBKP SNMP Trap Monitor Login for the FTP Server used for System Database ... =
db ftp backup login SYSLOG Monitor S Admin 13:35:09 11/11/72011
A fahackun nasawori O System Backup Password for the FTP Server User used for System D. S Admin 13:35:09 114122011
db ftp backup password IME
default performance monitor beast threshold  /° Trunk S Admin 14:41:49 200032011
70

default performance monitor cpu threshold
default performance monitor discard threshold 0

default performance monitor error threshold 0

default perfi monitor mem il

default performance monitor ping threshold £

default perfi monitor util LD

default snmp trap count daily threshold 100 AR e e S Admin 14:49:42 27/09/2010
20 Default Number of per Node SNMP Traps received in S Admin 14:49:42 270872010

default snmp trap count hourly threshold
100 Default Number of per Node SYSLOG Messa;

default syslog message count daily threshold S Admin 14:49:42 2700972010

20 Default Number of per Node SYSLOG Messages r

default syslog message count hourly threshold S Admin 14:49:42 2700972010

NS GO ain e e Rt When searching for non-FODN this string is added it s

s onimon: f 3o sorvar 164.112.201.1 Primary DNS Server for Name Resoclution oy o pea s

.112.201. Secondary DNS Server for Name Resolution ;
dns secondary name server 164.1122012 S Admin 11:27:32 510472011

Most of System Settings are self-explanatory. Please very careful on how you set them up as they have a system-wide
effect. Most of them can ONLY be modified by “admin” user.
For ease of maintenance, they are grouped in a number of categories, which can be selected at the top of the page.
There are a couple of special cases:

e The LDAP System setting will take you to an LDAP Configuration screen

e System Backup will take you to System Database FTP Backup Configuration.

e TIME Settings
When you are viewing LDAP and System Backup settings, Enigma will also display the status of LDAP and FTP Server

processes running on the respective servers via Application Monitor. (Main Menu - Tools - Application Monitor).
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To change Enigma NMS IP Address , please “System IP Configuration” button:

Demo Client Enigma NMS: System IP Configuration
Note: This Enigma NMS installation. Serial Number: VIMK26621236 has been licensed and locked to this Machine Unique ID- 2DF981DFEFCB999334E901FDCA178B7F

System Settings
WARNING: Be very careful with System IP Configuration

oy
-4 Modify Due to Importance of this configration modification will require Serial Number. Activation Code and Licence Key
which are digitally linked to this Machine Unique ID: 2DF981DFEFCB999334E901FDCA178B7F

Setting Name Value

Hostname: enigma-nms.netsas.com.au
Interface: eth0

IP Address: 192.168.1.100
Subnet Mask: 255.255.255.0
Subnet: 192.168.1.0
Broadcast 192.168.1.255
Default Gateway 192.168.1.1
Modified By N/A

Modification Time Never

Applied Time Never

Auto Creation Time 10:22:49 7/08/2011

If you need to change Enigma NMS IP Address within the existing subnet, you will need Serial Number, Activation Code
and License Key, which should be been provided to you during install. Please keep in mind that Serial Number, Activation
Code and License Key digitally link to your particular Machine Unique ID.

If you have issues with above and have current Support and Maintenance Contract please contact:

NETSAS Pty Ltd Technical Support: 1300 496 389 or email to support@netsas.com.au

You will need to advise NETSAS PTY LTD Technical Support of your Company Name, Serial Number, Activation Code

and your new Machine Unique ID.

The new License Key will be provided free of charge.
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Modifying System IP Configuration
Matching MNode record: enigma-nms.netsas.com.au

WARNING: Be very careful with System IP Configuration

Due to Importance of this configration modification will require Serial Number. Activation Code and Licence Key
which are digitally linked to this Machine Unique ID: 2DF981DFEFCB999334E901FDCA178B7F

System Settings I

Once you commit these changes to System IP Configuration, You WILL NOT BE ABLE to access this machine using the OLD IP ADDRESS
Please make sure that new IP Configuration is valid and this is what you want to do!!!
NOTE: There is NO CONSOLE access for this system!!!
If you have made a typo and system access is lost via Web you can't undo these changes
System will activate NEW IP Configuration in 10 minutes
If you have changed your mind, Please change IP Configuration to original settings within next 10 minutes

Setting Name Value

Serial Number: [VMK26621236

Activation Code: | 2 -] o 7

Licence Key: [

Hostname: Ienigma-nms.netsas.com.au
Serial Number: VIMK26621236
Interface: eth0

IP Address: [W
Subnet Mask: 255.255.255.0
Subnet: W
Broadcast IW
Default Gateway W
Previously Modified By N/A

Previous Modification Time Never

Previously Applied Time Never

Auto Creation Time 10:22:49 7/08/2011

Commit Changes to System IP Configuration

13.20 High-Availability Configuration

In Enterprise Network Environment redundancy of network management solutions becomes critical. Imagine that your
network management solution fails due to hardware failure or some other reason. It may take you a while to rebuild the
system and restore its database from backup. If you don’t have a backup, you may have to spend a considerable amount
of time and effort rediscovering your network and re-populate all related objects, e.g. Clients, Users, Sites, Carriage,
VLANSs, MACs, Nodes, Performance Thresholds etc. Even if you have a backup it may take few hours before your

network management solution is completely restored.
While you are doing all this, your enterprise network environment remains un-managed and un-monitored.

Enigma NMS is enabled for High-Availability Configuration, which protects from hardware failures and ensures the highest

level of continuity of enterprise network management solution.

Following are some prerequisites, which are required for High-Availability Configuration
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You have to be logged in as admin user

Two identical instances of Enigma NMS running on

Two identical hardware platforms.

File System size allocated for system database has to match exactly on both machines to prevent over-utilization.
Both machines should have the same number of configured interfaces.

Configured Virtual IP Address (VIP) on both machines should match.

Both servers should exist in each other database and should be snmp-discovered.

When HA Configuration is enabled IP Address and Hostname changes on MASTER and SLAVE are prohibited,
because shared public keys are linked to server IP Address and Hostname. If you need to change IP Address

© N o g kM w DN PRE

and/or Hostname on SLAVE or MASTER, please delete HA configuration, complete your changes and re-enable
HA.

One Enigma NMS instance needs to be configured as MASTER and second one as SLAVE. Both Enigma NMS
instances (MASTER and SLAVE) could be in either ACTIVE or STAND-BY state. HA data exchange is using encrypted

and controlled channel.

HA Cluster (MASTER-SLAVE) are represented to the outside world by Virtual IP Address (VIP) or FLOATING IP
ADDRESS. All network devices need to have this VIP included in SNMP ACL.

Enigma NMS in an ACTIVE state will always enable its VIP, provided that there is nothing, which responds to VIP.

In the beginning by default HA will settle into following states

- MASTER [ ACTIVE (VIP Enabled)
- SLAVE [ STANDBY (VIP Disabled)

MASTER and SLAVE will use its own PHYSICAL IP Addresses for heartbeat activity, which occurs every 5 minutes.

The heartbeat activity involves not just pings but full information exchange about each other's HA configuration, status of

interfaces, the size of the database and data replication status.

Please remember to configured NTP on both machines or configure correct time by using
Main Menu - Tools - System Settings > TIME

Database content (with exception of some server specific tables, SYSLOG, SNMP Traps and NetFlow data) is
synchronized between ACTIVE and STAND-BY Enigma every 30 minutes.
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Please keep in mind that any most of STAND-BY server database content will be over-written by data coming from

ACTIVE server.

STAND-BY Enigma does not do any network polling, it accepts SYSLOG messages, SNMP Traps and NetFLow data, it
has only a limited number of running processes, which are required by HA.

In case of FAILOVER event - when STAND-BY server loses visibility ACTIVE server, it could lose up to 30 min worth of

data.

In FAILOVER situation - when STAND-BY server loses visibility of ACTIVE Server there is a different logic for the
MASTER and SLAVE behavior.

When either server reboots, VIP has been always disabled. Itis enabled only after the HA heartbeat is complete.
Please remember to use VIP all times, which should be mapped to your DNS, when you are adding new sites, clients,
nodes etc. This way all configuration changes are made on the ACTIVE Server (with enabled VIP), which will be

replicated in the STAND-BY Server.

HA FAILOVER Logic

By default, when MASTER is configured properly and visible to SLAVE and when there are no communication errors,
SLAVE will be placed into STAND-BY mode and MASTER is in ACTIVE.

MASTER will enable all processes and will do all monitoring. It will also bring UP its own VIP.

SLAVE in turn will re-write its own crontab file, disabling all cron jobs with the exception of HA related processes. Every
30min STAND-BY SLAVE database will be synchronized from ACTIVE MASTER, which does all network polling.

When STAND-BY SLAVE can’t see ACTIVE MASTER anymore (i.e. MASTER hardware failed or network where
MASTER is connected has failed), SLAVE will bring its VIP Interface UP (If nothing responds to VIP IP Address), re-write

its crontab to enable all processes and will become ACTIVE SLAVE.

If ACTIVE MASTER has suffered a hardware failure, when it reboots, its own state is going to be ACTIVE as it was when
it went down, but VIP is going to be DOWN. When it establishes communication exchange with SLAVE, it sees that
SLAVE has become ACTIVE with SLAVE and VIP is UP.
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MASTER VIP is going to stay DOWN. MASTER will place itself into a STAND-BY mode, to become STAND-BY
MASTER, re-writes its crontab to leave only HA related tasks and will start synchronizing data from ACTIVE SLAVE.

MASTER and SLAVE know about each other data synchronization state.

When ACTIVE SLAVE senses that MASTER has become visible again and it's in STAND-BY Mode with its VIP down and
that it has finished synching data from ACTIVE SLAVE, it (ACTIVE SLAVE) will drop its own VIP, re-write crontab to leave
on HA jobs and puts itself into a STAND-BY mode to become STAND-BY SLAVE.

When STAND-BY MASTER senses that -
1. It finishes data synching from ACTIVE SLAVE AFTER it regained communication with SLAVE.
2. ACTIVE SLAVE has become STAND-BY SLAVE
3. SLAVE dropped its own VIP

It will bring UP its own VIP, enable all cron jobs and will become an ACTIVE MASTER with SLAVE being in the STAND-
BY mode.

Please note that it is a case of network failure between MASTER and SLAVE, both of them will become ACTIVE and will
enable their VIP.

After restoration of communication ACTIVE SLAVE senses that there is an ACTIVE MASTER on-line with MASTER VIP
UP, ACTIVE SLAVE will bring down its own VIP, re-write crontab to disable all but HA Jobs and place itself into a STAND-
BY mode to become STAND-BY SLAVE.

In this case all polling performed by SLAVE when it was in ACTIVE state will be over-written with data coming from
ACTIVE MASTER.

Enigma NMS HA implementation (like other HA solutions) is subject to LAN stability. When BOTH servers are up and
become isolated from each other, and at the same time both of them have partial access to the subset of monitoring

nodes, partial data loss at the SLAVE is inevitable.

DATA Replication and recommended network device configuration.

The size of the Enigma NMS database is directly related to the size of your network. If you are managing thousands of
network devices, database can grow to very large size of many terabytes. With database of this size, it is best practice to
keep data in many smaller tables rather than in few very large ones. Normally Enigma NMS will have tens or sometimes

hundreds of thousands of tables, which are created and destroyed dynamically. With such huge volume and large
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number of database tables, it may be technically impossible to facilitate near real-time data synchronization at the

database level between two Enigma servers.

There are few different data types in Enigma database.

1. User-Configurable data: all the Clients, Sites, Nodes, Contacts, VLANSs, Carriage etc. This type of data is
maintained using VIP, which always points to the ACTIVE Enigma server. Both Enigma HA Servers need to be
configured to export this configuration portion of the database to the EXTERNAL FTP Server. Please use DB FTP
Backup via Main Menu [0 Tools] DBFTP Backup. If this feature is not configured and activated, Enigma will send

regular email alerts.

2. Performance Statistics and User Activity data. This data is acquired by the ACTIVE Enigma Server and replicated

to SLAVE Enigma Server in near real-time.

3. SYSLOG, SNMP Traps, Netflow is added to database on EACH HA Server.
This implies that you need to configure the SYSLOG and SNMP Traps and NetFlow Export destinations pointing to BOTH

Enigma Servers. These configuration tasks can be easily performed by using the Enigma Configuration Manager.

To access High-Availability Configuration, please go to
Main Menu - Tools - High-Availability Configuration

Click on Add icon, select Self Role and Select Peer Enigma

Please note that both Enigma server need to be enabled for SNMP and need to exist in each other database.

Do the same on the peer Enigma Server, but this time select Self-Role as SLAVE and peer-role as MASTER.

Passwords used for secure and encrypted data replication should be the same on MASTER and SLAVE.

After completion of above task, please wait for a few minutes and refresh the High-Availability Configuration view on both
Enigma servers. If everything goes well, both Enigma servers should successfully validate each others’ HA Configuration,

database sizes and other system parameters as below.

If you see an error, please wait a bit longer and refresh the page. If you still see the error, please try deleting and re-
creating HA Configuration from scratch. Please make sure that passwords, which you configure on both servers (they are
used for secure data exchange) are identical and without any funny characters. Please note that VIP IP Address (used as

floating IP Address) is identical on both machines.
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Note: Both Enigma servers, which make HA Cluster, need to be located on the same LAN Segment without

firewalls or other similar equipment in between. They both need to have the same default-gateway.

With HA configured, when you access ACTIVE Enigma, you will see following prompt:

And on the STAND-BY Server, you will see following prompt:

When you are on STAND-BY Enigma, please note that any changes you make on this server will be over-written by data

coming from ACTIVE Enigma. So for any user configuration activity e.g. Adding New Site, Node, Contact, Model, Vendor,
Carriage, Threshold etc, please ALWAYS USE ONLY ACTIVE ENIGMA SERVER.

13.21 Database FTP Backup and Restore

In order to provide an Enigma NMS Backup solution in case of hardware failure, we have developed a mechanism to
e Backup configuration part of the database onto external FTP Server

o Restore of Enigma Database from a previously saved backup.

Everything in Enigma NMS is kept in its database, which logically can be split into configuration and reporting or logging
component. Your database could be very large in size, e.g. Several terabytes, but the configuration portion of the
database is relatively small and should not exceed 100 MB. A configuration portion of the database contains information
about all your clients, sites, nodes, carriage, contacts, vlans, macs, configured thresholds etc. It is important that your DB
FTP Backup is configured and running. Each morning Enigma will notify you about the status of DB FTP Backup and of
any issues, so you can fix them a. s. a. p. The email will contain the name of FTP Server, name and location of the

database backup file, this will help you to find the database backup file, which you will need to restore.

To use this feature, you need to install FTP Server on one of your Servers and configure directory and user credentials,
which will be used by Enigma NMS.
Please go to the Main Menu - Tools - DB FTP Backup

When you configure the database FTP backup, please make sure that there is a node record representing FTP Server,
which will be used for the backup. Please add it if it does not exist in the system database.

The system will automatically add this FTP Server to Application Monitor, so if FTP Server dies you will be notified about
it.

In case of catastrophic hardware failure, you will need to rebuild your Enigma NMS on new hardware. You can download

the latest Enigma NMS distribution from http://netsas.com.au, If you required assistance, please contact NETSAS

Technical Support Hotline: 1300 496 389 or email to support@netsas.com.au

Enigma NMS attempts to initiate database backup on external FTP Server every day.
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After system rebuilt, saved database will be applied on top of a fresh install.
This procedure will result in the newly built system to have the exact copy of the configuration part of the database. That
means you won’t spend extra time for an initial database population that includes: nodes, sites, contacts, all configuration

settings for all monitoring systems, node details including interfaces, MAC addresses etc.

Enigma NMS Database Restore feature can be accessed by clicking on “Restore Enigma NSM Database from Backup”

link. Note — due to its importance, this feature is available for “admin” user only.

Restoring Configuration part of this Enigma NMS Database from FTP Backup
WARNING: You are about to restore Configuration part of this Enigma NMS Database from EARLIER BACKUP
Note: All configuation changes you have made since the latest backup will be LOST!
Please make sure that you know what you know are doing
We assume that your system has experienced catastrophic hardware failure and you have made fresh Enigma NMS install on another machine

Please keep in mind that if you have changed the hardware.
You will have to contact NETSAS Technical Support on: support@netsas.com.au to obtain
New Activation Key for this machine unique ID.

It does not cost anything, but this is something you just have to do.
***Enigma NMS Database has not been restored before == *

* Please Select Latest DB FTP Backup File to Upload: Browse...

= Please Specify Latest DB FTP Backup File Name:l

| confirm that | know what | am doing - | do need to Restore Database from Latest Backup - Upload Backup File Now |

Please keep in mind that Enigma NMS Serial number, License Key and Activation Code are all digitally linked to particular
Machine Unique ID. If you are rebuilding Enigma NMS on new hardware, your Machine Unique ID will also change,
hence, please contact NETSAS Technical Support Hotline: 1300 496 389 or email to support@netsas.com.au to acquire

new License Key. Following is the information you will need to provide:

e Company Name

e Serial Number

e Activation Code

e License Type (i.e. Platinum or Standard)

e This Machine Unique ID: FO40A9A0B85BB760F1012A55936892FF

13.22 LDAP Configuration

Enigma NMS can be configured to be integrated with your exiting LDAP Server. LDAP Server provides organizations with
a central repository of user accounts including management of user rights and passwords.
Main Menu - Tools > LDAP Configuration:
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System LDAP Configuration

WARNING: Following LDAP configuration is NOT fully defined, at least one of required fields is empty.
Al fields marked with * are MANDATORY
Please validate and re-configure
Please note: Web Access to Enigma NMS will be limited to the locally configured users ONLY!
O’\
Following System LDAP Configuration does not seem to be correct

Please see your LDAP or AD Administrator for clarification of these fields values
LDAP Server Name:
LDAP Server Port Number: 389
LDAP Schema Attribute:
LDAP Required Group (optional):
LDAP Binding Account Name:

Password for LDAP Binding Account: s

To create a new LDAP Configuration or modify an existing one, please click on the pencil icon.

System LDAP Configuration
All Fields are MANDATORY, unless defined otherwise

If following fields are defined, Enigma NMS will try to authenticate users against LDAP Server

For correct values for these fields, Please see your LDAP or AD Administrator
Please note: Locally defined users will have system access regardless of LDAP C

Select the LDAP Server: | - Please Select LDAP Server, Dispaying Server Nodes ONLY! - ;]
If you can't find it, please creste Node record with Device Type: Server

or change the Device Type of existing Node to Server and refresh this page

LDAP Server Port Number (default - 389): |389

LDAP Schema Attribute: [
Please Note: Defined schema can't contain string "dc=admin”,
because it will lockout admin account

LDAP Required Group (optional): |
Note: If you don't define LDAP Group. you will need to Pre-populate LDAP Users

LDAP Binding Account Name: |

Password for Binding Account: |

_Apply |
Please make sure that the LDAP Server node record exists in Enigma. If it's missing, please add it (don’t forget to define
this node record “Device Type” as a server), you can use “Make Clone” feature for quick addition of node records.
The LDAP Required Group is an optional parameter. If you don’t define it you will need to pre-populate LDAP Users
using the link in the above screenshot.
You can add all your LDAP Users to Enigma in one hit. This is required ONLY, if you don’t define LDARP Required
Group
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Pre-populating LDAP Users

This action is needed ONLY if you don't define Required LDAP Group in LDAP Configuration!
Please paste all you LDAP Users in the following field.
Only new usernames will be added

* LDAP Users (one username per line, no spaces). |ldap new user 1
ldap new user 2
ldap new_user 3
ldap new_user 4
ldap new _user 5
ldap new_user 6
ldap new_user 7
ldap new_user 8
ldap new _user S
ldap new_user 10
ldap new user 11
ldap new user 12

Next

Following LDAP Users pre-populated: OK

This action is needed ONLY if you don't define Required LDAP Group in LDAP Configuration!
Please paste all you LDAP Users in the following field.
Only new usernames will be added

Pre-populated LDAP Users: Idap new user 10
Idap new user 6
Idap new user 5
Idap new user 11
Idap new user 9
Idap new user 12
Idap new user 1
Idap new user 3
Idap new user 8
Idap new user 4
Idap new user 7
Idap new user 2

View All Contacts

When you finish LDAP Configuration, Enigma will add LDAP server to its Application Monitor, where it will be monitoring
LDAP port on this server.
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13.23 Device Types Management

All nodes in Enigma NMS are assigned with appropriate device type, which are associated with particular icon.
Depending on discovered network device capabilities Enigma NMS tries its best to guess the correct device type using
various device attributes. Sometime this logic is not optimal and can lead to incorrectly assigned device type.

The special node flag has been introduced, which locks particular network to selected device type. This flag is also

available in bulk modification feature.

You can add new device type or change existing ones using this feature — Main Manu - Tools - Manage Device Types:
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13.24 Global and Personal (My) Links

Enigma has many features, reports and functions. Most reports and views have filtering options, which help you to zoom
into particular network regions or site. Perhaps you use a particular Enigma function, report or view on a regular basis. To
help you quickly find frequently used reports or reports with specific, Enigma has Global (available for admin user only) or
My Links feature. Enigma is a multi user, multi client system, where different clients could be interested in different
functions, reports and views.

They can be found on the Main Menu.
Enigma = Network Management Magic E = nm?

Performance Dashboard I Alarms Current I Find Node I Node Outages | Situation Reports | Availability Report |
_Global Links

My Links

To create custom links on per client basis, please use Global Links features, which is available to admin user only.

Adding new Global Link

* Global Link Name: |

* Global Link URL Location: |

* Select Clientes (multiple): | Demo Client- DEMO =]

Note: Users who belong to Selected Clients will | Queensland Government Network - QGN -
see
this link on the Main Menu

Next
My Links feature is designed to create links to custom reports and view per user.
Every Enigma user can create his own links, which will be independent of the Web Browser on the client machine.

Adding new Personal Link

* Personal Link Name: |

* Personal Link URL Location: |

Next

Once created Global and My Links will appear as Item in the Side Menu, which appears in all Enigma views and reports.
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14 Help

This functional tab contains 3 links:

-+ Help Menu

Quick Start Guide
System Overview
Help Topics

About Enigma NMS

LR Help

14.1 Quick Start Guide

Main Menu J SYSTEM/ADMIN--> Help—> Quick Start Guide
Quick Start Guide explains relationships between the main objects in the system database.

(5] Enigma NMS Quick Start and Configuration Guide

This guide will help you to start with Enigma NMS, one of the most scalable and feature rich enterprise network management solutions.
For Enigma to be effective and powerful monitoring and management solution for your organisation, it needs to be properly configured.
Before you let Enigma discover your network, please make sure that you configure following main objects.

Following links point to respective Enigma functions, please login as "admin" account and use , or + icons to modify current information.

Please familiarize yourself with relationships between main Enigma objects.

Enigma NMS - Main Objects’ Relationships

Geo.Localtion L igis Vendor 1 sLA
State N\ /> Model
7 = \ ‘i, A
Time zone Country Node e\ — Maintenance Contract
Client -1 Carriage

Also it provides the list of essential configuration tasks required for successful Enigma implementation.

18 Enigma Hostname, IP Address, Subnet Mask, Default Gateway

Please make sure that IP Address:
« Excluded from the scope of your DHCP servers
* Allowed by firewalls and access lists (ACL), which control CLI and SNMP Access
o Ifyou have configured — High-Availability, please delete this configuration as you won't be able to modify Enigma Hostname or IP Address

2 DNS Servers System Settings
When viewing all system settings, please select DNS category
click on dns "dns primary name server” and “dns secondary name server"” settings and modify them accordingly

3-NTP Servers and System Time — System Settings
When viewing all system settings, please select TIME category
click on "ntp primary server” and "ntp secondary server” settings and modify them accordingly,
if you don't use NTP Servers, use "system time", "system timezone" and "system utc" settings instead
Please note: reliable time source or correctly configured and stable system time is VERY IMPORTANT for most Enigma functions
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14.2 System Overview

Summarized overview of system features and functions:
NETSAS

NETSAS PTY LTD
ABN: 63 075 6956 249
http://netsas.com.au
GITC Number: Q-3200
Phone: 1300 496 389

Enigma NMS Features Overview
Network Management Solution for Enterprises
Version: 3.3.0

1. Introduction

2. Auto Network Discovery (Node Name, Interfaces, Model, |0 S, Modules)

3. Proactive Monitoring of Main Network Parameters on All Network Ports

4. Auto MAC/IP/Vendor Discovery of All Network Connected Devices

5. Auto Layer2 Trunk Discovery and Monitoring

6. Auto Monitoring of All Network Nodes with Root Cause Analysis

7. Auto VLAN Discovery and Membership Reporting including VTP
Domains

8. Auto Backup of All Devices Configuration Files (ASCIl and Binary)

9. Auto Discovery of IP ARP and Routing tables from All Network Devices

10. Auto IP Muliticast Discovery and Reporting (Routes, RP, Sources etc.)

11. Auto MPL S Discovery, Reporting and Monitoring (VRF, BGP Peers,
Routes, TE Tunnels etc.)

12. Wireless Monitor (WLC, LWAP, WLAN, Mobile Clients)

13. Application Monitor with web content and response time monitoring.

14. VM Monitor (VM Hosts, Guests, allocated resources and utilisation)

15. Environment Monitor (UPS Battery Status, Current, Voltage,
Temperature or ANY parameter!)

16. Server Monitor (CPU and File System Utilisation, Installed Modules,
Running Processes)

17. IP SLA Monitoring

18. Qo S Class Utilisation and Drops Monitoring

19. High Availability Configuration

20. Dynamic Layer2 and Layer3 Topology Maps

21. Device Configuration Manager

22. Traffic Analyser (Protocol Distribution, Top Talkers)

23. Scheduled Network Health Reporting

24, Scheduled Outage Notification System

25. IP Subnet Report

26. Wealth of Reporting Capabilities

27. Cisco Call Manager Integration (IP Phones and Call Accounting)

28. Cisco NBAR Monitoring

29. Incident Management

30. Integrated IP Administration System

31. Integrated Carrier Service Management System

32. Integrated Document Management System

33. User Activity Monitor

34. Syslog Monitoring and SNMP Traps Processing

35. User and Workgroup based access control

36. External FTP Backup and Restoration of System Database

37. FullIntegration of All Network Related Object and Minimum
Configuration and Maintenance Effort
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14.3 Help Topics

@ HELP Topics
Enigma NMS: _~— Overview _~ User Manual

S 4
ﬁEEB opic xplanation Moslﬁes Eym’l

l

01. Enigma Engine - Core Features In summary ENIGMA ENGINE is Enterprise Network Man ... s.A. / 12:44:07 18/09/2010
02. Getting Started Initial database will be populated with some defau ... S.A. / 12:44:07 18/09/2010
03. Initial Database Population with Node Records After defining objects in the previous section you ... S.A. [ 12:44:07 18/08/2010
04. Enigma Integration and Automation Power You probably have noticed that word < ... S. A/ 12:44:07 18/08/2010
05. All Network Nodes Configuration Download Enigma has capacity to automatically download conf...  s.A./12:44:07 18/09/2010
06. Situation Reports - Network Health Summary Each morning Enigma automatically generates Situat... s.A./ 12:44:07 18/09/2010
07. Performance Dashboard Enigma has got Performance Dashboard which display ... s.A. ' 12:44:07 18/08/2010
08. Spares Management Spares Management Every organization with moderat ... s.A./ 12:44:07 18/09/2010
09. Syslog Monitor SYSLOG messages can contain valuable information a ... s.A. /[ 12:42:07 18/08/2010
10. Next Entry Type text here S.A. / 12:44:07 18/09/2010
Displaying Client's Network Nodes or Contacts Click on "Clients & Sites", select "Single Client" ... S.A. / 15:50:46 17/04/2011
Displaying Single Node Properties Single Node properties are available in HOST VIEW. ...  s.A./ 15:50:46 17/04/2011

Which Nodes are monitored (availability or stats collection wise)? Click on " Performance Monitor" and select Monitor ... S. A. [ 15:50:46 17/04/2011

14.4 About Enigma NMS

Warning: This product is protected by copyright law and international treaties.
This productis a sole property of Netsas Pty Ltd
Unauthorised reproduction or distribution of this product or any portion of it may
resultis severe civil and criminal penalties and will be prosecuted to the maximum
extent possible under the law.

nigma Licence s
Serial Number: EMP21891831
Activation Code: 6PW69-4YMGI-SAO9Q-Z6Y2L-INMJY
This Machine Unique 1D: B00644C8ADBO6F3E3D59E70281F01F5F
Licence Type: Perpetual Plati - Unlimited Nodes
Hostname: 6en‘g;ma-nms-lal:.netsas.com.au (1P:192.168.1.100)
File System: Filesystem Size Used Avail Use% Mounted-on

/devimapper/VolGroup00-LogVol00 141G 47G 87G 35% |/

Idevisda 99M 17M 78M 18% /boot

tmpfs 941M O 941M 0% {devishm
Memory: Type Total Used Free Shared Buffers Cached

Mem: 1881 1783 98 0 21 1367

-I+-buffers/cache: 394 1487
Swap: 3999 103 3896

Uptime/Load: 12:47:07 up 70 days, 21:09, 3 users, load average: 2.26, 1.81, 1.69

Number of running processes: 126

Copyright 2001 - 2012, All Rights Reserved Netsas Pty Ltd
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15 Technical Support and Licensing

Enigma NMS licensing model is quite simple and flexible.

There are two license types, which are both with unlimited elements

Platinum — includes all features and functions
2. Standard — same as Platinum but without following components:
- Custom Carrier Service Fields Management
- Spares Manager
- Server Process Monitor
- Traffic Analyzer
- Cisco NBAR Monitor

While both licenses are unlimited, hardware of your particular Enigma implementation should be selected appropriately to
the size of your network and with the number of managed nodes.

Please see minimum recommended specifications at the beginning of this manual.

Depending on the payment method, each license can be either Perpetual or Yearly.
Yearly license is when the monthly payment schema has been chosen and is limited to 1 year. After the final monthly

payment is made customer will be issued with Perpetual license.

When you purchase the product, you need to provide our sales team with your Machine Unique ID. In response you will
be provided with:

e Serial Number

e Activation Code

e License Key
All of the above are digitally linked to particular Machine Unique ID.
Should you change your hardware in the future, please contact our technical support and provide your Company Name,
existing Serial Number, Activation Code and New Machine Unique ID, which are going to be validated against our

records. You will be issued with New License Key.

Further you can purchase Support and Maintenance Contract, which entitles you to technical support, bug fixes and

software upgrades.

Please note that Support and Maintenance Contract is NOT included in the purchase price of the product.

Enigma NMS - version 5.1.0 Copyright 2020 Netsas Pty Ltd. Page 204 of 205



Enigma NMS User Guide

Each Support and Maintenance Contract is provided with comprehensive SLA (Service Level Agreement), which defines
all terms of support and maintenance contract.

Support and maintenance contract covers all technical issues with the product and includes minor customization and
changes. In addition to technical support, customer receives free product upgrades.

These upgrades cover management and monitoring challenges associated with the introduction of new and unification of

existing network technologies.

Contact details:
NETSAS PTY LTD Technical Support Hotline: 1300 496 389

Email: support@netsas.com.au
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