Enigma NMS — Reconciliation of Vendor Maintenance Contracts

In Enigma NMS Version 90.0.0, we have developed a very powerful new feature:
Reconciliation of Vendor Maintenance Contracts.

Currently it is enabled only for Maintenance Contacts provided by Cisco Systems.

Network Managers quite often have a challenge to track the Vendor Maintenance Contracts for their Live
Production Equipment.

Generally the Enterprise Networking Infrastructure consists of assets of different criticality, ranging from
Core Switches, Routers, Firewalls located in Data Centres which may cost hundreds of thousands of
dollars, to the low cost switches and routers etc.

The high cost networking assets should be covered by the relevant vendor Maintenance Contacts, in Cisco
Systems terms, SmartNet Contracts, which are necessary but quite expensive.

On the other hand the Access Switches or Routers and other equipment of low cost assets can be covered
by the “Internal Spares” contract, which enables cost effective hardware replacement model.

In theory all Network Production Assets should be covered by either “Internal Spares” or the relevant
vendor Maintenance Contract to ensure the timely replacement of faulty hardware components.

Enigma NMS has built-in Spares Manager, which allows you to record all your Internal Spares, Sign them
In or Off, Alert and Report on low stock items etc.

The “Modules Report” helps you to make intelligent estimation of the required stock items for the “Internal
Spares” Maintenance Contract.

Following are the steps required to enable reconciliation of your Live Production Equipment with
Maintenance Contacts provided by the relevant vendor:

1. Download the Hardware Maintenance Contract “CSV” file from the Cisco Web Site.
You should have a valid login into the Cisco Systems Web Site, which will let you to locate the
Maintenance Contract “CSV” file, relevant for your organization. Please download it and save it onto
your PC.
Please note that this “CSV” file has special format which consists of exactly 26 columns.
It lists the Serial Number of the covered equipment, model number, along with End of Life and other
Model related fields, Contract Number, Name and Expiry Date, Warranty Type and Expiry date.
Also Cisco Systems Maintenance Contracts can be linked to the individual Modules, which make up
the Hardware Composition of the relevant hardware node.
Enigma NMS has the full inventory of all Hardware Assets including the detailed information about
the individual modules, e.g. Switching or Routing Engine blade, Power Supply, Fan Module, SFP
etc.
Enigma uses this information to link the Serial Number (Key) listed in the “CSV” file with particular
Hardware Assets.

2. Goto:
Main Menu - “FOR MANAGERS” - Vendors
Locate the Cisco Systems Vendor and click on its name, You will see the web page similar to the
following:



2 & [ \iewing Single Vendor
* £
“endor Name: Cisco Systems
“endor Number: 1
Carriage Provider; N

Icon File:

I
CISCO

Comment:

Mote: Next fields are applicable for Hardware VYendors Onby
Theze fields will help ENIGMA NMS to assign correct Vendor for particular SNMP-Enabled Device

endor Search and Adjust String:  cisco
Vendor SNMP SysObjectiD: 9
View All Vendors

Click on the “Folders” icon.
You will see the Documents Repository for Cisco Systems as below:

@5 = [ Viendor Documents: — Cisco Systems
H L -"\ -~ HW Maintenance Contract Prompt
=7 Current Folder: Vendor Root

Above Folder Content

MWame Size Date
10 Archive 4 KB 072022 14:22:24
v Cenfiguration_Guides 4 KB BOTI2022 14:22:24
= Firmware_lmages 4 KB BAOT2022 14:22:24
v Inventony 4 KB BOT2022 14:22:24

& Maintenance_Contracts 4 KB B/07/2022 15:40:42
I3 Miscellaneous 4 KB OTI2022 14.22:24
b Temp 4 KB 5072022 14:22:24

Click on the folder “Maintenance_Contracts”, this folder has a special meaning.
This is where you will need to upload the “CSV” filed saved from the Cisco Systems Web Site.

i & [ Vendor Documents: ~ Cisco Systems
ﬂ S ,"‘ -~ HW Maintenance Contract Prompt

& Current Folder: Vendor Root / Maintenance_Contracts
* Please Select Source File to Upload: | Browse... ]m
* Destination File Name: | mydevices20220511032022+00_00GMT.csv| J
| Upload File |

Abowe Folder Content

MName Size Date

This Folder is EMPTY1

Click on the Upload button, click on Browse button, find your “CSV” file and paste its name into the
“Destination File Name” field and click “Upload File” button.



4. Click on the “HW Maintenance Prompt” link.

@ =[] Viendor Documents: — Cisco Systems
ﬂ - ,40 - H"."'.l' Maintenance Contract Prompt

=7 Current Folder: Vendor Root / Maintenance Contracts

Abowve Folder Content
MName Size Date
mydevices20220511032022_00_00GMT. csw49.7 KB25/07/2022 11:15:09

@ & £ Vendor Documents: - Cisco Systems
ﬂ - .40 - IE'HW Maintenance Contract Frompt

! Warning: "Maintenance_Contracts" is a special folder.
It can be used for Bulk Upload and Reconciliation of the Vendor Maintenance Contracts {Downloaded from the Vendor Website)
and your internal CMDB as well as Bulk Update of the Equipment Serial Mumbers.
L note: cumrently this capability is enabled for Cisco Systems only.
IE‘ HW Maintenance Contract Update Action
7 Current Folder: Vendor Root / Maintenance_Contracts
Please ched (Recommended) if you would like to Update the Node Serial Mumber from the Viendor Source File
Please ched (Recommended) if you would like to Update the Node HW Maintenance Contract Details from the Vendor Source File

I: Select the Vendor Source File and Click on this Button to Update HW Maitenance Contract Details :I

Abowve Folder Content
Name Size Date

ydevices20220511032022_00_00GMT.csv 497 KB 28/07/2022 11:15:09

Click on the “HW Maintenance Contract Update Action”.

When page reloads, tick both checkboxes and tick the radio button, near the file name.

Click on the button to update the HW Maintenance Contracts Details.
1 & [ Vendor Documents: — Cisco Systems
0+ # % HW Msintenance Contract Prompt

7 Current Folder: Vendor Root / Maintenance_Contracts

L Ww Maitensnce Contract Detsils for this vendor have been updated!

Above Folder Content
MName Size Date
mydevices20220511032022_ 00_00GMT.csw48.7 KB25/07/2022 11:15:09

When you have clicked the button to update vendor HW Maintenance Contracts, following things have
happened:

1.

Hwn

© N 0

The content of this file has been uploaded into Enigma Database.

Relevant Model, Warranty and Contract records have been created.

All Date/Time records were normalized, i.e. converted into the “Epoch” format.

The Serial Number from this “CSV” file were mapped to the Live Production Data and hardware
composition records for all relevant nodes were updated with references to the models, warranties
and contracts.

Models “End of Life”, "End of Support” and other relevant fields were updated.

Node Serial Numbers including the one which is modified manually were updated.

Node Warranty Details including the Expiry Date were updated.

Node Maintenance Contracts details were updated.



After the above actions, you can now review all Cisco Maintenance Contracts Details, via:

Main Menu =2 “FOR MANAGHERS” - Maintenance Contracts:
a5 & [ All Hardware Maintenance Confracts

>
* SR % Show Decommissioned Nodes
24l Vendor Maintenance Contracts Reconcilistion Report

Vendor

Cisce Systems
Cisco Systems
Cisco Systems
Cisco Systems
Cisco Systems
Cisco Systems
Cisco Systems
Cisco Systems
Cisco Systems
NETSAS

unassigned

Mapped Node

Contract Number
123456
123456
2013

20238

Metsas Support 1234

unassigned

Contract Description

CISCO Smartet 22082013 120672017 3
CISCO Smarthet 24 x 7 18/05/2017 24/03/2027 4
SNTC 24X7X2 20/0712022 21032023 8
SNTC 8XEX405 2000712022 5/05/2023 3
SNTC 8X5X405 2000712022 B/05/2023 a8
SNTC 24X7X4 200072022 8/05/2023 8
SNTC 8X5XNBD 20072022 16/02/2024 8
SNTC 24X7X408 120712021 1200712022 8
SNTC 8XEX405 2110712022 4M172024 8
Netsas Support S072015 271092023 4
unassigned 19/01/2014 50512027 3

Contract Start Date Contract End Date Expiry Notify Notice (Weeks) Modified By/At

Link to the Reconciliation Report

s A [ 17/02/2014 11:55:48 14 9,
5. A/ 18/05/2017 16:41:26 1 9,
s. A [ 20/07/2022 14:04:12 0 0
s a [ 200712022 14:04:12 i i
s. A [ 24/07/2022 14:19:51 1 9,
5. A [ 20/07/2022 14:04:12 0 0
s. A/ 200712022 14:04:12 0 0
s. A [ 21/07/2022 14:59:09 ] ]
s. a. [ 21/07/2022 14:53:19 0 0
s. A/ 130902017 20:38:18 2 o,
s. A [ 18/05/2017 16:28:22 86 9,4

o5 ] %] Vendor Maintenance Contracts Reconciliation Report

@ Mapped Client: | — All Mapped Clients —

Mapped Node: | — All Mapped Nodes —
Select Vendor: | — All Vendors — v
Select Model: | — All Model —
Select Contract: | — All Contracts —

Select Warranty: | — All'Warranties —

Select Vendor Inventory to include in report: | Serial number
Device name
Tags

Hotes.

Pid

Model name
Category
Release date
End of sale

w

End of software maintenance

End of service renewal
End of support
Warranty type
Warranty expiry
Covered

Contract number
Contract type

Contract expiry
Installed at site

Installed at address

v
v
A
Select Fields to be included int Report
Tick to generate report.
v
Vi

Tick to run repert:

| Generate Report \

Serial Number Model Name Category Warranty Type Warranty Expiry Contract Number
FoOZfJMMM Cisco OME Nexus 93180°YC-EX bundle FID Switches WARR-TYR-LTD-HW 20180314 20136

AVM2 G QSFP40G BiDi Shortreach Transceiver Other WARR-50-DAY-LTC-HW 2018-06-14 20136
FGL_ 829 Industrial ISR, 4G/LTE multimode Global-AMZ, 802.11n ANZ Routers 20220815

FGLMNRMS 'SR 1100 8P Dual GE Router w/ LTE Adv SMS/GPS LATAM & APAC Routers
FGLH ISR 1100 8P Dual GE Router w/ LTE Adv SMS/GPS LATAM & APAC Routers
FGIA"' ISR 1100 8P Dual GE Router w' LTE Adv SMS/GPS LATAM & APAC Routers
FGLZMEES |SR 1100 8F Dual GE Router w/ LTE Adv SMS/GFS LATAM & AFAC Routers
FGLZMES |SR 1100 8P Dual GE Router w/ LTE Adv SMS/GPS LATAM & APAC Routers

WARR-1YR-LTD-HW  2020-08-07 202445077
WARR-1Y¥R-LTD-HW  2020-08-07 202445077
WARR-1¥R-LTD-HW  2020-08-07 202445077
WARR-1YR-LTD-HW  2020-08-07 202445077
WARR-1Y¥R-LTD-HW  2020-08-07 202448077

0

9
@3

Contract Type
SNTC 24X7X2

SNTC 24X7X2

SNTC 8X5X405
SNTC 8X5X405
SNTC 8XEX405
SNTC 8X5X405
SNTC 8XEX405

Nodes Count Up Nodes Down Nodes Mot Monitored Modes

(-}

0

Contract Expiry
20230321

20230321

2023-05-08
20220502
20230508
20230502
202230508

These vendor maintenance contracts have been cross referenced with the hardware composition modules,
which in turn have been updated where it was required.

This data also is visible in the Node View and also included now into the Network Inventory Report, where

you can have all you Live Production Data reported and cross references with Vendor Maintenance

Contracts and Warranty Data. Please see below example:



Node View:

Installed hodules

Description Name: Model SN Iint Contract # Mnt Contract Dsc___Warranty Warranty Expiry Manufacturer FRU
1-port 10 Gigabit Ethernet Shared Port Adapter XFP based SPA subslot 0/0 SPA-1X10GE-L-V2 SAL1942RETF 1/01/1970 10:00:00 CISCO Yes
1-port 10 Gigabit Ethemet Shared Port Adapter XFF based SPA subslot 0/1 SPA-1X10GE-LV2 SAL1242REFD 1/01/1970 10:00:00 CISCO Yes
1-port 10 Gigabit Ethemet Shared Port Adapter XFP based SPA subslot 0/2 SPA-TX10GE-L-V2 SAL184ZRELN 1/01/1970 10:00:00 CISCO Yes
1-port 10 Gigabit Ethemet Shared Port Adapter XFF based SPA subslot 0/2 SPA-1X10GE-LV2 SAL1242RERS 1/01/1970 10:00:00 CISCO Yes
1-port 10 Gigabit Ethemet Shared Port Adapter XFF based SPA subslot 1/0 SPA-TX10GE-L-V2 SAL18400HAT 1/01/1970 10:00:00 CISCO Yes
1-port 10 Gigabit Ethemet Shared Port Adapter XFF based SPA subslot 1/1 SPA-1TX10GE-L-V2 SAL1240QHTY 1/01/1870 10:00:00 CISCC Yes
1-port 10 Gigabit Ethemet Shared Port Adapter XFP based SPA subslot 1/2 SPA-1X10GE-LWVZ SAL1942RES] 1/01/1970 10:00:00 CISCO e
1-port 10 Gigabit Ethemet Shared Port Adapter XFF based SPA subslot 1/2 SPA-1TX10GE-L-V2 SAL194ZRESK 1/01/1870 10:00:00 CISCC Yes
1-port 10 Gigabit Ethemet Shared Port Adapter XFP based SPA subslot 2/0 SPA-1X10GE-LVZ SAL1942RENP 1/01/1870 10:00:00 CISCO Yes
1-port 10 Gigabit Ethemet Shared Port Adapter XFF based SPA subslot 2/1 SPA-1X10GE-L-V2 SAL124ZREVN 1270 10:00:00 CISCO Yes
1-port 10 Gigabit Ethemet Shared Port Adapter XFP based SPA subslot 22 SPA-1X10GE-LVZ SAL1842REIC 1/01/1870 10:00:00 CISCO Yes
1-port 10 Gigabit Ethemet Shared Port Adapter XFF based SPA subslot 2/2 SPA-1X10GE-L-V2 SAL194ZREQU 1011970 10:00:00 CISCC Yes
Cisco ASR1000 Embedded Services Processor, 100G module FO ASR1000-ESP100 JAE12400G5G 1/01/1970 10:00:00 Cisco Systems Inc  Yes
Cisco ASR1000 Route Processor 2 module RO ASR1000-RP2 JAE19380AKT 1/01/1970 10:00.00 Cisco Systems Inc  Yes
Cisco ASR1000 SPA Interface Processor 40 module 0 ASR1000-51P40 JAE1240085U 1/01/1970 10:00:00 Cisco Systems Inc  Yes
Cisco ASR1000 SPA Interface Processor 40 module 1 ASR1000-51P40 JAE1240085L 1/01/1970 10:00:00 Cisco SystemsInc  Yes
Cisco ASR1000 SPA Interface Processor 40 module 2 ASR1000-31P40 JAE12400854 1/01/1970 10:00:00 Cisco Systems Inc  Yes
Cisco ASR1008 Chassis Chassis ASR1008 FoLUNEED = oSN = sntcaxmios = wasmavel oy 70872020 00:00:00 Cisco Systemsinc  Yes
Cisco ASR1012 AC Power Supply Power Supply Module 0 ASR1013/08-PWR-AC QCS19381B1L — 1/01/1870 10:00:00 Cisco Systems Inc  Yes
Cisco ASR1013 AC Power Supply Power Supply Module 1 ASR1013/068-PWR-AC QCS19361B20 1/01/1970 10:00:00 Cisco Systems Inc Yes
OC182 + 10GBASE-L subslot 0/0 transceiver 0 XFP-10GLR-DC1825R ECNOD000E24 1870 10:00:00 OEM Yes
OC192 + 10GBASE-L subslot 0/1 transceiver 0 XFP-10GLR-DC1925R  JOHNLSZESE9 1970 10:00:00 AGILESTAR Yes
OC192 + 10GBASE-L subslot 0/2 transceiver 0 XFP-10GLR-DC1825R  JOHNLOWEDSED 1/01/1970 10:00:00 AGILESTAR Yes
0C192 + 10GBASE-L subslot 0/2 transceiver 0  XFP-10GLR-OC1925R  XF96L0012 1/01/1970 10:00:00 OEM Yes
OC192 + 10GBASE-L subslot 1/0 transceiver 0 XFP-10GLR-DC1825R  JOHNLSZE8988 1/01/1970 10:00:00 AGILESTAR Yes
OC192 + 10GBASE-L subslot 1/1 transceiver 0 XFP-10GLR-OC1825R JOHNLSZ8875 1/01/1970 10:00:00 AGILESTAR Yes
OC192 + 10GBASE-L subslot 1/2 transceiver 0 XFP-10GLR-DC1325R  JOHNLSWE 362 1870 10:00:00 AGILESTAR Yes
OC192 + 10GBASE-L subslot 1/3 transceiver 0 XFP-10GLR-OC1825R JOHNLSZ8887 1/01/1970 10:00:00 AGILESTAR Yes
OC192 + 10GBASE-L subslot 2/0 transceiver 0 XFP-10GLR-DC13925R SPC1S5170FOF /1870 10:00.00 CISCO-SUMITOMO Yes
OC192 + 10GBASE-L subslot 21 transceiver 0 XFP-10GLR-OC1925R  JOHNLSWESE1 1970 10:00:00 AGILESTAR e
OC192 + 10GBASE-L subslot 2/2 transceiver 0 XFP-10GLR-DC1325R  JOHNLOWESTS /1870 10:00:00 AGILESTAR Yes
OC192 + 10GBASE-L subslot 2/3 transceiver 0 XFP-10GLR-OC192SR  JOHNLSZE961 1/01/1970 10:00:00 AGILESTAR e
Network Inventory Report snippet:
@ sysgis-har-bras3s.togi com.au 162168.438  Cisco Systems, 202445077, SNTC  WARR-1YR-TD-HW,  ciscOASR1006 Description T Model fN ‘._- Tl Cortract? Mni ContraciDac Warranty Warranty Expiy ™ Manufacturer
srexsos ;‘t:;f“‘mwn' Cisco ASR1006 Chassis Chassis ASR1008 K 202G~ SNTC EXEX40S ARR- {2 T0u 0:0 ) ci

ASR1012006-PWRAC

19361B1L Tt

70 10:00:0

Cisco ASR1D13 AC Power Supply Pawer Supply NModuls 0 Cizco Systems Ine.

Cisco ASR100D SPA Interface Processor 40 medule 0 ASR1000-51P40 JAE1840085U 110111870 10:00:0

o Systems Ine.

1-port 10 Gigabit Ethernet Shared Fort Adapter XFPbased  SPA subsiot 0.0 SPAIXI0GELVZ  SAL1SEZROTF /0111870 10:00:00  CISCO

0C182 + 10GBASE-L subsiot 0/0 ranscsiver 0 XFP-10GLS 2SR ECNO0000634. 110111570 10:00:00 OEM

1-port 10 Gigabit Ethernet Shared Port Adapter XFP based
0C182 + 10GBASE-L

SPA subsiot 0/1 SPATXI0: SAL142REPS. 110111870 10:00:0

subslot 01 kranzesiver 0 XFP-10GLS PSR JOHNLSZ8989 /0111870 10:00:0

1-port 10 Gigabit Ethernet Shared Port Adapter XFP based  SPA subslot 02 SPA-TX10GH SAL1842RELN 110111870 10:00:0
0C182 + 10GBASE-L subsiot 0/2 ransesiver 0 XFF-10GLS 3SR JOHNLSWESES 110111870 10:00:0
1-port 10 Gigabit Ethernet Shared Port Adapter XFP based  SPA subsiot /3 SPATXI0: SAL134ZRORS 110111570 10:00:00

0C182 + 10GBASEL subslot 0/3 ransesiver 0 XFP-T0GLR-OGIS2SR  XF96LO013 101/1570 10:00:00

oEm

Cisco ASR1000 SPA nterface Processor 40 module 1 ASR1000-5IP40 JnE1340085L 110111870 10:00:0
1-port 10 Gigabt Ethernet Shared Port Adapter XFPbased  SPA subslot 110 SPA-TX10GE- SAL18400HAZ /0111870 10:00:0
0C182 + 10GBASE-L subslot 1/0 transcsiver0  XFP-TOGLR-OCIS2SR  JOHNLSZE96E 110111870 10:00:00

1-port 10 Gigabit Ethernet Shared Fort Adapter XFP based  SPA subsiot 1/1 SPA-TX10GE SAL18400HTY 110111870 10:00:0

0C182 + 10GBASE-L subslot 1/1 ransesiver 0 XFP-10GLS 2SR JOHNLSZ8ST5 11011870 10:00:0

1-port 10 Gigabit Ethernet Shared Port Adapter XFP based  SPA subsiot 12 SPAIXIOGEL-VZ  SAL1S42ROSS 11011870 10:00:00
0C182 + 10GBASE-L subslot 1/2 fransosiver @ XFP-10GLA.OC1S2ER  JOHNLOWaSE2 /0111870 10:00:0
1-port 10 Gigabit Ethernet Shared Port Adapter XFP based  SPA subslot 112 SPA-TX10: SAL1842RESK 110111870 10:00:0
0C182 + 10GBASE-L subsiot 1/3 ransesiver 0 XFF-10GLR.OCTSZSR  JOHNLSZES6T 0111870 10:00:00  AGILESTAR

Cisco ASR1D13 AC Power Supply Power Supply Module 1 ASR101306-FWRAC Q519351820 110111570 10:00:00 G

isco Systems Inc:

Cisco ASR1000 SPA nterface Processor 40 module 2 ASR1000-51P40 JAE19400854 110111870 10:00:0

1-port 10 Gigabit Ethernet Shared Port Adapter XFP based
0C182 + 10GBASE-L

SPA subslot 20 SPAIKIOGELVZ  SAL1S42RENF 10111870 10:00:00

XFP-10GLS

PSR SPC15170FOF /0111870 10:00:0

subslot 20 transesiver 0

1-port 10 Gigabit Ethernet Shared Port Adapter XFPbased  SPA subsiot 211 SPA-TX10:

SAL1942REVN 110111870 10:00:0

0C182 + 10GBASE-L subsiot 21 ransesiver 0 XFF-T0GLR-OCTS2SR  JOHNLSWESE1 110111870 10:00:00

1-port 10 Gigabit Ethernet Shared Port Adapter XFP based  SPA subsiot 2:2 SPAIXIOGELVZ  SAL1S4ZREIC 110111570 10:00:00

Conclusion:

The developed functionality allows our clients instant access to the Vendor Maintenance Contracts data as
well as run the Reconciliation Report with the Live Production Hardware.

You should be able to easily verify that all your Live Production Equipment is covered either by the relevant
Vendor Maintenance Contract or “Internal Spares”.

Ensure that Maintenance Contracts records in your Enigma NMS are up to date and are linked with the
relevant assets.

When there are less with 8 weeks left until the Maintenance Contact Expiry Date, Enigma will send you the
notification email so you can review your Maintenance Contracts and renew if required.

The Warranty details are also up to date and correct.



Following are the recommended reconciliation criteria:

1. Allyour Core critical production equipment is covered by the relevant Maintenance Contract.

2. The current Vendor Maintenance Contracts do not contain the equipment which was
decommissioned, i.e. you are not wasting your money.

3. Validate if you are able to save some budget by moving certain low cost equipment from being
covered by the Vendor, which could be quite costly, to be covered by the “Internal Spares”
maintenance contract.

4. Being able to quickly update Vendor Maintenance Contracts from the Vendor Web Site.

Further Enigma development plans include enabling similar functionality to other hardware vendors on as
needed basis.



